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COMPANY SNAPSHOT

Summary
* Established 1999 * Technology Acquisitions:
* Acquired by HARMAN - 2015 * Device Analytics - Broadsense - 2009
* HQ & R&D Centers: Israel, France * Device Virtualization - VirtualLogix - 2010
* Offices in UK, Japan, US, China, Korea * 240 employees

Serving the Connected World

&

MOBILE AUTOMOTIVE INTERNET-OF-THINGS

&
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100 CUSTOMERS; 2B CONNECTED DEVICES DEPLOYED
TRUSTED BY THE CONNECTED WORLD
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REDBEND IN AUTOMOTIVE

s 6 Active bu\s{iar!iedsastecgse

across all life-
cycle locations
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ll/rl]i?;riglllwese%ri]clgs successful automotive

updates customers
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THE CAR - SOFTWARE ON WHEELS

Vehicle Software Automotive ECU software volume
Mercedes Benz A
200
10 GB -
g 700 e Telematic,
4 Infotainment
E 600 W Venicke schvare | 1GB4+——————=—= R
From thesis submitted 100 MB - Human Machine Interface
by Dr. Ralf Schmidgall (e.g. displays etc.)
10 MB —
complex control assignments
ivB <4+ - - ——— (e.g. engine control module etc.) o
100 kB 4 Simple control assignments
(e.g. door, seat etc.)
10 kB 4
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THE CONNECTED CAR

Number of vehicles

connected to the Internet

T-_—

Features of connected cars: global marker size 2015 and 2020

(irn Ewro)
2015

B 23 miltion

o billion Mobility rnarnagemerns 6 bitlion

2 biltion Vehicle marnagerment Z bitltiorn
2 bittion Well-being & vittion
& billion Linzereainmernt 2O bittion
20 bittion Safeer 33 bitlion

D bittion LDriver assisrarnce 49 bLittion

Worldwide 152 million [l

]

Source: Forbes 2015

2020

2020

|-~. More than 20% of vehicles sold worldwide in 2015
to include embedded ivity soluti

—f] More than 50% of vehicles sold worldwide in 2015 to be connected
(either by embedded, tethered or smartphone integration)

Every new car to be
connected in multiple ways by 2025

Automotive segment volume of M2M
cellular modules worldwide

33,4 million units
46,8 million units

65.6 million units
2016

eneoe

91.8 million units

A 128.5 million units

—— ) 180.0 million units
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CONNECTED CARS - SOLUTION OVERVIEW

OEM HQ Backend

Connected Car
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VALUE ACROSS THE CAR LIFE CYCLE

4 N/ N/ Y4 N/ N

Engineering Production Shipping Dealer Home
* Software Update as *Reflashing * Allow localization at * Software updates * Expensive recall
part of the design eliminates the target cost reduction elimination
+BOM and weight bottienecks destination * Waiting time *Enhanced customer
reduction * Allowing late  Time-to-delivery reduction experience
h fi i .
changes and fixes reduction * Enhanced customer « Connectivity
* Manual labor experience monetization
reduction

AN AN '\ AN J
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IMPACT OF RED BEND SMART DELTA

Speed: Production ECU over CAN bus
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Size: Production ECU over CAN bus
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REDBEND USE-CASE - @ THE DEALER M‘

M$
* A leading European OEM 700 / witiou
* Average software update takes > /./r

. 500
~30 minutes 400 AI/./.' // recbend
* Each update costs OEM ~50 $ 300 \

(10S per 6 minutes slot) 200

100

* Smart delta technology is X
expected to save >60% of the 2015 2016 2017 2018 2019
update time
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REDBEND USE-CASE - @ HOME M‘

A leading US OEM

500 450
* Bandwidth cost is paid by oo
OEM
300 -
* OEM is pushing 3-4 updates
200
per year 100
. e 100 20
* Eliminate the need to go to S
The dealer ° Full Image Alternative Red Bend

Delta
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THE CYBER- SECURITY OF THE CONNECTED CAR QV‘

* The connected car increases significantly the
vulnerability of the car to cyber-attacks

* BMW performed OTA update in order to close
a cyber-security hole

* The media is also interested in automotive
cyber-security
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CASE STUDY: MARKEY REPORT 2014

TRACKING & HACKING: SECURITY & PRIVACY GAPS PUT AMERICAN DRIVERS AT RISK

* Senator Markey’s report is based on a survey of 16 major automobile
manufacturers

* How vehicles may be vulnerable to hackers and how driver information is
collected and protected
*  Most automobile manufacturers were unaware of or unable to report on past hacking incidents.
*  Three did not respond

*  Only two automobile manufacturers were able to describe any capabilities to diagnose or
meaningfully respond to an infiltration in real-time

* Report conclude that new legislation is needed:
*  Wireless access points in cars must be protected
* Collected information must be appropriately secured
*  The manufacturer must be able to detect, report and respond to real-time hacking events
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SECURED SOFTWARE UPDATES

Key Management System

Certificates and key management
Restore, backup, revoke

B o @
ECU
2 FBL UpdaTe InsTaIIe/

<::[ CAN Bus ]::>
[ Update } Software @

Open Mobile Alliance
Generator — | Management [« '
Center Head-Unit
FBL UpdaTeInsTaIIe//@

s

Secured FBL verifies image upon boot
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* Trends show significate grow in soffware and connectivity

* The connected car also open the door to potential cyber-security
freats

* Car OEMs & T1s are not well prepared

* One-stop-shop for Automotive Cyber Security is required
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Yoram.berholtz@redbend.com

redbend

CATALYZING CHANGE




