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« 2nd contributor to AGL (Automotive Grade Linux)

« Work in Open http://github.com/iotbzh
« Based in South Brittany |
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Fulup Ar Foll Stephane Desneux Manuel Bachmann Yannick Gicquel ~ José Bollo
Lead Architect ~ Release Engineer Graphic/Multimedia  Kernel & QA Security
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Fast Moving Market

* 100% of cars connected by 2025
» 75% of cars autonomous by 2035
Fast Moving Technologies B odie ®
» Today 60-80 ECU is not uncommon  foases

« Grouping by function already started gegdl™

Opening to the outside world e

» Connection with the cloud Cell phone
» Connection with smart city
» Connection with near by vehicles

Traffic

Lot money on the table

« 20 million of connected cars by 2020

* Prevision added $152B to car market : 2nears
in 2020

|OT»£ BZH Architecture ly-2016



Widely Unaware

- 86% have no or very little idea about what a connected car could be.

Very Conventional Desires

— 1st Streaming music and Internet access
— 2nd Traffic info

— 3rd Security helpers (collision warning, night vision, Fatigue warning,...)

Nevertheless:

— 28% of new cars buyers prioritize car connectivity features.over other features such
as engine power or fuel efficiency.

- 13% would not even buy a car, if is was not connected.

IOT\S BZH From Sensor to Cloud Automotive Architecture July-2016



What could make then renounce to connected cars

% of new-car buyers that (strongly) agree with the statement

| am reluctant to use car-related
connected services because | want
to keep my privacy

21

Germany us Brazil China

| am afraid that people can hack
into my car and manipulate it

(eg, the braking system) if the car
is connected to the Internet

53 %)
I I |

Germany Brazil China

Source: McKinsey's Connected Car Consumer Survey, 2014

IOT&BZH
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* Mostly an Unknown World
— New Technologies

- New End-User Behaviours
- New Surface of Attacks
» Electronic move much faster than Mechanic
- How to deal with very long term maintenance
— How to comply with 3/5 years car design cycles

e Business Model still to be invented
— Any revolution has winner and looser

IOT\& BZH From Sensor to Cloud Automotive Architecture July-2016 6
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 Entertainment e Driver assistance
— Autopilot in traffic

- Parking
- Full efficiency

- Streaming Music
- News services

- Games
« Mobility management * Safety
— Collision prevention

— Traffic info |
: : - Hazard warning
- Parking assistance _
— Emergency functions

e Vehicle Managgment . Communication
- Remote operations - Hands-Free Calling

- Data usage _ Text to Speech
- Usage supervision - WLAN, Wifi HotSpot

IOT\& BZH From Sensor to Cloud Automotive Architecture July-2016
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GPS/UMTS/DSRC Bluetooth
USB
WIFI

.|

g@l Today Cér Network

Diagnostic

VI
Head Unit
Controller

iiiiI

CAN/FlexRay CAN/FlexRay CAN/LIN MOST/Ethernet

IOT\& BZH From Sensor to Cloud Automotive Architecture July-2016 8



CAN currently is the de-facto standard protocol amaong in-vehicle networking.
Mot just in the basic trunk network, it is widely used in the powertrain and body
systems, too.

CAM ¢ Powertrain

Collision Detection
System

FlexRay

FlexRay is a high-speed com-
munication protocol featuring
superior flexibility and high reli-
ability.

Devised by automobile and
electrical equipment manufac-
turers and semiconductor ven-
dors, it is watched as a most
promising in-vehicle networking
protocol for the next generation
X-by-Wire system

IOT&BZH

Brake-by-Wire Sy

From Sensor to Cloud Automotive Architecture

LIN

Lecal Interconnact Network

The dioor |5 unkocked when 2 person
who es 2 card ey approaches the
car

LIN is a single ter i hicle
in cost/perfarmance ratio
It is used inswitch input and sensar input actuator control.

protocol that excels

[ i aiava ] [ it siaw
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Door uniocking sionals such as
fashing of a headlight, Iching of 2
1o [ame or fashing of a kazard
g

The room mirror. seat and door
mirmor peslfons are astomaticaly
acusted to 5UR the reolstered drive
pesHon

Multifunction Keyless
System

Next Generation Air Bag System

ASRE isa protocd designed for
the inclusion of ignition sys-
tems, such as collision sensars
and airbags, in the Networking
system.

It is watched with interest as an
in-vehicle networking protocal
for the next generation air bag
system.

July-2016
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. Security What is the biggest challenge to the |oT
_ and connected car coming together?
— Reduction of surface of attack 16%
Data Management

— Isolation by class of services

. 20%
- On ||ne Upda'[e 6% Monetization
* Privacy o
— Who collects/owns the user data
— How to control the personal data 32% 26%
Privacy Concerns Security

* Business Model
- Who pays for maintenance
- How new services are funded
— Which “non automotive” services will really provide value to end-users

IOT\S BZH From Sensor to Cloud Automotive Architecture July-2016 10
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Win Developer Community

- Reduce the initial cost of adoption

- Provide stable APIs & adequate documentation

- Provide ready-to-go BSP with cheap development boards
Reduce the overall complexity

- Agree on a common AGL apps model

- Agree on a set of core “mandatory” services & APIs

— Limit the number of ECUs with hypervision

- Leverage Internet existing technologies (0Auth2, OpenAPI, ...)
Mitigate fast moving and long term maintenance
Interface smartly with cloud services

Reduce Cost

Developing a CAR application should not be more complex than
developing for a Mobile Phone.

IOT\S BZH From Sensor to Cloud Automotive Architecture July-2016 11
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root access

- ssh

ey

- remote run
‘j & debug |

edit sou rces
= %

build
project

~ Server :> yocto

PROIJECT

cross toolchain
_AGL Workspace

IOT‘& BZH Architecture Iy-2016 12



Start,Stop,Pause,Install,Remove,...

Application Framwork Live Cycle Management

T

—

Log/Supervision
Service

Cgroups

Navigation MultiMedia
Service Service
| Carte handling | | Media Player

| | Carte handling

| NameSpace

| POI management |

| Radio Interface

| | POl management

| Containers

| etc... |

| etc...

| | etc...

\

MAC

Agent-2
Car Environement

Enforcement

| CAN Bus-A |

Smack

| LIN Bus-A |

| Audio

Transport + Acess Control

Agent-3
Engine

| CAN Bus-B

| Cluster-Unit

Agent-4
Remote Signal

| Smart City |

| RVI |

| Cloud |

Distributed Application Architecture

I0T&BZH
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Cluster Entertainement Cloud
Head Unix Navigation My Car Portal Maintenance Portal
Service
Direction Indication. | Carte handling | | Paiement | | Know Bugs y |
t : I
ipti Maint
! | Localisti.on management-i-——————I | Sl o | | ainienances ! |
. | POI : |. _______________ I | Preference | | Service Packs | |
: 5 - : I
| - +
l i I i |
Transport & ACL "~ 0L Do o s d T Tramsport &ACLE 1 &, b, 1 TFansport &ACL |
; : i ¥ | . !
: — —
Cluster CAN:-BUS Geopositioning Preferences Log
Virtual Signal Virtual Signal Virtual & Analytics
Signal Custumisation
Engine-CAN-BUS CAN-BUS Gyro, Acelerometer MongoDB Engine No-SQL Engine
CAN GPS
ABS LIN-BUS Paiement Service Statistics & Analytics

Multi ECU & Cloud Aware Architecture
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Renesas R-Car Automotive Computing Platform
The First High-End SoC R-Car H3
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Virtualized Secure Architecture
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* Mandatory to secure the system
» Should imply trusted zone for integrity

» Should support partial update as well as factory
reset

* Might run from Guest-OS, DomO or may be from
trusted zone

» Should be fully integrated with Yocto

» Should separate platform services from
applications

IOT\& BZH From Sensor to Cloud Automotive Architecture July-2016 16
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» Lack of Standardisation

- Common Automotive Application/Service APIs

- Standardize Vehicle to Vehicle protocols

— Interface with the rest of the IoT world (smart city, smart home, ...)
e Security

- Fail safe architecture

- Interface with the external world

— Dealing with 31 party providers

- Long term update and maintenance
« Contractual

- Existing and new to come legal constraints

- Business model and revenue sharing

- New customers behaviour as car sharing

- End user data control/ownership

Last but not least: be ready for “Autonomous Cars”
IOT‘& BZH Architecture ly-2016 17
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