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e Specialized on Embedded & loT \ mmmm

e Contributing to AGL Project - @ =
for Renesas AUTOMIITIVE
GRADE LINUX

* Expertise domains:
— System architecture
- Security
— Application Framework
— Graphics & Multimedia
- Middleware
— Linux Kernel

e Located in Brittany, France
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1. Overall context of updates for cars

e Updates characteristics,
e Security requirements,

2. Secure boot
« Concept,
« U-Boot signature,

3. Enforcement solution

* Trusted Execution Environment
e OP-TEE
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* |n software engineering:
« Deploy another revision of an application or service,
 New features activation or enhancements,
« Zero-day security fixes,

* In automotive:
e Multiples programmable sub-systems,
* Local updates (usb-stick, dvd) or remotes updates,
* VI systems as a update gateway for other components,
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Connected cars needs a secured infrastructure,

environment

A

pdates

Security should tight each stages to a whole process,
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* Reliable update agent
* Resilient to some technicals failures,
e Ensure the update process won't break the car systems,
« Otherwise, safety issues can occurs,

 Trusted infrastructure

 Deployed updates should be authenticated,
e Updates integrity should be checked before being applied,
e Confidentiality should be ensured,
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2. Secure boot
Concept,
U-Boot signature,
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e Feature

« Establish a root of trust to ensure the integrity of the whole software
stack,

e How?
« Using cryptography and signatures of digital contents,
« At generation: Signing software,
« At runtime: Verify all signatures,

e Scope
e From hardware power-on to kernel startup,

* Following secure boot: RootFS integrity, (dm-verity, dm-integrity, linux
Ima/evm)
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f priv-key
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. “Secugedoot: verification ,
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Principles

« Each software stage ensures integrity of next one,
* Rely on HW security features to store the key in read-only mode,

Linux Kernel

Bootloader signature

decrypted hash matches =
hash boot continue

BootROM

Read-only: fused at fabric
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 When integrity checks failed
« A boot policy should be defined,
e This can differs from vendors, products requirements,
e Tight to the whole system design,

Power on l
; Partition
Firmware A table g
Boot Stub
— i
Recovery
switch
osition on
D T S
Recovery . Card in
mode - ChKerneI gs recovery
cookie set yes rome slot? no
I no yes
Check Check U b Signed ) Userhas
Firmware A | Firmware B - Execute anr;z;') - image on rECOVErY -
A U signature bad L signature bad kernel. P ‘ yes \ card? L image? yes
+ Google * Google Kernel no +\res + no
e A i checks and ~ ~ -
(Setup + (Setup + loads user- Load ¥ Run Boot Visit help
Boat Boot mode code. develaper Loader from URL on
L “;‘J A L “ﬁ A | kernel (done) | | thatimage J computer 2
+ ™ - A
; Repair Download
Everything o Setrecovery | o ﬁrmwpare + BT,
ok? no mode cookie software e
y e v
s a '8 h'
u?i;:ﬁ:idn pUaprt(ij::; Rehoot (to Rehoot (to Copy image
atribute s Boot Stub) { Boot Stub) ] to card

- =
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Boot after their builds.

 Requirements
e U-Boot release v2013.07,
* Linux kernel should be embedded in a fitimage,
* An RSA key-pair (RSA-2048) is required for the signing process,

* Default boot policy:
« Boot stopped if check failed,

» Software signhing
* mkimage tool is used in 2 passes
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vmlinux

mkimage ———— fitlmage

image.its

sighed
u-boot.dtb mkimage | fitimage -

RSA key pair u-boot dtb
+ pubkey -

2nd pass for signing process
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2013.07 2015.11 2016.04 2016.11
U-Boot fitimage Yocto 2.0 introduce  Yocto 2.1 Yocto 2.2 will support
+ signature support fitimage support released signed fitimage
W arcn-army/ve: INNeric army/ a tunes me Lenys LMYTINyenKe <denys@.cem> ZULD-U4-2D UL138:44
kernel: fitimage: basic support for fitimage signature Yannick Gicquel <yannick.gicquel@iot.bzh=> 2016-04-27 16:20:56
kernel: fitimage: support device tree compiler options Yannick Gicquel <yannick.gicquel@iot.bzh=> 2016-04-27 16:20:55
u-boot: deploy u-boot-nodth and dtb files Yannick Gicquel =yannick.gicquel@iot.bzh=> 2016-04-27 16:20:54
u-boot: basic support of dtb append for verified boot Yannick Gicquel <yannick.gicquel@iot.bzh=> 2016-04-27 16:20:53
scripts/libfargparse_oce: also change 'positional arguments' to 'arguments’ Christopher Larson =<chris_larson@mentor.com= 2016-04-28 01:24:01
i scripts/libfargparse_oe: simplify options title change Christopher Larson =<chris_larson@mentor.com= 2016-04-28 01:24:00
scripts/libfargparse_oe: show subparser help for unrecognized args Christopher Larsen <chris_larson@mentor.com= 2016-04-28 01:23:59
crrimntellibiaranarca nes chmw calf nean in tho arenre pooccoun hricktanhar | arcnn —rchric larenn@mantar camm~ 2NT1A-NA-28 N1-23-E8 |

Id SHAL: |fBBSEEQShEbeEEIEEBE?bETEEHSSS?lEh‘fE?ﬂIEQ‘E “«

- ‘Culunne| 82/ 25003 | |

How to sign the fitimage in OpenEmbedded build system?

UBOOT_SIGN_KEYDIR = "/keysldirectory"

UBOOT_SIGN_KEYNAME = "dev" # keys name in keydir (eg. "dev.crt", "dev.key")
UBOOT_MKIMAGE_DTCOPTS = "-I dts -O dtb -p 2000"

UBOOT_SIGN_ENABLE = "1"

IOT@BZH e T



3. Enforcement solution
 Trusted Execution Environment

« OP-TEE

IOT&BZH
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Objectlves

It adds another bastion in case of Linux kernel security
breach,

« OS Virtualisation approach for security purpose,

* Leverage HW capabilities to introduce privileges
separations,

 Implementations

« ARM: TrustZone,
 Intel: Trusted Execution Technology

lOT\s BZH Secure boot - Secure software“updates July-2016 16
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« Peripherals visibility can be configured for each world,
e Integrated into the system on chip,

Normal world

ARM SoC

Ethamet | | BTC MMC
use GPIO GPU
Graphics | | 12C UART
. : pET= Interrupt
L] 1 | Tmis 1
=== | Controller Security Controller
System Bus (eg. AHB/AXI )

10T & BZH

| | i
world
switch

Secure world

ARM SoC

CPU core If’ Ethernet | | RTC MMC
I e =

I ; Graphics | [ 120 UART

im“’ i F Intarrupt

T }) | Controller Security Controller

System Bus (eg. AHB/AXI )

Credit: http://genode.org/documentation/articles/trustzone
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http://genode.org/documentation/articles/trustzone

 Open-source Portable TEE,
* Initiated by ST in 2007, then handled by Linaro,

* Implements Global Platform API on top of ARM TrustZone,
https://github.com/OP-TEE/

* Features

s GLOBALPLATFORM’

THE STANDARD FOR MANAGING APPLICATIONS ON SECURE CHIP TECHNOLOGY

* Device integrity.

« TEE Core API specify

* Trusted Storage API for Data and Keys,

» Cryptographic Operation API,
* Time API,

IOT&BZH
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https://github.com/OP-TEE/

Rich OS

Native Applications

EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEER?

5 —
- Wrapper APIs )
(optional) : Payment | Corporate %
optee client Trusted Trusted
. B EEE R T EEEEEEEEEEEEEEEEEEEEEEN EEEEEEEEEE N, Applicatlon I Application I Application :)
TEE GlobalPlatform | |- : l oofee oS
Supplicant | | TEE Client API | |:.. ceveveeee V... ) OPtee_oS
: % \
...... Tn NRPROPROORY 9 SPROPROOON . (o7 -1 210,07 1.1 IO W S
- TEE Internal API
RLLLEETTIEE anmjammnmmnn ~ N B
B . " TEE functions/libs O
O : { TEE Driver ] - Secure TEE core ] [ (crypto..) | |} O
- : & Monitor S
S HAL i

| optee_linuxdriver!
Storage... .

ARM® TrustZone®-enabled

HW resources
crypto, timers, watchdog, fuses...

chipset
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e OP-TEE OS Characteristics
e Trusted OS — Requires ~256KiB of RAM, ~320KiB of ROM

e 22000 tests on the API,

e Strong isolation of TA with stack canary protections,
» Use Secure-RAM HW capabillity,

 Secured Applications

 Two binaries blobs:

— User space program (Normal world),
- TA: Trusted Application (Secure world).

« TA are signed, and identified by a UUID,
« TA integrity are checked by the trusted OS before execution.

lOT\s BZH Secure boot - Secure software“updates July-2016 20
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Secure mode

OP-TEE OS

Secure Monitor / ARM TF

BootROM
— » :lLoad, Verify integrity

> : Execute
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« HW isolation to protect sensitive binaries & data:

OP-TEE OS
Bootloader SPI
Linux Kernel
eMMC
Linux RootFS |
RAM
Privates keys |
Secure World Normal World

Secure boot - Secure software“updates
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 Enable a QEmu machine with OP-TEE OS + samples
applications:

https://github.com/iotbzh/meta-optee

* Following steps

* Propose for staging for AGL to get an easier access to an
“op-tee ready” environment.

e Linaro on the way to publish upstream recipes they aim to
maintain,

» Protected storage for OTA client,

IOT\S BZH Secure boot - Secure software‘updates July-2016 23


https://github.com/iotbzh/meta-optee

TP —— Wbl

summarize
. o
 Securing updates

* Not just a set of tools but a whole process,

« Secure boot & boot policy are important to fulfill security
requirements,

 Virtualisation enhance the whole system security,
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e AGL distribution

e Balance between generic implementation & specific
design,
e Consolidation of tools in the build system,
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Upcoming discussions about SOTA:

Thursday, July 14 « 14:50- 15:30

EoFs: How Do You Update Your Embedded Linux Devices - Daniel S5angorrin, Toshiba

Thursday, July 14 » 16:00 - 16:40

BOF-Discussion: Cl, Testing and SOTA Updates One-5top?! - Jan-Simon Moeller, The Linux Foundation
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