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VeriSilicon Automotive Technology Leadership
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#1 Graphics IP supplier for Automotive LCD Clusters

#2 Graphics IP supplier for In-Vehicle Infotainment Systems

#3 Graphics IP supplier for Rear Seat Entertainment Systems

Vivante Graphics IP is used by 7 of the top 10 automotive OEMs for IVI systems

...and 6 of the top 10 luxury brands for reconfigurable instrument cluster

** Over 20 million cars on the road use Vivante GPUs **
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VeriSilicon Automotive Deep Partnerships
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VeriSilicon Automotive Deep Customer Experience
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Automotive Graphics

Automotive OEMs and Tier One Suppliers
spend MILLIONS of dollars developing
graphics for IVI and
Instrument Cluster systems

Company Proprietary and Confidential 6



Automotive Graphics

Automotive OEMs and Tier One Suppliers
spend MILLIONS of dollars developing
graphics for IVI and
Instrument Cluster systems

In most systems — these graphic assets
can be relatively easily hacked, stolen
copied or replaced...

Company Proprietary and Confidential 7



Automotive Graphics

Mercedes 2017 E-Class Cockpit



Automotive Graphics
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Mercedes 2017 E-Class Cockpit



Automotive Graphics
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SINCE LAST CHARGE =

Tesla Model-S “Cluster”
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Automotive Graphics
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Automotive Graphics
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Automotive Graphics
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Automotive Graphics




Graphics Iterative Design Process

Art studio generates
themes and conceptual
ideas

I Creation

Source 2D and 3D
artwork is generated

—— Animation
Sbaraniae >3 -

~—
exported g@ Pl

Ul design
accepted?

Scenes are deployed and

visalizedon trge Visualization
I

Application code is . .
generated and GUI is A

connected to real world s S 0 c I atl O n

Interfaces...

¥
GUI is user tested Val i dati On
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artists (design studios)

engineers (development labs)




What’s the Big Deal?

EQUITY

Brand -
Brand Atributes & Perceived

Awareness - Quality
Associations




Top Automotive Brands?
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Forbes

The World's Most Valuable Brands

Mercedes-Henz

HONDA

NISSAN
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Forbes The World's Most Valuable Brands

\-.,!./ #6 Toyota $42aB 1% $165.1B $3.6B Automotive
TOYOTA
@ #14 BMW $28.8E 4% $B28E - Automotive
@
#20 Mercedes-Benz  s26B 16% $105.8B - Automotive

Mercedes-Henz

emen Toyota - $42 Billion "
e BMW - $28.8 Bilion
- Mercedes-Benz - $26 Billion
Honda — $25.2 Billion ..
Ford — $14.1 Billion
59 Audi - $14 Billion s
Chevrolet - $9.8 Billion

ey 03 Lexus - $9 Billion s

' #67 Porsche S83B 18% $23.0B - Automotive

Pl e 4

CHEVROLET

NISSAN #70 Nissan 5828 13% S04.7B $28B Antomotive
EHYUNDRI  #7] H}r]_mdai S8.1B -4% $528B $1.8B Antomotive

@ #77 Volkswagen $7.6B -5% $1321B - Automotive
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How to Protect the Brand?

Against...

® theft

® attack

® malicious behavior
® replacement

® other bad things
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Encryption — of course...

Types of Encryption

DES Symmetric Keys
, ¢ Encryption and decryption use the same key.
TripleDES

AES ‘ ?I$wP0"8a'|yUdS
jh"TGVda Oydh.
RC5 :

ey Asymmeflric keys
¢ Encryption and decryption use different keys, a public key and a private key.

Elliptic
Curve |, FOKT*&UKMST7xdf1
| rypt
Encrypt k*(8uk4789kds0
. \ : Private >ubli

KikAjd7K% TNWEF7IW
Decrypt J*|qv#D=usj0r@e+ |

\
o
c
b2
o

Encrypt

MD5 One-way hash

(M)
- 0/A8a'lyUdSLjh A7 Gd25
SHA-1 @ ,(._, a'yUdSLjh”7 e
~
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How to implement encryption?

= Mario is encrypted and stored in flash

tem System Control e Connectivity
stzu-zoaym CPU Platform e —
_______________ ~ Quad ARM® Cortex™-A9 Core e || Wi
EkT*&kaQB?xdf'l 2sw- 32 KB I-Cache 32 KB D-Cache — —
|k*(&uk4T39kd50 ‘ par Dore par Gors Mok
Encrypted Mario SR Rk Sone FANJo SO : S/PDIF
_ ‘ S B G VPR ] UGAHTI‘G. Tx/Rx
T Mps o
FlexCAN x2
MLB150 +
oTCcP
Coin-Cell ' .
Battery 1 Gb Ethemet
+ IEEE® 1588
(BCH40)
Connector
m r.
(g vides oORY.
LV-DDR3
Connector il
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How to implement encryption?

= Mariois encrypted and stored in flash
= Encrypted Mario is read from flash and
sent off to security engine for decrypt

(T g

Coin-Cell
Battery

HDMI Output
Connector

Analog Video
Connector

Analog Audio
Connector

LVDS Output Signal
WWW

Quad ARM® Cortex™-A9 Core
32KBI-Cache 32 KB D-Cache
per Core per Core
NEON per Core PTM per Core

HDMI and PHY ~ 24-bit RGB, LVDS (x2)
MIPI DSI 20-bit CS|
csi2

Connectivity
MMC 4.4/ USB2 HSIC
MMC 4.4/ :
e &
S/PDIF
5 Mbps.

1 Gb Ethemet
+ IEEE® 1588

IFOKT*RUKIST xdf1

1k (8uk4789kds0
Encrypted Mario
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How to implement encryption?

= Decrypted Mario ends up in DDR

Decrypted Mario ¢

em
| 512M-2GBytes
1

[_Nlch &
Connector

Coin-Cell
Battery

Connector
LVDS Output Signal
WMMW

[Amlog\ﬂdoo
Connector

Analog Audio
Connector

pnartioning

Quad ARM® Cortex™-A9 Core

32 KB I-Cache
per Core
NEON per Core

32 KB D-Cache
per Core
PTM per Core

Connectivity
8D 3.0x3 'Host x2
M 44

1 Gb Ethemet

+ IEEE® 1588

HOMI and PHY  24-bit RGB, LVDS (x2)
MIPI DSI 20-bit CS|

IFOKT*RUKIST xdf1

1k (8uk4789kds0
Encrypted Mario
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How to implement encryption?

= Decrypted Mario ends up in DDR
=  Which is bad because Bowser is going to
get him

Decrypted Mario ¢

tem P Connectivity
512M-2GBytes CPU Platform = S
1 Quad ARM® Cortex™-A9 Core s || ehes
32 pxs Gache 320;2 D-Cache - = :
Core MMC 4. —
NEON per Core PTM per Core SDXC ol
S/PDIF
1 MB L2-Cache + VFPv3. ] smg’ it

Coin-Cell
Battery

HDM! Output
Connector
L Output
Connector

Analog Video
Connector

HDMI and PHY ~ 24-bit RGB, LVDS (x2)
MIPI DSI 20-bit CS|
csi2

Analog Audio
Connector

IFOKT*RUKIST xdf1
'i_k_* {8.uk4789kds0

Encrypted Mario
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How to implement encryption?

~ Quad ARM® Cortex™-A9 Core il
32 KB I-Cache 32 KB D-Cach
puoay | _poroos
NEON per Core PTM per ‘
TR
' Switch & Cla
FlexCAN x2
MLB150 +
pTCP
Coin-Cell 8
Bactery 1 Gb Ethemet
+ IEEE” 1588
HDMI Output —
L Oumm]‘[ Signal ]‘ :
Analog Video Anadon Video play and Camera Interface LP-DDR2,
[COnnector M- HDMI and PHY ~ 24-bit RGB, LVDS (x2) ,_m
P ] T — oy
anaiog ucto <> i (uruRe] 5 e
(I FOKT*8UKFIST xdf1)
1k* (Buk4789kds0

Encrypted Mario
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CPU Memory Organization

ALU

L1 cache
(32 KB)

L2 cache
(256 KB)

L3 cache
(8 MB)

shared across cores

25 GB/sec
to memory

C—



Decrypt into L3 cache

Force decryption into L3 cache
by using clever, special software...

L1 cache
(32 KB)

25 GB/sec
to memory

L3 cache
ALU (8 MB) ﬁ

shared across cores

Decrypted Mario

L2 cache
(256 KB)
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Decrypt into L3 cache

Force decryption into L3 cache
by using clever, special software...

Bowser can still get at him...but it
is more difficult

ALU

i

25 GB/sec
to memory

L3 cache
(8 MB) <)

Decrypted Mario

L2 cache
(256 KB)

shared across cores
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Decrypt into L2 cache

Force little by little decryption of Mario into L2 cache
by using clever, special software...

=== | 2
[Branchpredictor | | (32K8)
25 GB/sec
L3 cache
ALU (8 MB) ﬁ
LY @Al shared across cores
Little bit of Mario decrypted
L2 cache
(256 KB)
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Decrypt into L2 cache

Force little by little decryption of Mario into L2 cache
by using clever, special software...

[Branchpredictor | | 52k
25 GB/sec
L3 cache
. (& MB) <)
\ % LY aas ! shared across cores
W, Little bit of Mario decrypted

L2 cache

D 4

u (256 KB)

Bowser can still get at him...but it is even more difficult
Mario has to be “assembled” from little pieces...so this is not a bad
option for current automotive SoCs...and something that VeriSilicon

IS looking into currently...
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But HEY! The GPU is doing the drawing...

Texture cache
(12 KB, read-only)

L2 cache
(768 KB)

shared across cores

Scratchpad
or
L1 cache
(64 KB)
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But HEY! The GPU is doing the drawing...

Decrypt using a shader program?

Texture cache
(12 KB, read-only)

L2 cache
(768 KB)

shared across cores

Scratchpad
or
L1 cache
(64 KB)
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But HEY! The GPU is doing the drawing...

Decrypt using a shader program?
Your performance would be bad...

Texture cache
(12 KB, read-only)

L2 cache
(768 KB)

shared across cores

Scratchpad
or
L1 cache
(64 KB)
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Put the decryption block INSIDE the GPU?

Texture cache
(12 KB, read-only)

L2 cache
Crypto (768 KB)

shared across cores

Scratchpad

or :FQkT*&kaQB?xdf‘l EFEkT*&kaQB?xdf‘I
1k*(Bukd789keds0 k™ (&ukd789kds0
L1 cache (h (W
(64 KB) Encrypted Mario Encrypted Mario
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Put the decryption block INSIDE the GPU!

b

b

Texture cache
(12 KB, read-only)

L2 cache
Crypto (768 KB)

shared across cores

Scratchpad

or :FQkT*&kaQB?xdf‘l EFEkT*&kaQB?xdf‘I
1k*(Bukd789keds0 k™ (&ukd789kds0
L1 cache (h (W
(64 KB) Encrypted Mario Encrypted Mario




Put the decryption block INSIDE the GPU!

p

b

Texture cache
(12 KB, read-only)

L2 cache
Crypto (768 KB)

shared across cores

Scratchpad

or :FQkT*&kaQB?xdf‘l EFEkT*&kaQB?xdf‘I
1k*(Bukd789keds0 k™ (&ukd789kds0
L1 cache (h (W
(64 KB) Encrypted Mario Encrypted Mario




AGL Built on Linux
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®
AUTOMIITIVE
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Aplicationsp ol NN I N B I I N

O ot B uxe | uxs W uxe |

Operating System Middleware
HW and UX independent APl

LEE DI Native and Web Application Toolkits and
Services

Additional OS Utilities, SDK Libraries
Operating System Base
gnre Kernel , Drivers
perating :
System E\rallﬁai:ur:ware | OEM Hardware Adaptation |
Ea
Hardware 7777770 Hardware 2 Hardware Hardware

Domain Common
- ! Functionality

Functionality

Automotive
Middleware

Extensions
e.g. GENIVI, W3C

Differentiating
Functionality
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AGL Built on Linux
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T—
System API

VeriSilicon looks forward to working with the

AGL members to help secure automotive graphics...

_ | -

Operating System Base
gnre Kernel , Drivers
perating Evaluation Hardware .
System | OEM Hardware Adaptation |
Evaluation Evaluation OEM 1 OEN
i) Farcuered | [ Hardmare? | P |

Common
[ ]

Differentiating
Functionality

Domain
! Functionality Functionality
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