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Huyd xS
-

An operating syuystem written in Exr-lang.
using the BEAM as a kernel .o

— Bwuwilt to withstand both s=sof tuware and
har-dware failures .

— Owme BEAM per core.,. with memoxuu)
AdAdistributed bhbetuuween the cores .o

— All operating sSsystem services and
hosted programs are written in Erlang.

— Built using a maltikernel design.
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Talk UOutl ins

-
— Wihat 1= Hudxr(OmL'r

— What are maltikernels™7
— How does it work ™

— OS Securx ity

— Maltiunikernels

— Futuwure wiork
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Pro_jgect ALlms

Design and implement an operating
system TtThat 1= mot only resi1lient to
software faults, but hardware faults
Too. This includes continuing SoOome
progryram execution throuwugh:

— CPU core failure, oxr iy malti—s=socket
machines, total CFPU failureo

— HAaM f ailure

— Miscel laneous hardwware failure (PCI
devices, HDDs, DUD dArx»@xriwves, tc ) ..o

— HResistance tTo catastrophic OS5
subsystem failure.
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FPFotential Usage Environmenits

— Systems that need Tto »auanmn f'or longerxr
than the expected 1ifespan of
components of the host machine .

— Places where systems canmnmmot be
reached to be repaired by humans .o

— Arenas where physical damage to the
hardware of the machine is likeluy.
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Muaoaltikernels

A design concept heralded by the
Baryx»elfish and Factored 0S5 pro _gjgects in

tThe late ZOEEDs |

— Modern computers are analogous tTo
distr-ibuted computing environments .

— The architecture of ouryr curryrent UOSs
Wi ll mot efficiently utilise manuy—Ccoxre
computers.

— By treating 05 design as a
distr-ibuted problem we can create OSs
that havwve better scaling properr-ties.
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Maoaltikerrnels In Practise

— Treats sach core 1 a machine as 1
1t were 1ts own computer .

— FProuvide separated memory areas Tor
cach core.

— Message passing. rather than shared
memoxry ., used to coordinate processes .

— Use solutions f'Yom the distributed
systems world to solwve U scal ing
prroblems .
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Pro_ject state

A wor-king prototype oper-ating syustem
That 1= resilient to complete sof tware
mode failure within a machine .

— The 0S5 can @muun arbitraryg Exr-lang
programs, librar@rg awailabil ity

depend 1 ng .

— Suppor-t for- more than 17 devices (Lo
wrar-ging degrees of completenessl)y, all
Adirvrectlily wiritten 1 Er-lang.

— A maltiuvunikernel fframewor-k that
allows hosting of C programs on their
o private nodes .

— A Ccoarse—grained capabilities syuystem
That allowws for in—depth control owver
Tthe execute of programs .

— kWork towwards categorising and

uncowver-ing failure states within
Intel, =6 machines .
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system Des ign

A nmetwor-k of coommmuanicating BEAMs
wWwithin one machine .

— One Exr-lang node per corxre.

— Inmnmter-—core commuaunication achiewved
Throoaugh message passing only.,. o
shar-ed memoxLy) .

— All program Ccode 1S wirritten 1n
Exr-lang and executed in a managed
environment .
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Wihy Exrlang™

The central Huydrx»(0S design principle is
fault tolerance throoaogh CconCurrrenco).

— Erxrlang provides us with a language
with strong support for conCcCurrencuo)
and associated tools .

— Erlang’ s message passing sustem
matches well with the maltikernel
imter-—process Ccommuunication paradigm.

— Twvy many wauyus, the BEAM alreaduy
rresemb les an OS5 .
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How does 1t wwoOork
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system Components

—
— HBHespoke boot loadex.

— Mimmimal C standar-d 1ibrary@ry. tailored
to the BEAM.O

— The BEAM, with minor mmodifications.

— A sEmall BIF l1ibrary@ry that prouvides
data access primitiuves (poxr-t 10,
memoxry mapped register access, etoc).

— OS5 subsystems., wiritten completely in
Exr-lang .

— A st aof drivers ffor bhbasic deuvices
fooaoaonmyd iy mmoOoOstT machines .



Machine View
Boot loadex
R

A nowel boot loader design that
"Tco—operatively’ boots the syuystem.

All BIlIOoSes come with suppor-t to read
frrom the prouvided boot mediuvum while in
16 bit rrYr=eal mode .

These r»outines are mot available i1 32
oxr 6412 bit mode .

RAcCccess To memory abowe Zmbh 1s mot
prossible 1 16 bhit mode.

Reading from USEHB (and others) devices
at boot time is complicated and
reguires interaction with a large
nmumber of sSsystem components.

Ssubseguentlily,., we utilise the malticore
mature of modern systems to avoid
having to wirite large amounts of C
Adrrriver code (that would later hawve to
be duaplicated in Exrlang ).
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Boot loadex (22

e do this by booting the First core
imy the machine into 64 bit mode,., then

star-ting another coxre 1 the syuystem.
which stays in 16 bit mode.

.

The second core (the rreal mode
slawe’ ) uses BIODS rYoutines to read
chunks f»om the bhbhoot device inmnmto 1ouws

M ™) -

The primary core then picks up these
chunks and mowves them into high
e neOX~L) .
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C Standard L ibrax-uy

— Created to be the minimal reguired
To compile and uanmn the BEAM.O

— Headers reguired for BEAM
compilation taken fryom GHU Libhb C.

— 15994 function def inition stubs ..

— <1 1mp lemented functions.

— 3 3JkKb compiled.
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The BEAM
-

— SDource mostly unamodiffied., prouwviding
good compatibility with nmorrmal.,. OS
hosted Erlang suyuystems.

— Most of the deviations f»™om a nmnorma l

BEAM are achievwved throoaogh options 1in
Tthe build conftf ig fTile.

— Only a do=zen or sSs0 eedits to the BHEAaM
are reguired to »™am 1 Owxe
enviyronment .

— A mymuumber of Files hawvwvese bheen remaueedcd
from the source tree that were ot
umsed in the ouatput syuystem.
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0SS Seruvices

All wirritten completely in Erxrlang .
commMmuunNnicating with hardwar-e throoagh a
small library of BlIFs, where
Mecessariyy .

Prouvides systems for handl ing:
— Interprocessor Ccommuanicat ion

— Machine TtTopology and OS5 state
— Dewvwvice driver management

— Monitoring and restarr-ting of
exxternal nodes

— A concurrremnt init syuystem

— A basic Erlang shell
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Dy-i1wrmer=s
R

The 0S5 prouvides support for a mmuaumberxr
of basic devices, all wvwiritten 1M
Exlang .

— Uarious timers
— Local and 10 AFPFIC=s
— kKeyboard and cursoxr controal

Uar-ious system tables (for example .,
SI"‘[B IO, PCI configuration space, etoc . )

Ethernnet drrivers are mnmext on the 1ist .o
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Design Principles By Suyuystem Laggenr

The kernel lagyex: The BEAM, interrupt
handlers, I0 BIF l1ibraxuy.

— Kept to a complete minimal . Whenewver
rossible., systems are pushed to the
mext layex .

— MNewver commmunicates directly with
other cores.

— Code kept short and concise.,
whenevwver possible..

The ' local’™ Er-lang 05 lagger: Services
That mast be duplicated on each node .
— As there is no SHMPF at the BEAaM
lewel, services That reguire 1o
latencies mast embrace shared memoxru)
Cthrouaugh ETS tables ) .o

— Can Ccommunicate with their
counterpar-ts on other nodes .

— Cexrtain BIF calls are intercepted at
this lewvel and reroated to Huydx0OS
specific Exrlang implementations.
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Design Principles By Suyustem Lagygexr (2D

The "global’™ Erxrlang 0535 lagyyer: Programs
That present a single service, tThe
processes of which mauy be distributed
OwVer many nodes o

— Mo shared memory.,. commanication o ly
achiewved throoogh message passing .

— FProcess node placement determined by
TtThe U0OS spacwnm syuystem.



Machine View

Ssecur-ity Throough Managed Execut ion

Huydx» (0SS Erxr-lang programs are weitten
exCc lusiwvwely 1 Exrlang .

Because instructions are interpreted
by the BEAM duaxr-ing ex<xecution, we hauve
much more control owver progrram
execution than with traditional
machine code programs .

This allowws us to do awway with
Traditional, hardware based peErr miss 10
ings and controls, opting for mach
more precise, Fine—grained, sof tuware
based conmntrols.
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Capabilities

Capabilities prouvide the U5 userxr with
a r»rich language for 1limiting user
progryram actiuvities .

The capabilities of a process are

essentially def inmed as an exc lus i1on
1list.

— For example, " L1 specifies that
There are mo l1limits To a processes
behaviour , whereas the l1list

T LEraw _memory ., O, 1682000000000 ,

Ttport _io, allixl’ specifies that the
prrocess canmot access 10 ports or tThe
fFirst Zmb of wvwvirtual memory .

The oot process in the syuystem is
started with o capabilility exclusions .
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Capabilities ()

LWihen processes are spacmmed capability
exxCc lusi1ons can be speciftf ied,. but by
default they are given the same
capability exclusions as theirxr
prarents ..

A process cannmnot remowvce exclus ions
frrom its capabilities once 1t has
Spawmnmed .

— This means That a system usexr Ccan
frrxeely anmn untrusted code sateluy. by
ensur-ing that it does ot hawve
dangerous capabilities.

— Similarly., damage froom potentialluy
hayywire 0S5 subsystems can be 1 imited
by spacwming them with only the
capabilities that they reguire.

Application authors can also extend
the system by adding theixr o
capabilities and appropriate checks tTo
tThe syuystem.
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Linikernels
-
Unikernels, a technology populax» in
wvirtualisation, are compiled 1 i1braxruy
operating syuystems that an only a
single application.

LUnikernel systems take a sing le source
progryram and twuxrnn 1€t inmto a highluy
speciftf ied operating sSsyuystem image that
is mormal ly deplogyged to o loud
environments o

This style of system has a mnwumber of
aduantages ., inmcluding wvastly lowering
Tthe star-tup time of new cloud
instances, as well as lowering the
s=iz=e of the attack surface of
applications rYmummming in the cloud.

The "real mode slawe”™ system mentioned
car-lier is essentially an ex<ample of a
unikernel ..
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Maoltiuvnikernels

Huydx»(0OS prouvides a framework o
hosting unikernels within an Erlang
based maltikernel suyustem.

— MNMor@mal BEAM kernels are replaced on
specif ied nodes with unikernels that
hawwe been compiled with the prouvided
Toolkit.

— These unikernel nodes Yuan alongside
Their Exr-lang counterpar-ts.,
commuUumnNnicating across the same mnoade

ma i lboxes .

— Umikernel mnmodes in the suyustem hawve
complete control owver the cores on
which they Ymuan,. leading To extreme 14
fast exxecution of the hosted programs .
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Maoltiuvnikernels (2D

— This fframewwor-k may be helpffal 1n
sSsituations where part of a hosted
application does mot play to Exrlang’™ s
strengths .

— I'"h__l.ltiple unikernels can be hosted on
TtThe same machine, while bei1ing
orchestrated by an Exr-lang node .o
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Lihat HMex<it™"
-
— Find ways of caununsing CHPFU core
failure dar-ing execution that mimics
sens1i1ible real world scenar-lios.

— HRAM failure fault tolexrance.

— Expanding the model ot of the box,
and onto the netuework.

— A distributed f'ile syuystem.

— A Cconcurrrent GUI .
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Try 1t out?t?

Prebuilt images of the syuystem. as well
as the source code, are avallable at
httpp: . -~ huydros—prxro_ject _.org .

— The 05 y»wauauns on Bochs, (ema, KU1 and
e, as wemell as all r=al machines that

e hawve tried 1€t on. Your mileage mau
vraxuy ¥

— Use the syuystem at your own risk. 1T
is "seriously alpha’™ software. ANLY

damage 1nCcurred upon ygour system 1s
youry responsibility?

The system can be compiled froom source
on any =mix like system, after hawving
genexrated a simple cross—compiler with
crosstool—mg .

Build and usage instructions are
available on the websi1te .

Hawvwe funmn, and let us kknow what gygown
Tthink?
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LUUuestions'y



