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You are here: Home > Projects » SSL Cliant Tast

SSLITLS Capabilities of Your Browser Other User

User Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_10_3) AppleWeDKit/537.36 (KHTML, like Gecko)
Chrome/44.0.2403,107 Safari/537.36

Protocol Support

Your user agent has good protocol support.
Your user agent supports TLS 1.2, which is the best available projgcol version at the moment.
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stylesheet 'http://plaintext. ~~ ° .com/plaintext/stylel.css?t=1438227600021'. This request has been blocked; the conten

© 2015-07-30 11:40:00.040
kMixed Content: The page at 'https://wiw. .con/ssltest/viewMyClient.html' was loaded over HTTPS, but requested an :
XMLHttpReguest endpoint 'http://plaintext.sslabs.com/plaintext/xhr.txt?1=1438227600021', This request has been blocked;
HTTPS.

v [ Preserve log

Errors Warnings Info Logs Debug Handle Hide network messages

f 2015-07-30 11:40:00.041 Mixed Content: The page at 'https://www. .con/ssltest/viewyClient.htnl' was loaded over HT s
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« EAfJ]Session Cache

Session Ticket

« % Session Cache

TCP keepalive

TLS full handshake % =

(! keepalive + ! session reused) / total conn * 1004 2
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GET http://www.taobao.com

i esponse: 302 https://www.taobao.com

GET https:/www.taobao.com

—————————————————

Response:https:/www.taobao.com
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GET http ://ww w.taobao.com

——————————————————~=

Response:302 https:/www.taobao.com

GET https /www.taobao.com

e

Response: https://www.taobao.com
strict-transport-security: max-age=31536000

GET http://www .taobao.com
307 ntermalredrect

GET https//www.taobao.com

=

Response: https://www.taobao.com

;trict-transport-security: max-age=31536000
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Modern compatibility

“Va
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For services that don't need ba |
level of security. This configura
and Safari 7. For services that don't need compatibility with legacy clients (mostly WinXP), but still need to

. Ciphersuite: ECDHE-RSA-AE support a wide range of client T
SHAZS6.ECDHERSA-AES2S! 1. Chrome 1, IE 7, Opera 5 anc Old backward compatibility

AES128-GCM-5HA256:DHE- This is the old ciphersuite that works with all clients back to Windows XP/IE6. It should be used as

SHA256:ECDHE-ECDSA-AES  * Ciphersuite: ECDHE-RSA-A a last resort only.
SHA:ECDHE-RSA-AES256-St  RSA-AES256-GCM-SHA384
SHAECDHE.ECDSAAESSE  SHA256:DHE-DSS-AES128-  * Ciphersuite: ECDHE-RSA-AES128-GCM-SHA256:ECDHE-ECDSA-AES128-GCM-SHA256:ECDHE-

AES128-SHA256:DHE-RSA-A ECDSA-AES128-SHA256:EC RSA-AES256-GCM-SHA384:ECDHE-ECDSA-AES256-GCM-SHA384:DHE-RSA-AES128-GCM-
SHAIaNULL1eNULLIEXPOl  AES256.SHA3BA-ECDHE.EC  SHA256:DHE-DSS-AES128-GCM-SHA256:KEDH+AESGCM:ECDHE-RSA-AES128-SHA256:ECDHE-
. Versions: TLSV1.1, TLSV1.2 AES256-SHA:DHE-RSA-AES ECDSA-AES128-SHA256:ECDHE-RSA-AES128-SHA:ECDHE-ECDSA-AES128-SHA:ECDHE-RSA-
. AES256-SHA384:ECDHE-ECDSA-AES256-SHA384:ECDHE-RSA-AES256-SHA:ECDHE-ECDSA-
« RSA key size: 2048 RSA-AES256-SHA256:DHE-
. AES256-SHA:DHE-RSA-AES128-SHA256:DHE-RSA-AES128-SHA:DHE-DSS-AES128-SHA256:DHE-
» DH Parameter size: 2048 SHA'ECDHE-ECDSA-DES-CF
Ellintic curves: seco256r1. s : RSA-AES256-SHA256:DHE-DSS-AES256-SHA:DHE-RSA-AES256-SHA:ECDHE-RSA-DES-CBC3-
p 2.f. T > SHA SHA256:AES256-SHA256:A  gHAECDHE-ECDSA-DES-CBC3-SHA:AES128-GCM-SHA256:AES256-GCM-SHA384:AES128-
 certficate signature: S+2 - SHA:IaNULL:!eNULLIEXPC  SHA256:AES256-SHA256:AES128-SHA:AES 256-SHA:AES: DES-CBC3-
» HSTS: max-age=15724800 RSA-DES-CBC3-SHA:IKRB5:  SHA:HIGH:!aNULL:leNULL:!EXPORT:IDES:!IRC4:!MD5:!PSK:!aECDH:!IEDH-DSS-DES-CBC3-
« Versions: TLSv1, TLSv1.1, 1 SHA:!IEDH-RSA-DES-CBC3-SHA:!KRB5-DES-CBC3-SHA
« RSA key size: 2048 « Versions: SSLv3, TLSv1, TLSv1.1, TLSv1.2
. DH Parameter size: 2048 (< * RSA key size: 2048
. Elliptic curves: secp256r1,: * DH Parameter size: 1024 (see Pre-defined DHE groups)
« Elliptic curves: secp256r1, secp384r1, secp521r1
« Certificate signature: SHA-1 (windows XP pre-sp3 is incompatible with sha-256)

com patibility (default)

« Certificate signature: SHA-,

https://wiki.mozilla.org/Security/Server_Side TLS
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https://www.ssllabs.com

Summary

Overall Rating

Certificate

Protocol Support

Key Exchange

Cipher Strength

0 20 40 60 80 100

Visit our documentation page for more information, configuration guides, and books. Known issues are documented here.

This server uses SSL 3, which is obsolete and insecure. Grade capped to B. MORE INFO »

This server accepts RC4 cipher, but only with older protocol versions. Grade capped to B. MORE INFO »

The server does not support Forward Secrecy with the reference browsers. MORE INFO »
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