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1. fi#Jf.apk
2. IEH IR S5classes.dex

3. Mclasses.dexMZwmiFEHESF|.smali

4. BN .smali, FEZmiEAlclasses.dex

O E’?Tﬁ%.apkmﬁﬁclasses.dex
6 BB
7+~ OK




W - Create packaged resource

Resources

KT —1 .apk
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To Dalvik bytecodes classes.dex Fackageﬁl EI"EEI‘JIJI‘{:-E

Source Code

Libraries
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Publish or Test




classes.dex [l

— compile

To Dalvik
Source Code bytecodes classes.dex
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: dexdump

> %ANDROID TOOLS%\dexdump -d classes.dex

036794:
0367a4:
0367a6:
0367a8:
0367ac:
0367ae:
0367b0:
0367b4:
0367b6:
0367b8:
0367be:
0367c0:

> %ANDROID TOOLS%\dexdump

1215
1204
3376
0152
0f02
3907
0142
28fc
6el0
0c02
6el0

0400

0400

5113 0600

5113 0700

> dir classes.dex
2012/08/14
2013/10/25

03:48
01:47

| [036794] .equals: (Ljava/lang/Object;) 7
|0000: const/4 v5, #int 1 // #1

|0001: const/4 v4, #int 0 // #0

|0002: if-ne v6, v7, 0006 // +0004

|0004: move v2, Vb

|0005: return v2

|0006: if-nez v7, 000a // +0004

|0008: move v2, Vv4

|]0009: goto 0005 // -0004

|000a: invoke-virtual {v6}, ...; // method@1351
|000d: move-result-object v2

|000e: invoke-virtual {v7}, ...; // method@1351

-d classes.dex > classes.dump

695,260 classes.dex
10,780,469 classes.dump



WA 2] . smalifChs (1) : FEACH

> type HelloWorld.smali

.class public LHelloWorld;
.super Ljava/lang/Object;

.method public static main([Ljava/lang/String;)V
.registers 2

sget-object v0, L :Ljava/io/PrintStream;
const-string vl, "Hello World!"
invoke-virtual {v0, vl1}, Ljava/IOC/ (Ljava/lang/String; )V

return-void
.end method

> java -jar smali.jar -o HelloWorld.smali
> zip HelloWorld.zip classes.dex
> adb push HelloWorld.zip /sdcard

> adb shell dalvikvm -cp /sdcard/HelloWorld.zip Foo
Hello, world



A4S 21 . smalif0AE (2) : ImiFES wiIF

> java -jar apktool-1.4.3.jar d -f

> dir .\test

2012/08/15
2012/08/15
2012/08/15
2012/08/15
2012/08/15

16:
16:
16:
16:
16:

39
39
39
39
39

<DIR>
<DIR>

24,276
44
362,484

test. apk

AndroidManifest.xml
apktool.yml
resources.arsc

res

smali

> java -jar apktool-1.4.3.jar b .\test test2.apk



432 . smalifths (3) : Mjavalit

> type Foo.java
class Foo {
public static void main (String[] args) {
System.out.println("Hello, world");

}
}

> javac Foo. java
> 3ANDROID TOOLS%\dx.bat --dex --output=foo.jar Foo.class
> adb push foo.jar /sdcard

> adb shell dalvikvm -cp /sdcard/foo.jar Foo
Hello, world

> java -jar apktool-1.4.3.jar d -f foo.jar

> dir .\foo.jar.out\smali
2013/10/25 02:25 594 Foo.smali

> java -jar aksmali-1.4.0.jar -1lsb -o.\ -x foo. jar
> dir .\Foo.smali
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T ERM ) EALIE RN 115+14*3)
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tLA S kA%

M MAFHL (aget/put, iget/put, sget/put)

Huede S R unusedff): 267
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|| long | Float | Double | It | Byte | Char | Short
_ ong-to-float long-to-double |long-to-int

Flc:at float-to-long float-to-double |float-to-int

double-to-long | double-to-float _ double-to-int _—_
int-to-long int-to-float int-to-double _ int-to-byte |i - |int-to-short




vmig 2 RAFH (2)

MF TR AR
SN

(invoke-static)

MR AR AT R
A E

(invoke-static)

METZEA IR
SN

(invoke-static)

T3 FEIRE
A E

(invoke-virtual)

java.lang.Boolean

valueOf(s)

parseBoolean(s)

valueOf(b)

booleanValue()

java.lang.Character

(¥

2]

valueOf{c)

charValue()

java.lang.Byte

java.lang.Short

java.lang.Integer

java.lang.Long

parseByte(s)
parseByte(s, radix)

valueOf(b)

decode(nm)
valueOf(s)

parseShort(s)
parseShort(s,
radix)

valueOf(s)

valueOf(s, radix)

parselnt(s)
parselnt(s, radix)

valueOf(i)

parselLong(s)
parselong(s, radix)

valueOf{l)

java.lang.Float

valueOf(s)

parseFloat(s)

valueOf(f)

java.lang.Double

valueOf(s)

parseDouble(s)

valueOf(d)

byteValue()

shortValue()

intValue()

longValue()

floatValue()

doubleValue()
(3E 1)




add-1nt v0, vl,

T

float

double

vAA =vBB + vCC

add-int
sub-int
mul-int
div-int
reme-int
and-int
or-int
xor-int
shl-int
shr-int
ushr-int

add-long
sub-long
mul-long
div-long
rem-long
and-long
or-long
xor-long
shi-long
shr-long

ushr-long

add-float
sub-float
mul-float
div-float
rem-float

add-double
sub-double
mul-double
div-double
rem-double

#v0 = v0 + vl
add-1nt v0, vl

715

Int

long

float

double

Rx =Rx+ Ry

#v0=v0+x
add-int v0, x

add-int/2addr

add-long/2addr

add-float/2addr

add-double/2addr

118

Int/lit8

Int/litl6

Rx = Ry + lit

add-int/lit8

add-int/litle




vmfg 2:  HAE BkES

{E < 32bits
Op vAA, vBB, vCC : Op vAA, +BBBB

cmpl-float cmpl-double |cmp-long

cmpg-float cmpg-double




iget
iget-wide
iget-object
iget-boolean
iget-byte
iget-char
iget-short
iput
iput-wide
iput-object
iput-boolean
iput-byte
iput-char

iput-short

sget
sget-wide
sget-object
sget-boolean
sget-byte
sget-char
sget-short
sput
sput-wide
sput-object
sput-boolean
sput-byte
sput-char
sput-short

aget
aget-wide
aget-object
aget-boolean
aget-byte
aget-char
aget-short
aput
aput-wide
aput-object
aput-boolean
aput-byte
aput-char
aput-short
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B REERIFES: new—instance

const-string v0, "Hello, "

invoke-direct {vl, v0}, Ljava/lang/StringBuilder;->
<init>(Ljava/lang/String;)V

const-string v0, " World!"
invoke-virtual {vl, v0}, Ljava/lang/StringBuilder;->
append (Ljava/lang/String;)Ljava/lang/StringBuilder;

invoke-virtual {v1l}, Ljava/lang/StringBuilder;->
toString () Ljava/lang/String;
move-result-object v2



AT LU

I\~
i
et
g

N

## BEH5
const vO, 5

#H# ﬁwﬂgéﬁﬁéiﬁkgjava.lang.Integer.toString()
invoke-static{v0}, Ljava/lang/Integer;->
toString (I)Ljava/lang/String;

## IR EERE (FRENS) Bvi

move-result-object vl
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## M3 BE#E (enum literal)

.enum classType->fieldName:

## MR ERREAE N ER S A
.field public static aStaticField: LMyClasses/AEnum; =
.enum LMyClasses/AEnum;->enumValuel :LMyClass/AEnum;

## RS B E AT
sget-object vl,
LMyClasses/AEnum; —>enumValue?:LMyClass/AEnum;



MR (L)

## P EHEIER G AR
## A PRZRR A MG E RSSO

## A DRE RESA
.field private static final synthetic $VALUES: [LMyClass/AEnum;

## FEWETTVE, il java. lang. Enumf) )i 77 R A 4825

.method private constructor <init>(Ljava/lang/String;I)V

## SLHEnum. values () 7k, Rl this. SVALUESEUH I —AEIA
.method public static values () [LMyClass/AEnum;,

## SCHLEnum. valueof () 715, IR KRG E]— MASE
.method public static valueof (Ljava/lang/String;)

## KAiE T IHEFHASKAPME, B EY N SVALUES

.method static constructor <clinit>()V



52K ORPID

## AT G RAE
.class public final enum LMyClass/AEnum;
.super Ljava/lang/Enum;

#4 AR R
.field private static final synthetic $VALUES: [LMyClass/AEnum;

# AUNZIFTA A E (BRSO
.field public static final enum enumValuel:LMyClass/AEnum;
.field public static final enum enumValue2:LMyClass/AEnum;

## P, WA ava. lang. EnumfHE RG22

# (FEEE

.method private constructor <init>(Ljava/lang/String;I)V
.registers 3
invoke-direct {p0, pl, p2}, Ljava/lang/Enum;-><init>(Ljava/lang/String;I)V
return-void

.end method

## SHEnum.values () //i%, JEEthis. $VALUESHUALM—AFEIA
## WA T forillfi, HlW: for (AEnum enum: AEnum.values()) { ... }
## (BREAARFES, AR E 46D
.method public static values () [LMyClass/AEnum;
.registers 1

# 1. Hlthis.$VALUES
sget-object v0, LMyClass/AEnum;->$VALUES: [LMyClass/AEnum;

# 2. wkE—Athis.$VALUESHUZLIIREIA
invoke-virtual {v0}, [LMyClass/AEnum;->clone ()Ljava/lang/Object;
move-result-object vO0 ,

# 3. RAURIFIR [ 45 R E ’

check-cast v0, [LMyClass/AEnum; ,

return-object v0 Vi
.end method 7

## SIEnum. valueof () Ji%, JEILTAF I RGE—MEE /
#HJBE T RA N Java tEiEE R T LM switch® /
b (RKGRRS, TORME RS K
.method public static valueof (Ljava/lang/String;)LMyClass/AEnum;
.registers 2 ,'

# 1. FHHIRRBE RSO ’
const-class v0, LMyClass/AEnum; 7

# 2. NiZEMELHHIava. lang. Enum. valueOf () ik ’

invoke-static {v0, p0}, Ljava/lang/Enum;-> /
ValueOf(Ljava/lang/class;Ljava/lang/string;)I;.ﬁava/lang/Enum:

move-result-object vl 7

# 3. RAUREIFIR 45 R E ’

check-cast vl, LMyClass/AEnum; ’

return-object vl ,
.end method 4

.method static constructor <clinit>()V ’

.end method -7

P AR L OE S At yipe

SO (BELRRL B ORI

.method static constructor <clinit>()V
.registers 3

# PR~ VHAHAA IS

# ARG : MyClass.AEnum.enumvValuel

# 1.1 BIE—ANEOGHE (— AR, IR B AR E SRS

new-instance v0, LMyClass/AEnum;

const-string vl, "enumValuel"

const/4 v2, 0

# 1.2 VARG A R i O i

# (J‘&ﬁﬁ%iﬁﬁﬁ?ﬂjava.lang.EnumEPE/‘Jmiﬁﬁ'}f%?‘ﬂﬁﬁ%izmﬁgﬁ)

invoke-direct {v0, v1, v2}, LMyClass/AEnum;-
><init>(Ljava/lang/String;I)V

# 1.3 SHIHE

sput-object v0, LMyClass/AEnum;->enumValuel:LMyClass/AEnum;

# WAMR: MyClass.AEnum.enumvalue2

# CPERRFALLD

new-instance v0, LMyClass/AEnum;

const-string vl, "enumValue2"

const/4 v2, 1

invoke-direct {v0, v1, v2}, LMyClass/AEnum;-
><init>(Ljava/lang/String;I)V

sput-object v0, LMyClass/AEnum;->enumValue2:LMyClass/AEnum;

# PR R REE R HIEA N $vALUES B

$ 2.1 BUEREC, RN IR B

const/4 v0, 2

new-array v0, v0, [LMyClass/AEnum;

# 2.2 EEEE NS RE

sget-object vl, LMyClass/AEnum;->enumValuel:LMyClass/AEnum;
const/4 v2, 0

aput-object vl1, v0, v2

sget-object v1, LMyClass/AEnum;->enumValue2:LMyClass/AEnum;
const/4 v2, 1

aput-object vl1, v0, v2

# 2.3 JHUAS Nthis. $VALUES

sput-object v0, LMyClass/AEnum;->$VALUES:LMyClass/AEnum;

return-void
.end method
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##
## THEMHANEFAE, BAvo, v HAvoiRiEREE.
##

## BUARITTEN

const vl, <arrayElements>

## DITR @ BAHRM (arrayType) BiE—NEKEAH, B, B uEIBANT
new—-array v0, vl, <arrayType>

## BESIE (with index 5, etc.)
const v2, 5

aget vl1, v0, v2 # vl = vO[v2]
aput vl1, v0, v2 # vo[v2] = vi



i WIE R 2

## BAHRIITTENE

const vl1, 2 # <arrayElements>

## DITR @ BUAHEM (arrayType) i —NEKEAH, Flan, Bl oEIAAT
new-array v0, vl, I # <arrayType>

ARzt = AR ALERE YN G
fill-array-data vO0, # <label Array-Data>

.array-data 0x4
Ox14t Ox0t Ox2t Ox1t
Ox15t Ox0t Ox2t Ox1t

.end array-data
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*/I\ throw j"é/v\

## M REXN SR v3

const-string v2, 'Hi,

Error!!!"

new—-instance v3, Ljava/lang/Exception;

invoke-direct {v3,

v2}, Ljava/lang/Exception;->

<init>( Ljava/lang/String;)V

throw v3

## Th#E%: .catch / .catchall
.catch Ljava/lang/Exception; {:try start .. :try end}

return-void

## BRENREAVO
move-exception vO0

## BFIL SRR vo

:handler 1

## - throwlSEURAEZE, Kb IAEFEgotolEF] (goto :goto 0)

throw vO



2 H /% (packed-switch)

## packed-switchfa 2Pl (KA SCER) I IE)

## 1. switchfgE®

packed-switch vO, :pswitch_data 0
XHE ) defaultsr 3 HE A

:goto_switch default

## 2. switchiBf)g5m i E (a2 EiRSa T )

:goto_switch end

## 3. IBHEETE

return-void

## 4. Kswitchi >
:pswitch 0O

goto :goto switch end

:pswitch 2
:pswitch 3

## 5. LIRS HRARES

.packed-switch 0x3e8
:pswitch 0O
:pswitch 3
:pswitch 1
:pswitch 2

.end packed-switch

#0x3e8
#0x3e9
#0x3ea
#0x3eb



ZHIT (sparse-switch)

## packed-switchfa 2Pl (KA SCER) I IE)
## 1. switchfg®
sparse-switch v0, :sswitch data 0

:goto_switch default 44 <<-IXH[]default/) 3 HIH A

## 2. switchiBf)g5m i E (a2 EiRSa T )
:goto_switch end

T 5| FRBRES

## 3. IR AL :sswitch 2

return-void :sswitch 3

## 4. Kswitchi > ## 5. b4

:sswitch 0

:sswitch 1 .sparse-switch

...... Ox1l ->
0x2 ->
0x3 ->

0x7£99 ->

O0x3e8

:sswitch O
:sswitch 3
:sswitch 1
:sswitch 2

.end sparse-switch
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invoke-virtual

Ve A BE 7732

# A 7 E A g fEH
private. static 2K final 1&21f,
A BE I T 1A

invoke-super

R LKL

R EKE 2 FIERIENETIE
WWH, BEBLY5 invoke-virtual
A [F] B PR il

invoke-direct

A — T

#OA 7T REE A static 12
i, ATLLERAE Tk MG
7%, BRAREFRITE-

invoke-static

A FF ST

R A T static 211
HI 7.

invoke-interface

AHZEO E

A TiER MR .




classType->methodName (paramTypes) returnType

LHello;->ShowMessage (Ljava/lang/String;)V

(1) (2) &) 4)




opcode params-description,
l_._l //'—v—’

ay 2)

{vA, vB, ..}
{vXX .. vYY}

invoke-virtual , Ljava/lang/String;->equals (Ljava/lang/Object;)Z
invoke-virtual/range , Ljava/lang/String;->equals (Ljava/lang/Object;)?Z



return xx move-resultyy
return-wide xx move-result-wide yy

return-objectxx |move-result-objectyy

1-:’3 @ jZ ZIN H—l‘ 32 7 fE
iR [l 8k $REL 64 frfE
iR [ Ek R B R 5] H

1,2
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PR A Ardn

PR B EECAT U &7 A7 DU — D is 5.

3/ H{E (literal value)

X G52 (object references)
DL AR EUN BEE N TR & 9iE, WHRRSHTHENITANE

KM ZEG| (type index)
TR RG] (string index)
RG] (field index)

e H1EZ 5] (method index)

N BEIRZE (labeled address)

—_

_goto
goto/16
goto/32
throw
1f-*
sparse-switch
packed-switch

—fill-array-data

nopfM return-voidM a2 H BAF

.



AR L8 AN e IR B A 2 B R E 2L

## file: Typetest.smali

.method public static main([Ljava/lang/String;)V
.locals 4

return-void
.end method

> java -jar smali-1.4.0.jar Typetest.smali -o Typetest.dex
> ZANDROID TOOLS%\dexdump.exe -d Typetest.dex

00010c: | [00010c] Typetest.main: ([Ljava/lang/String;)V
00011lc: 1a01 0700 |]0000: const-string v1, "abcd"

000120: 0e00 |0002: return-void
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4 bits register

8 bits register
16 bits register
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0

y

0

0

string@000000
07




string@000000




HAT B8 2 A EmethodF

## NRYIEATTIE RIS 75D
.method public constructor <init>()V
# .register 6

.locals b5

#H ...
.end method

0

1

2

3

4

v0

vl

%

v3

v4

!

A & 7 4%

vD



PUAT IR 2 E fEmethodF

## FRERASTTIE

.method static foo(IIILJava/Lang/String;)V

.locals 5 # .register 9
## ..
.end method
p0 pl p2 p3
v0 vl V2 v 3 v4 v5 VO v/ v 8

A & A7 4%




i [l A He A

0..255%

)

==

=

## NIV, foo2
.method public foo2()I

.locals 400 # .register 401

i

move/froml6e v255,
return v255
.end method

v321

0

16

0

il

OPCODE




~return-wide, %/J\'D*)ﬁjb

## NIT T, foo2
.method public foo2()I

.locals 400 # .register 401

i

move/froml6
return-wide
.end method

14

v3z21

0

0

il

OPCODE

vAA
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6E54 0300 1632

7405 0300 0100



End.




