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Sandboxing Mechanism On The Cloud
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OpenSource Solutions
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Apsara Solution
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Attack Surfaces on The Stack

User Code (java,py,js)

Language VM
JVM,CPython,V8

libc (glibc,newlib)

Linux Kernel




Attack Surfaces on The Stack

 Language VM - jvm, cpython,v8
e java Oday , shellcode

e Libc - glibc , newlib...
* shellcode

 Kernel - linux kernel

* kernel Oday, root kit



OpenSource Solutions

e Docker ﬂ

Process grouping
& resource managment

namespaces

Process Isolation &
faux server layer

Layered Filesystem




OpenSource Solutions

 Attackers View

Docker Container

User Code (java,py,js)

Language VM

JVM,CPython,V8
_ _ _ Docker Engine
libc (glibc,newlib)
Seccomp-bpf

Namespace/chroot/cgroup/aufs




OpenSource Solutions

e Google Chrome Sandboxing 6

 SUID/namespace sandbox GOUSIQ chrome
e seccomp-legacy

. (kernel 3.5)



OpenSource Solutions

e Attacker's View G

GO« )gl(’, chrome

newlib

User Code
IPC Broker
-

Seccomp-bpf

Namespace/suid




Security Mechanisms

User Code (java,py,js)

Language VM
JVM,CPython,V8

libc (glibc,newlib)

Linux Kernel

Java SecurityManager
ClassLoader

Kernel Namespace(ns)
(net,pid,ipc,mnt,uts,usr)
CGroup
Chroot
umount
Aufs(2.6.x)
Seccomp-bpf(3.5)



Apsara Solution

« Ali Kernel
* N0 seccomp-bpf support
e aufs is not work by default

* not all the namespace is ready

e SO what.



Apsara Solution

User Code
(nacl code)

IPC Broker

Syscall Interceptor
Syscall Filter

Linux Container




Apsara Solution

e Mechanism
» Syscall Call Filter
» Syscall Interceptor

 |PC Broker

e Linux Container






