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Introduction



Apsara Ecosystem Architecture



⻜飞天安全

•⻜飞天访问控制机制 
•安全沙箱机制 
•云安全相关技术研究 
• …  

(job opening)



agenda

• Attack Surfaces on The Stack 

• OpenSource Solutions 

• Security Mechanisms 

• Apsara Solution 

• Question…



Attack Surfaces on The Stack
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Attack Surfaces on The Stack
• Language VM - jvm, cpython,v8 

• java 0day , shellcode 

• Libc - glibc , newlib… 

• shellcode  

• Kernel - linux kernel 

• kernel 0day, root kit



• Docker 

OpenSource Solutions



• Attacker`s View

OpenSource Solutions

Docker Container

User Code (java,py,js)

Language VM 
(JVM,CPython,V8)

libc (glibc,newlib)

Linux Kernel

Docker Engine

Namespace/chroot/cgroup/aufs

Seccomp-bpf



OpenSource Solutions
• Google Chrome Sandboxing 

• SUID/namespace sandbox  

• seccomp-legacy 

• seccomp-bpf (kernel 3.5) 

• native client (nacl)



OpenSource Solutions
• Attacker`s View

Linux Kernel
Namespace/chroot/cgroup/aufs

Seccomp-bpf

User Code

newlib

Linux Kernel

IPC Broker

Namespace/suid

Seccomp-bpf

Trusted
ThreadNacl

Service

IPC

IPC



Security Mechanisms

User Code (java,py,js)

Language VM 
(JVM,CPython,V8)

libc (glibc,newlib)

Linux Kernel

Java SecurityManager
ClassLoader

Kernel Namespace(ns)
(net,pid,ipc,mnt,uts,usr)

CGroup
Chroot
umount

Aufs(2.6.x)
Seccomp-bpf(3.5)



Apsara Solution
• Ali Kernel  

• no seccomp-bpf support 

• aufs is not work by default 

• not all the namespace is ready  

• so what.



Apsara Solution

User Code
(nacl code)

Syscall Interceptor

                    Linux Kernel

IPC Broker

Linux Container

Syscall Filter

IPC



Apsara Solution
• Mechanism 

• Syscall Call Filter 

• Syscall Interceptor 

• IPC Broker 

• Linux Container 



“thanks”


