%1 APP
B EZE o)

FH




KT

FE
ID: Seay
TREELRETE
SafeKey Teamf}, R

Seay RN HIT RAIEE




ZENRIFER




REIAPPZE£™iz — O X




BEHIAPPES

ww o -




appLZ EHRIVR-AM L =

BENLIZE IR S

R BRFATET &

R A FRSNEFT &

R FHZRHFHTZE A




A2k FimE £




mm B — SQLEA

E:ﬂﬂ%g

RPERS

BX ™
i EE
RAZATIE] :
lﬁﬂxzrg .
BEEFR :
IRIEIARES :
TmIRIR

: WooYun-2014-50662
ImRIRER :

EAREEAPPFHlimiZ E5TRIESEARSEENIE

L2
wbr2

2014-02-11 16:41

=
=]

IEEERE) B

P EUBEERIHR

EE SFHIAT

http://www.wooyun.org



miEEp - XSSEfIES

i AEE
TREEIRS -
ImilEtRRR -
B /& -
mRfEE -

FEAZET1E] -

ImiEsEE

BEEFR :

IR -

IE;I__I;EI)? .

— el

WooYun-2014-52716

A =E|E

XSSESVhBIARIZ TS

([

{=1E FEHEAPPIEFEEXSSEITES
hEREER S

win32
2014-03-04 16:29

BE3ZE

N&E=71J m(cncert

I=

ZRE BRI =

http://www.wooyun.org



ARG - RREHT

i e R
PRS-
AR
eI
IR EE :
HRAZATE] -
miRssE
BEEFR :
AR
miREIR

WooYun-2014-50986

PERE
BRELEEE
2014-02-14 21:24

FEERG1E)

(m-

BAHE=AT m(cncertExREEMAS

PEFE{ERAPPIRS IHITIER ST + RIS HEIL T

http://www.wooyun.org

:llt,\)ﬂ\fg_



i S — 2= QPR ARFZ

FRiREAE

TRPERS -
IBIARER :
EEINER
mEfEE
IRAZATE :
BEEL :
ImIARR

WooYun-2014-53126

thESE]
BRI
2014-03-09 10:33

=
=]

I R EUREIE TR

E3ZE

&= =77 (cncert

PERNEAPPRIZECOIXIIN LTS

=x=

ZR B BRI N 5

I RIKSZREHR

http://www.wooyun.org

J/IL\)SLFE__



oI
qd
R
<|-
e
3

W iE

SQLE A mifE

a4 /serveri®

R/ A ST

ERXHEZARIERE

R D
AR BRI

55 <




LIKE




R 4R1F %S
= i




dex2jarz Zw1FR ML

dex2jar+jdgui

T
oorRE

(2 apkHzipi B2
)

fEJEHclasses.dexS &




dex2jar [z 4mi% )R A5
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F:\#ZEN T2 dex2jar-0.0.9.15>dex2 jar . bat classes.dex
this cmd is deprecated, use the d2j-dex2jar if possible
dex2jar version: translator-0.60.9.15

dex2jar classes.dex —> classes_dex2jar.jar

Done.

F:\#ZEN 2R dex2jar-0.0.9.15>




Java B igz R

“, Jova Decompiler - TrustNonFacebookSocketFactory.class
File Edit Navigate Search Help
S ™y C»

| dasses_dex2jarjar
& B ——
@8 events.sync.graphql “ || TrustionfacebookSocketfactory.class x|
® @ fab2 i ckage com. facedock. http. coamon;
® i facedetection
® i facerec # import java.net.Sockes;
& B foservice
i fotrace 1ic class TrusthonFacebocokSccketFactory extemds org.apache.http.conn.ssl.SSiSocketFactory
@
{
@@ foui private static final String(] 4 = { “facebock.com™, “beta.facebook.com™, “latest,facebock.com®™ )
i+ feed private static fimal X5053catnameVerifier b = new TrusticaFacebookSocketFactory.SelectedHostaVerifier(a, BROWS!
CN: ] fql private static TrustManager d = new ITrustNonFacebookSocketFactory.l():
@@ friends private 3SLCcatext ¢ = 33LlContext.getlnstance("TLS");
® & friendsnearby private TrustNonFacebookSocketFactory(HeyStore paramieyStore)
® B genericinterstinial {
@ @ gitsib super (paranieyStore):
& @ ok SSlContext localSSifontext = this.c;
T i TrustManager|] arrayOfTrustManager = new TrustManager(l):
@ graphql E srrayCITrustManages (0] = &
- graphsearch localSSlContext.init(null, arrayOfTrustManager, new SecureRandca()):
- groups !
@ & growt! public static org.apache.htop.conn.ssl.SSLSockecFactory &)
@ £ hashtag 3 t
® & homeintent try
= @ hp {
& jons KeyStore local¥eyStore = ¥eyStore.getlnstance(KeyStore.getDefaultIype()):
$-@ ennctabons local¥eyStore.load (null, mull):
@@ apache.entity.mime IruasionfacebookIockerFactoxy lecalTruschonFacebookSccketFactory = nev IxuatNonFacebcokIcckesFacsory(locall
=8 common localTrustiionFaceboockSocketFactory. setHostnameVerifier(d);
& @ retry.policy : return locallrustNonFacebookSocketFactory:
@ @ AanenefmdBmdmgs catch (Exceptica localException)
0 @ DefaultSocketConfig {
@ [J] FokttpDebugProcessorHoo )




Apktool [z ZR1E

T H: apktool

:\FZEN 22T A \ApkToo 1>apktool.hat d Facebook.apk

: Baksmaling...

: Loading resource table...

: Loaded.

: Decoding AndroidManifest.xml with resources...

: Loading resource tahle from file: C:\Users\Administrator\apktool\framework\l.
: Loaded.

: Regular manifest package...

: Decoding file-resources...

: Could not decode attr value, using undecoded value instead: ns=internal, name
J: Could not decode attr value, using undecoded value instead: ns=internal, name
: Decoding values */%* EMLs...
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VB AT MTHHE

boolean bool2 = ((MessageSendActivity.MsgHandler)this.mWeakHandle¢
if (bool2)

break;
return;

Object[] arrayOfObjectl = new Object[2];

rrayOfObjectl [0] = "http://msg.giushibaike.com/messages";
rrayOfObjectl[1] = this.mUid;

strl = String.format("%s/conv/%s?src=android", arrayOfObjectl) ;
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09 Sy ARATHEM wwwcnsesycom TN e

AFREE x XOME . B O288F L Wit - o KRS O aNEs . WESE  IURHE AR J ERER - L XTES -
S S RS vTr-e - 188): g

-1 bugfree gn | B
LM api.php
il Bug. php | e || s || seRs |
.M Buglist. php .
1 Case. php ID i EE R TR
i CasaList phyp M el @Bt FROHETE, ARGECBRTER  /Inclule/Pandhain inc php eval (SEvalString):
J Centrolfrene. plp 18 eval K asser t PRV HFETR, OJREHFAABINGTES /Include/Funclodel. inc. php eval (" $SelectDiv = $Selectlist
il Edi UlyInfo. php 30 eval B asser TP HFEER, R ABWGTRES /Include/Class/ADOLi te/adodb-perf-module... eval(’ clasz perfmon_parent EXT
&8l Filelnfo. php eval B E asser t TP TR, oI ABIWGTER /Include/Clazs/Templatelite/class. templa... eval( 70 . $output . "<?php
W& Footer. php 3 eval BE aszer t G HEER, DI ABWTRES /Include/Class/Templatelite/internal/ten. .. eval Foutput);
Wl index. php 104 eval T H asser t eI EETR, OIRTFEABIWGTRER /Include/Class/Templatelite/plugins/func... retwn ' {gey—* l‘s i
[l install. plp 105 el T asser t I AELETR, OIRTFEABLTRES /Include/Class/Templatelite/pluging/func... eval ("\$ten eval(Soutput); x
WM license. txt 88 wtract B SHEETH, OEEESEEERA /Include/Class/Tesplatelite/plugins/bloc... extract (Sparams);
48l Login. php &7 etrac B GTEESE, FREESENERA /Include/Class/Tesplatelite/pluging/bloc. .. extract (Sparams):
M Logout. php a8 extraclIHSEEEE, ONEESEREMA /Include/Class/Tesplatelite/pluging/func. .. extract (Sparams):
L ModuleList. php a8 etrac NG ETSE, ONETSERERA /Include/Class/Tesplatelite/pluging/func. .. extract (Sparans).
M Fotice. php as extrac HSEELSE, ONETSEREARA /Include/Class/Tesplatelite/pluging/ func. .. extract (Sparans);
.‘ FostAction php 100 extractHSEESE, OREACERERA /Include/Class/Tenplatelite/plugins/func. ..  extract (Sparams):
i query. xsd 102 extrac@MEHETE. REETREERA /Tnclude/Class/TesplateLite/plugins/func. .. extract Sparans);
.‘ Report. php 103 extract TN EATE, ORERTEEERR {Include/Class/Tesplatelite/plugins/func... extract (Sparams):
Wl Repor tLeft. php 106 extractMNRBATE, RGN TEEERR /Include/Class/Templatelite/plugins/func... extract (Sparams);
&l Repor tRi ght. pbo 111 extractfMSHFEETR, R REEERA /Include/Class/Templatelite/plugins/func. .. extract(Sparaems);
W& BeportTop. php 26 parse_strifft TR Ok GTREEEER /Include/Claszs/Fage. clazs. php parse_str (§_SERVER["QUERY_STXI
w8 Result. php 17 parse_strif bR OETGTRERER /Include/Class/%ajax/xajax. inc. php parse_str ($sQuery, Sakrray):
& Besultlast php 120 parse_strif AL ER ORGHEREEER /Include/Class/Xajax/xajaxRespense. inc.php parse_str (SqueryPart, $queryPa
i Sevslaery pby 42 wcg_;oplncca'iloﬁifv BHOITER, ORI GTMA  /Include/Class/PHFMailer/class. phpmailer... $encoded = preg_replace ("/ ([\(
[l Schame. pbp 50 preg_replacefi)/offizt, AHOISER, PINTHIBIMTMM /Include/Class/FHFMailer/class. phpmailer... $encoded = preg_replace "/ ([*A
LM SearchBug. php 33 NLETinser tRIEAT LRI ERP, SJRFESLEAMNM  /Include/Class/ADOLi te/adodb-perf inc. php  $isql = “insert into Sperf_tsb
M Sewdlaemtp |50 QuESlinse GREARBERISRI, ARGFANLIATE /loclude/Class/AOLito/adodd yert. inc gy Sisal = “insert into Speré_tab
i ar L] | & - P It LA LN WMIDL e A L ED Ml A b ebeans tL L SRR i o a dma fimmw . 4 a2 o - . - - - e . om P



XAF: E:\shell\—-5JiF\1111 (2).php
BI#ER: evallassert($a)ZhFeval lassert/al]
BI1MEES: sdata=file get contents('php://input'):;

eval ($data)
= e Eptetal: 2013-11-12 15:23:18

XfF: E:\shell\—GJif\Sget —aJiFl.txt
BI1#ER: $_GET[a] ($_POST[b]) ZIAEREGI]
BEINMEES:  $_GET[$t] ($_POST[seay]) 2>
BEfERgEtE]: 2013-01-27 22:55:25

ZAE: E:\shell\“ELE\FER LAZE (5) .1zt
Bl : includel|require( once)3EiESI S EI]
BIIfLES: $f=$ GET[x];

$seay=$£f;

include ($£f):

B S fEpyEta: 2013-05-04 13:57:45

<7

$f=$ GET[x]:
tfrfdsfdst
Sseay=5St;

):9:9:9.9.9.9:999.9.9.9.9.9.9.9.9.9.9.4
include ($f) ;

2>
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Burp swteﬁfﬂ ﬁ

(%

burp intruder repeater window about

target proxy spider " scanner | intruder /repeater sequencer decoder comparer options alerts

intercept options history

proxy listeners
running port loopback only | supportinvisible| redirect cert | edit | ||
[ ] 8080 [ ] per-host I

remove |

To add a new listener, complete the relevant details and dlick "add".

local listener port: | | add ]

[ ] listen on loopback interface only

[] support invisible proxying for non-proxy-aware clients

redirect to host: [

redirect to port: | |

server SSL certificate:

() use a self-signed certificate

@ generate CA-signed per-host certificates help
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T)R@ 7[‘FI' /}Flzﬁll_] EEI:.FEEI

burp intruder repeater window about

target | proxy | spider | scanner " intruder repeater | sequencer " decoder /comparer /options aleris

l( mtercept " options | history

Filter: hiding CSS, image and general binary content

= host method URL
103 |http:/121.207.242.12 GET /service/api2.php?qt=5301
114 |http:/121.207.242.12 GET /servicel/api2.php?qt=5301
110 |hitp:/121.207.242.12 GET /service/api2.php?qt=5302&name=market hiapk.com&tt=1393052836374
105 |http:/218.207.216.81 GET /service/api2.php?qt=5301
115 |http:/218.207.216.81 GET /service/api2.php?qt=5301
111 |hitp//3gimg.qq.com POST |/ping.html
104 |http://58.22.99.115 GET /service/api2.php?qt=5301
116 |hitp//58.22.99.115 GET /service/api2.php?qt=5301
118 |hitp://alog.umeng.com POST |/app_logs
108 |http:/iconf.3g.qq.com POST |/newConfin
101 |http://data flurry.com POST |/aap.do
102 |hitp://data.flurry.com POST |/aap.do
146 |hitp:/lhm.baidu.com GET /hm.js?3cdfd5e3c9624282233352ebe36f77¢c2
« I I

request | response

l/raw " params | headers [ hex
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\ /)?;E%Wj:jZURL |:|/l_,.\

47 new—instance vU, Ljava/net;UKL;

ii const—string v2, “http://www. facebook. com/mobile/status. php”

ig invoke—direct {v0, v2}, Ljava/net/URL;-><init> (Ljava/lang/String;)V

i; . line 27

49 invoke-virtual {v0}, Ljava/net/URL:->openConnection()Ljava/net/URLConnection:
;? move-result—-ohject w0

;g check—cast v0, Ljava/net/HttpURLConnection:

< | i

3| ° facebook. com’ 1 K.
€§ * facebook. com T T F:A\IGETIERS\C#\ApkDecompile\ApkDecompilebin'Rel ease\Decompile’smal i com' facebook'about \ib
?

ETJ?E%\C#\&kaeco 11e\ﬁkaecomplle\bln\Release\Decomplle\smal1\com\facebook\about\AboutD1a10gUt11$2 smali (40
facebook. com 1

HTJ?ﬁ%\C#\Akaeco 1le\Akaec0mp11e\bln\Release\Decompl1e\smal1\c0m\facebook\analyt1cs\NetworkDataLogger smal

%§$?k facebook. com T ' F:\GATIERS\C#\ApkDecompile\ApkDecompile'bin'\Rel ease\Decompilesmal i com facebookanal ytic
Zl ° facebook. com 1

At e el memr T T EAVIKEAFREZLY RS A TNe mrmrrnt T ot AL Temrmme: 1etlht =i Pael ancaiTNemmmet 1al cmal 2% ~mmt Famalememlet mrdbn b e
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RIS HITEET? C D N f?

C:\Oping ing.qiushibaike.com

I:L Ping B5558e5FFf65e64eB8e73829bF62b3aa??.36Buzb..cn [202.102.85.961
THIEE:
T E 202.102. 8f 96 £[0]%® «—Tw—,/ A718]=29ms TTL=54
; 202.102.85.96 H[ 0% : n-Jz B8] =29ms TTL=54
202.102. sf 96 R0®: = i 118]=29ns TTL=54




S TFIHZIZHELIP

Line 61: public static final Strxing VOTE QUEUE = "http://vote.giushibaike.com/vote gueue™:
Line &62: public static final String WEEK = "http://m2 . giushibaike.com/article/lisc/week™:
Line 82: IMG DOMAINS = "http://imglO.giushibaiks.com/"™:>
| C:\Users\Administrator\Desktop\code\gsbk\app\exception\a.java (1 hit)
Line 20: HrotpClient.getIntentce () .post ("hotp://crash.giushibaike.com/repoxrt™, this.c) >
| C:\Users\Administrator\Desktop\code\gsbk\app\h.java (1 hit)
Line 49: thi=s.a = ("http://mM2 . giuvushibaike.com/arcicle/lisc/suggesct?page=" + this.d.d + "sgcount=" + 30):
| C:\Users\Administrator\Desktop\code\gsbk\app\message\apil\a.java (1 hit)
Line 25: Scring =Strxr2 = HtrtpClient.getlIntentce() .gec ("htotp:://msg.giushibaike.com/messages/unread?src=androidsuid=" =+ =scrl):
| C:\Users\Administrator\Desktop\code\gsbk\app\message\api\b.java (1 hit)
Line 28: arxayOfCbject [0] = "http://msg.giushibaike.com/messages"™:>
| C:\Users\Administrator\Desktop\code\gsbk\app\message\api\c.jJava (2 hits)
Lin=e 56: arxayOCfCbject2[0)] = "hrttp://msSg.giushibaike.com/messages™:
Line 73: arxrayOCIfObjectl [0)] = "http://msg.giushibaike.com/messages™:>
! C:\Users\Administrator\Desktop\code\gsbk\app\message\api\ChatEngine.java (4 hits)
Line 7: Ppublic sctactic final Strxring BLACK LIST = "hcottp://msg.giushibaike.com/messages/buddy/$s/blacklist?sxrc=andrxoid”:
Line 8: Ppublic stactic final Strxing DELETE = "http://msg.giushibaikes.com/messages/conv/$s?srxrc=andrxoid™:
Line 14: public static final String REPORT = "http://msg.giushibaike.com/messages/buddy/$s/reporxrt?src=andrxoid®™:
Line 15: public static final Sctring UNREAD = "http://msg.giushibailike.com/messages/7unread?src=andrxoid*™;
! C:\Users\Administrator\Desktop\code\gsbk\app\message\api\d.jJjava (1 hit)
Line 30: arxrayOrfCObject [0] = "htrtp://msg.giushibailke.com/messages™;
! C:\Users\Administrator\Desktop\code\gsbk\app\message\ui\k.jJjava (3 hits)
Line 37: Sty = "http://msg.giushibailike.com/messages/buddy/$s/blacklisct?src=andrxroid”™;
Line 40: sStx = "http://msg.giushibailike.com/messages/buddy/$s/report?>src=android*”:;
Line 43: Sty = "hrttp://msg.giushibailike.com/messages/conv/$Ss?src=andrxoid*”;
! C:\Users\Administrator\Desktop\code\gsbk\app\model\URLs.jJjava (1 hit)
Line 8: public stactic final String HOST = "m2.giushibaike.com"™;
| C:\Users\Administrator\Desktop\ code\gsbk\app\push\a.java (1 hit)
Line 22: 1f (new JSONCOCDbJject (HrrtpClient.getIntentce () .post("hrtrp://push.giushibaike.com/push™, this.b)) .getiInct ("exrx™) != 0)
| C:\Users\Administrator\Desktop\ code\gsbk\app\push\e.java (1 hit)
Line 16: String sStrx = "hrrtp://push.giushibaike.com/push?i=" + PushPingBack.a(this.a):
| C:\Users\Administrator\Desktop\ code\gsbk\app\push\r.jJjava (1 hit)
Line 16: String sStrx = "hrrtp://push.giushibaike.com/push?i=" + cthis.b + "as=running™:
| C:\Users\Administrator\Desktop\ code\gsbk\app\push\PushMessageShow.jJava (1 hit)
Line 16: public sctatic String url = "hrrp://www.giushibaike.com™;
! C:\Users\Administrator\Desktop\ code\gsbk\app\report\b.java (1 hit)
Line 25: JSONCDhject localdSONCOCDhject = new JSONChbjecrt (localHrtrtplClient.post (String.formact ("hrttp://m2 . _giushibaike.com/arcicle/%:
! C:\Users\Administrator\Desktop\code\gsbk\app\service\g.java (1 hit)
Line 27: String strx = HrrpClient.getiIntentce () .post ("hrtp://mMm2 giushibajike . com/Juser/verify™, localHashMap) >
! C:\Users\Administrator\Desktop\code\gsbk\app\service\i.java (1 hit)
Line 28: strxrl = HrrpClient.getIntentce () .get ("hrrtp://m2._.giushibajike.com/Juser/my/info™)
| C:\Users\Administrator\Desktop\code\gsbk\app\service\ReportHandler . java (1 hit)
Line 98: HrrtpClient.getIntentce () .post ("hrrtp://l1og.giushibajike . com/applog™, localdSONObjectZ.toString()) s

| C:\Users\Administrator\Desktop\code\gsbk\app\share\k.java (1 hit)
Line 24: int I = new JSONODbjecrt (localHtrtpClient.post (String.format ("hrttp://share.giushibajike.com/artcticle/3iSs/ share™, arrayoO:



SCIN B sk imiEiz iE



H o)tk & 41 E R




Android B 5k 5> #rDemo

WF: C:\Users‘\Administrator\D {#%43: qiushibaike. com [ weEsin
THEI& R : 9q. con|gnail. con|tenpay. con |uneng con|google. con |flurry. com|n. soopay. net |google—analytics. com ¥ v iRiBI%=
In URL &= 1P wetrir CDNG ) =
27 http: //n2. qiushibaike com/user/+2/signup nZ. qiushibaike con 203. 195, 168. 151 SIS/ {FHCIN
28 http://nZ. qiushibaike comfarticle/%1$z/report nZ. qiushibaike. com 203. 195. 183. 151 SIS H{sECcIN
29 http://n2. qiushibaike con/comment/%18s/report n2. qiushibaike con 203. 195. 188. 151 SIRc S HJ/{FHCIN
30 http://share. qiushibaike. confarticle/%1$s/share share. qiushibaike. con 220. 178. 60. 30 SIS H{EECcIN
31 http://n2. qiushibaike confuser/+2/signin n2. qiushibaike con 203. 195. 188 151 Slic S/ {FFECIN
32 http://n2. qiushibaike con/user/my/avatar nZ. qiushibaike. com 203, 195, 183, 151 SliceHfEECIN
33 http://n2. qiushibaike confuser/my/edit nZ2. qiushibaike com 203. 195. 188. 151 Slic S H{FFECIN
34 http: //nearby. qiushibaike. com/user/%18s/detail nearby. qiushibaike. com 203, 195, 192. 112 203.185 192. 112,203, 155. 1. .
35 http: //n2. qiuszhibaike confuser/my/info nZ2. qiuszhibaike. con 203. 195. 183. 151 Sl =S {$FACcIN 4
36 http: //nZ qiushibaike com/user/available nZ. qiushibaike com 203. 195, 163. 151 Sl eEf#EECcIN \
37 http://nZ. qiuzhibaike confuser/ver:fy nZ. qiushibaike. com 203. 195. 183. 151 Sl sH{4FAcIN |
38 http: //vote qiushibaike con/ vote qgiushibaike. com 203. 195, 181. 118 Sl e/ {#EHECIN '
39 http://vote giushibaike. com/vote_queue vote. qiuszhibaike. com 203.195.181.118 SIS AcIN '
40 http: //n2. qiushibaike com/article/list/week n2. qiushibaike com 203. 195, 168. 151 Sl e/ {#8HCIN = :
41 http://pic. giushibaike. com/ pic. qiushibaike. com 125.39.66_63 125.39.65.68, 125.33.65.66. . _ "
l 42 http://n2. qiushibaike con/article/list/suggest?. . nZ qiushibaike conm 203. 195. 168. 151 SIic S/ {#EHCIN
43 http: //insp qiuzhibaike. com/app/and_review. himl insp. qiushibaike. com 203.195.191. 194 203.195 191.194,203.185. 1. . ”
44 http: //nearby. qiushibaike. com/user/¥s/detail nearby. qiushibaike. com 203.195. 192. 112 203.195.192.112,203.155. 1. . .
//mzgz. qiushibaike. com/messages/buddy/%s/bl 203.195.191. 66, 203. 195. 14 A
46 http://m=g. qiushibaike. com/nessages/buddy/%¥s/re. .. nsz qiushibaike. com 203.195.191.68 203.195.191.66,203. 195 14. . _ :
l 47 http: //n2. qiushibaike comn/user/v2/signap7login= n2. qiushibaike. com 203, 195, 183, 151 SliceH{EHECIN 4
48 http: //n2. qiushibaike confarticle/create?imgsrc= n2. qiushibaike. con 203. 195. 183, 151 Slic S {#FECIN = 4
49 http: //www. qiushibaike. com/newd/fetchpass? www. qiushibaike. com 203. 195, 168, 151 Sl R EECIN |
so http://mzg. qiushibaike. com/nezsages/unread?src=. . n=zg. qiushibaike. com 203.195. 191.65 203.1985.191.66,203.195.14. . _
S1 http: //msg qiushibasike com/messages nsg qiushibasike com 203, 195, 191 . 658 203.195 191.66,203. 195, 14, . \
sz http://mzg. qiushibaike. com/nessages/conv/%z?=zrc. .. nzg. qiushibaike. com 203.195.191.65 203.1985.191.66,203. 19514, __ '
53 http: //msgz qiushibsike com/messages/unread?sre=. . nsz qiushibaike com 203. 195, 191 .65 203.195 191.66,203, 195, 14, . :
S4 http: //nearby. qiushibaike. con/nearby/clear_loc nearby. qiushibaike. com 203.195. 192,112 203.185.192.112,203. 185 1. .. 4
SS http://nearby. qiushibaike. con/nesrby/fetch nearby. qiushibaike. com 203.195. 192. 112 203.195.192. 112, 203.155. 1. . . 4
S6 http: //push qiushibaike. comfpush?i= push qiushibaike. com 220. 178. 60. 30 SIS H{sECcIN Ll W
ST http: //www. qiushibaike com/article/ wxw. qiushibaike. com 203. 195, 188, 151 Slic S/ {FHECIN ~«| M
4
VRLE#: 57 |
4
- >
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" burp suite professional v1.4.01 - licensed to piac

burp intruder repeater window about
'I( target | proxy | spider | scanner | intruder | repeater | sequencer | decoder | comparer | options | alerts
' ( intercept | options | history

Filter: hiding CSS, image and general binary content

B host method URL

103 |hitp:/1121.207.242.12 GET Isemvice/api2.php?qt=5301

114 |hitp:/1121.207.242.12 GET Isemvice/api2 php?qt=5301

110 |http://121.207.242.12 GET Iservice/api2 php?qt=5302&name=market.hiapk.com&tt=1393052836374

105 |http://1218.207.216.81 GET Iservice/api2.php?qt=5301

115 |http://1218.207.216.81 GET Iservice/api2.php?qt=5301

111 |http://3gimg.qq.com POST |/ping.htmi

104 |hitp://58.22.99.115 GET Isemvice/api2 php?qt=5301

116 |hitp://58.22.99.115 GET Isemvice/api2.php?qt=5301

118 |hitp://alog.umeng.com POST |/app_logs

108 |hitp://conf.3g.qq.com POST |/newConfin

101 |hitp://data.flurry.com POST |/laap.do

102 |hitp://data.flurry.com POST |/aap.do

146 |hitp:/hm.baidu.com GET /hm_js?3cdid5e3c9624282233352ebe36f77¢c2

<] I |

request | response
r(raw " params [ headers [ hex
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