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Service Delivery Models #1
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* Host s
* Guest OS #2
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* Firewall
* Router/switch
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Threat #1: Abuse and
Nefarious Use of Cloud
Computing ‘% &G H = 1HH
Threat #2: Insecure Interfaces
and APIs N2 F2 11 / APIs
Threat #3: Malicious Insiders
Threat #4: Shared Technology
Issues FEEHAR A 1] 7]
Threat #5: Data Loss or
Leakage £ it iy

Threat #6: Account or Service
Hijacking k= /AR 55 B+
Threat #7: Unknown Risk
Profile H:Ath A %0 XU

Source: CSA TOP threats (‘
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Multi-tenancy risks ZFH
— REMPENLE e.g. SSHESASE IR, sniffer IRER
Data Leakage Z{iE it EE
— Data management at rest BEEIFNHEIR
— Data retention HIEETF
— Data Sanitization #3E 5%
 Encryption KEY management JJ1Z3KEY & 18
« Access Control iJ7|0J3534
— SSH, web console account, Firewall

* Lack of transparency TR =1FHHE
— Businesses have limited control and visibility

- EEAGE , RODFRIRESHIE | SLA
* Security responsibility ZEHISHEABHT : AR vs] &
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Responsibility BIREERNTE K !

Core

“ Shared Business

& Provider

- User

Source:
Ponemon Institute, 2013
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* Physical and Environmental
Security

* The Hypervisor

— Instance Isolation
* CPU, MEM.
* Network
* Storage

e Host OS

— Administrators of Cloud
Provider

* Guest OS
— Customer have full root
dacCcess
* Updating & Patching
* Certificate- based SSHv2
* Encryption & Backup

IENZARTITARE——SFaHH , £

Customer 1 Customer 2

St

Customer n

Hypervisor

Virtual Interfaces

1 %
Security Security

Physical Interfaces

Fig. Amazon AWS EC2 Multiple Layers of Security
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—

sshd[1904]: Invalid user nagios from 177.86.112.6
i sshd[27667]: Invalid user Soporte from 223.4.206.20
sshd [27663]: Invalid user postgres from 223.4.206.20
sshd[27658]: Invalid user user from 223.4.206.20
sshd [27655]: Invalid user deploy from 223.4.206.20
sshd [2765@0]: Invalid user git from 223.4.206.20
sshd [25920]: Invalid user user® from 118.244.181.33
sshd[24207]: Invalid user admin from 82.221.102.179
sshd[16974]: Invalid user oracle from 118.26.203.66
sshd[16972]: Invalid user oracle from 118.26.203.66
 sshd[16970]: Invalid user oracle from 118.26.203.66
) sshd[16968]: Invalid user oracle from 118.26.203.66
sshd[16966]: Invalid user oracle from 118.26.203.66
 sshd[16963]: Invalid user oracle from 118.26.203.66
) sshd[16961]: Invalid user oracle from 118.26.203.66
sshd [16959]: Invalid user oracle from 118.26.203.66
 sshd[16957]: Invalid user oracle from 118.26.203.66
 sshd[16955]: Invalid user oracle from 118.26.203.66
» sshd[16953]: Invalid user oracle from 118.26.203.66
) sshd[16951]: Invalid user oracle from 118.26.203.66
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root@uhz001655:~

uhz@01655 sshd[8489]: refused connect

uhz@01655 sshd[8491]: refused connect

uhz@01655 sshd[8496]: refused connect

uhz@01655 sshd[8498]: refused connect

:32: uhz@01655 sshd [8502]: refused connect

R YT ] A3 :33: uhz@01655 sshd[8506]: refused connect

1, 1'§EQSSH,% 1’ Hﬁ'ﬁl:l zzj‘jHﬁB :33: uhz001655 sshd[8509]: refused connect
. s . :34: uhz@01655 sshd[8512]: refused connect

=r= :E . t35: uhz@01655 sshd[8515]: refused connect

2' EE)EI‘IE lEle /etC/SSh/SShd_Conﬁg :35: uhz@01655 sshd[8519]: refused connect

uhz@01655 sshd[8522]: refused connect

— RSAAuthentication yes uhz001655 sshd[8525]: refused connect
. . :37: uhz@01655 sshd[8529]: refused connect

— PUkaYAUthenhcahon Yes :38:28 uhz001655 sshd[8533]: refused connect
. . . :39: uhz@@1655 sshd[8535]: refused connect

— Auth0r|zedKey5F||e .SSh/aUthonzed_keys :39:58 uhz@01655 sshd[8548]: refused connect
. R :40: uhz@01655 sshd[8543]: refused connect

— PasswordAuthentication no :41:29 uhz@01655 sshd[8547]: refused connect

uhz@@1655 sshd[855@]: refused connect
uhz@01655 sshd[8554]: refused connect
uhz@01655 sshd[8558]: refused connect

3, DenyHOStS —_ Eﬁ]Bﬁ%ﬁ%bE&%&%iﬁ uhz@01655 sshd[8561]: refused connect

— DenyHosts is a log-based intrusion prevention security tool for SSH servers
written in Python

— http://denyhosts.sourceforge.net/
— SECURE_LOG = /var/log/secure

— HOSTS_DENY = /etc/hosts.deny

— BLOCK_SERVICE = sshd

— DENY_THRESHOLD_ INVALID =3
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— SSL/TLS ( HTTPS)
- RAjge/bRIREER

- feiElweb k55 ERAISREL ShRA

REB/ER
his e & HTTP/1.1 200 OK
mEAE text/html
RFB/AE SCWS
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o ZUEEE master-replica HT\EPE
o« FIFREIMCATE
— {EFSnapshot A TUHIT=HAD
o ZRIFIAASEEHIMLSAIDIsk I/OBAMERRZT
- X E{FRIVEIEZMA FEcacheihIH
« NMERIBIEER ML SRR , FH]BIE ( Guest OSSR E )
- rm : IERZRS| , EEERE
— Linux: Shred

- BT = BRIAREEFRI WER , BEERE S D
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« Patch & Upgrade OS ATFHZRFOFI4N T

« Remove & Disable Unnecessary Services ZRANERIIRSS

« Configure OS User Authentication(least privileges, disable default) ZZF3ER
INIKS |, &/MPR D EeIR N

« Configure Resource Access Controls Appropriately I B3R5 [a)i=HE]
 Configure Firewall policy fRIBASZRCERD N IESRAE

« Secure Network connection (secure data in transit with SSL/TLS/IPSec) {s8
RS

« Load Balancers ThZig;

* Logging Configuration & audits Hi&FAEE 1T
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N&eAEEITERAB =IRSRHtE

- BREEHRNTEINE. e, BREIE
— Compliance Program E-FHNLZEIRESHTE

* SOC 1/SSAE 16/ISAE 3402 (formerly SAS 70 Type II), ISO 27001, PCI DSS Level 1, FIPS
140-2

— Storage Device Decommissioning FFEIR =S &l

e NIST 800-88 / BMB21-2007
— Secure Design Principles Z£1Z11T RN
- GRS REBNTELRY
— Multiple Levels of Security ( ZZE\RG1H )
* Hypervisor/Network/Storage/Access Logs

* Physical and Environmental Security fIBYESHIELE

— video surveillance , |[JZ

- REAHRESREE

Incident Response

Bt ZEngE TR
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Thank you!
Email: k@ishiyu.cn
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