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& Microsoft Windows Hitk @ @] hetp://£ileice. net/download php?£ile=d0ech ' R

By continuing, you acknowledge and agree to our Downloader's ToS

‘We have detected that this copy of Windows is not genuine.
For this reason, your computer has heen temporary locked.

Your Computer will stay locked until you complete a quick survey in order

to get a Microsoft YWindows Product Key. wr| Purchase Premium Account Credits

Click Here To Start Our Survey J [ Help ]

- 1 credit 5 credits 20 credits 50 credits
Product Key: wagwdw - edwrw rewrew
$0.99 $4.49 $15.99 $32.99
. $0.99/credit $0.898/credit $0.7995/credit $0.6598/credit
Buy Now Buy Now Buy Now Buy Now
o] visa 2 o] visa o] visa o] visa B
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private void Forml_Load(object sender, EventArgs el
{
MyProject Forms.Farm2 Show();
Reqistrykey reqistrykey = Registry. Currentl)ser OpenS ubKey("SOFTWARE\\Microsofti\Windows\yCurrentiersionyiRun”, true);
string left = Conversions ToString(reqistryKey GetValve('mshost’;
bool flag = Operators CompareString(left, Application ExecutablePath. TaString(, fakse) != 0;
if (flaq)
{
reqistrykey CreateSubKey('mshost’
reqistryKey SetValve("mshost’, Application ExecutablePath. TaString();
|
this. Hide!);
this. ShowlInTaskber = falser
this Timer] Starth-

{
process. Kill;

break;
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This operating system is locked due to the violation of the federal laws of
the United States of America! (Article 1, Section 8, Clause 8; Article 202;
Article 210 of the Criminal Code of U.S.A. provides for a deprivation of
liberty for four to twelve years.)

Following violations were detected:

Your IP address was used to visit websites containing pornography, child
pornography, zoophilia and child abuse. Your computer also contains
video files with pornographic content, elements of violence and child
pornography! Spam-messages with terrorist motives were also sent from
your computer.

This computer lock is aimed to stop your illegal activity.

You have 72 hours to pay the fine, otherwise you will be arrested.

You must pay the fine through MoneyPak:

To pay the fine, you should enter the digits resulting code, which is
located on the back of your Moneypak, in the payment form and press
OK (if you have several codes, enter them one after the other and press
OK).

If an error occurs, send the codes to address

MoneyPak

’
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8DbuCc24 18

a0

FF15 1CD3460
85Co

74 L6

8B46 ©OC

85CH

74 BOF

8BL44L424 a8

6A FF

58

FF15 28D3460
EB 108

8B4C24 a8

68 E8O830000
51

FF15 208D5460
8B5424 O6C
8B35 24D3460

lea ecx,dword ptyr ss:-[esp+18]
push eax

push ecx

push
push
push
push
push
push
push
push
call dword ptr ds:[<&KERHEL32 _.CreateProg
test eax,eax

je short DDBS572A2._.080401897

mov eax,dword ptr ds:-[esi+C]

test eax,eax

je short DDBS572A2._.004081867

mov eax,dword ptr ss:-[esp+8]

push -1

push eax

call dword ptr ds:[<&KERHNEL32 _WaitForSii
jmp short DDBS572A2._.0084081877
mov ecx,dword ptr ss:i[esp+8]
push 3ES

push ecx

call dword ptr ds:[<&USER32 _.wWaitForInpui
mov edx,dword ptyr ss:i[esp+C]
mov esi.dword ptyr ds:-[<&KERHNEL32 _CloseH{

dx

oNooO0O®

~

rpProcessInfo
pStartupInfo
CurrentDir
PEnuironment

CreationFlags
InheritHandles

NULL

NULL

a
FALSE

pThreadSecurity = HNULL
pProcessSecurity = HNHULL
CommandLine
ModuleFileName = HNULL

LCreateProcessnA

Timeout = INFINITE
[hObject
WaitForSingleObject
Timeout = 1080868. ms
[hProcess
WaitForInputlIdle

kernel32 _CloseHandle

gm318] =7C802367 (kernel32 _CreateProcessA)

i

[sIsEsAsyshsys} ModuleFileName = HNULL
B816E890 CommandLine = "‘net localgroup Administrators E%
808080808008 pProcessSecurity = HNULL
88080808008 pThreadSecurity = HULL
sPsPsysysysys] InheritHandles = FALSE
008080680600 CreationFlags = @
8080808080608 pPEnuironment = HNHULL
[sIshsisyshsys} CurrentDir = HNULL
B812FE38 pStartupInfo = 68812FE30
Aa12FE 2l ol raesnsa .S REAZEF 2 Hu
0012FEG8| 0000000808|| pThreadSecurity = NULL
AR12FFAC] AAAAAAAAII TnheritHandles = FAI SF

A0Q0Q78111975FR4M Fadd™
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{EMORY : 876F BE 88 7C mov si, 7C086h

{EMORY : 8772 8B FE mov di, si

{EMORY : 8774 B9 688 82 mov cxX, 2086h

{EMORY : 8777

{EMORY : 8777 loc_777: ; CODE XREF: MEMORY:877Clj
{EMORY : 8777 AC lodsb

{EMORY : 8778 34 E7 Xor al, BE7h

{EMORY : 877A AA stosb |

JEMORY : 677B 49 dec CcX

JEMORY :877C 75 F9 jnz short loc_777

{EMORY : 877E B2 88 mov dl, 86h ; ‘N’

{EMORY : 67808 B9 61 80 mov cx, 1

iEMORY : 6783 B8 61 63 mov ax, 361h

{EMORY : 86786 BB 88 7C mov bx, 7C886h

{EMORY : 6789 CD 13 int 13h DISK - WRITE SECTORS FROM MEMORY

JEMORY : 6789
JEMORY : 6789
JEMORY : 6789

AL = number of sectors to write, CH =
DH = head, DL = drive, ES:BX -> buffe
Return: CF set on error, AH = status,

JEMORY :678B EA 66 7C 60 66 jmp far ptr unk_7C68
TR R R R e T e z
seqBB86:7D91 B9 db 6B%h ;
seqBB86:7D92 BB db 6BBh ;
seqB86:7D93 BB db 6BBh ;
seqBB80:7D94 BF db 6BFh ;
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FileCrypt Ransom
BRI SORSCPRIAT I, [ 30
SCPFREE A T VOB, BV W

THE @ED BEY BAD BRQ FHY
DEW SR # Lhe- B Fil for decrypt. [C\Dacuments and Setings\adminisraton| [ . | [ DecryptFile ][ Decryptal ][ PayCode_|
hridl s C]EeFx [ pru@P Ess i |
R R T R A R R L R A R SR N 12 Path to fie [ Status
C:\Documents and Settings\Administraton &itest doc Error connecting to ser ..

File is encrypted
Ta purchase software, you need to enter the pay

This file can be decrypted using the program DirtyDecrypt.exe
code. You can buy it(code) at any gas station or

Press CTRL+ALT+D to run DirtyDecrypt.exe
newsstand. Such codes can be also purchased

where recharge cards are on sale

If DirtyDecrypt.exe not opened check the paths:
C:\Program Files\Dirty\DirtyDecrypt.exe
C:\Program Files (:86)\Dirty\DirtyDecrypt.exe
C:\Users\[YOUR USERMAppData\Roaming\Dirty\DirtyDecrypt.exe Your pay code: |
C:ADocuments and Settings\[YOUR USER\Application Data\Dirty\DirtyDecrypt.exe
C:ADocuments and Settings\[YOUR USER]\Local Settings\Application Data\Dirty Pay code amount; |1UDGBP jl
\DirtyDecrypt.exe
Pay system: | PaySafeCard l“

Close

| | Purchase | [ Where buy? |

I

s
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C:\Usershwuchao014\Desktophransom'filehtest.doc v C:\Usershwuchao014Desktopiransomfilehtest (2).doc v
00000000 7B SC 72 74 66 31 5C &1 6E 73 €9 5C €1 6E 73 &9 {\rtfl\ansi\ansi '| 0noooooo 7B 5C 72 74 66 31 5C 61 6E 73 69 5C 61 GE 73 &9 {\rtfl\ansilansi =«
00000010 &3 70 €7 39 33 36 5C 64 65 66 66 30 5C 64 65 66 cpg936\deffi\def 00000010 €3 70 €7 31 32 35 31 5C 64 65 66 66 30 5C 64 &5 cpgl25i\deffonde [ |
00000020 &C 61 6E &7 31 30 33 33 5C 64 65 66 6C 61 6E &7 langl033\deflang 00000020 66 6C 61 6E 67 31 30 34 39 7B 5C 66 6F 6E 74 74 flangl049{\fontt
00000030 66 65 32 30 35 32 7B 5C 66 6F 6E 74 74 62 &C 7B fe2052{\fonttbl{ 00000030 62 6C 7B 5C 66 30 SC 66 73 77 €9 73 73 5C 66 70 bl{\f0\£fswiss\fp |_
00000040 5C 66 30 5C 66 6D 6F 64 65 72 6E 5C 66 70 72 71 \f0\fmodern\fprgq 00000040 72 71 32 5C 66 63 68 61 72 73 65 74 32 30 34 7B rg2\fcharset204{ 1
00000050 36 5C 66 63 68 61 72 73 65 74 31 33 34 20 5C 27 6\fcharsetl34 \' 00000050 SC 2A SC 66 6E 61 6D 65 20 41 72 69 61 &C 3B 7D \*\fname Arial;}
00000060 63 62 SC 27 63 65 SC 27 63 63 5C 27 65 35 3B 7D cb\'ce\'cc\'e5;} 00000060 41 72 69 61 &C 20 43 59 52 3B 7D 7B 5C 66 31 5C Arial CYR;}{\f1\ L3
00000070 7D 0D OA 7B 5C 22 5C &7 65 6E 65 72 61 74 &F 72 }..{\*\generator 00000070 66 73 77 69 73 73 SC 66 63 68 61 72 73 65 74 32 fswiss\fcharset2
00000080 20 4D 73 66 74 65 64 69 74 20 35 2E 34 31 2E 31 Msftedit 5.41.1 00000080 30 34 7B 5C 22 5C 66 6E 61 6D 65 20 41 72 &9 &1 04{\*\fname Aria
00000090 35 2E 31 35 30 37 3B 7D 5C 76 69 65 77 6B 69 6E 5.1507; }\viewkin 00000090 6C 3B 7D 41 72 69 61 &C 20 43 59 52 3B 7D 7B 5C 1;}Arial CYR;}{\
000000a0 64 34 5C 75 63 31 5C 70 61 72 64 5C &C €1 6E &7 d4\ucl\pard\lang 00000020 66 32 S5C 66 73 77 69 73 73 5C 66 63 68 €1 72 73 £2\fswiss\fchars
000000b0 32 30 35 32 5C 66 30 SC 66 73 32 30 20 74 65 73 2052\£0\fs20 tes 000000b0 65 74 30 20 41 72 69 61 6C 3B 7D 7D 0D 0A 7B 5C et0 Arial;}}..{\
000000c0 74 21 21 SC 70 61 72 0D OA 7D 0D OA 00 t!!\par..}... 000000c0 63 6F 6C 6F 72 74 62 &C 20 3B 5C 72 65 64 32 35 colortbl ;\red25

000000d0 35 SC &7 72 65 65 6E 30 5C 62 eC 75 65 30 3B 5C S\greenO\bluel;\
000000e0 72 65 64 30 5C &7 72 &5 65 6E 30 5C 62 &C 75 &5 red0\greenO\blue
000000£0 30 3B SC 72 65 64 30 5C 67 72 65 65 6E 32 35 35 0;\red0\green255
00000100 SC 62 &C 75 65 30 3B 7D 0D OA 7B 5C 2A 5C &7 &5 \bluel;}..{\*\ge
00000110 6E 65 72 61 74 6F 72 20 4D 73 66 74 65 64 69 74 nerator Msftedit
00000120 20 31 2E 31 31 2E 31 31 2E 31 31 31 31 3B 7D 5C Al - il - alalalal =gy
00000130 76 69 65 77 6B 69 6E 64 34 5C 75 63 31 5C 70 &1 viewkind4\ucl\pa
00000140 72 64 5C 6E 6F 77 69 64 63 74 6C 70 61 72 5C 71 rd\nowidctlpar\gq
00000150 63 5C 63 66 31 5C 62 5C 66 30 5C 66 73 37 32 20 c\cf1\b\£f0o\£fs72
00000160 46 69 &6C 65 20 69 73 20 65 6E 63 72 79 70 74 &5 File is encrypte
00000170 64 5C 63 66 30 5C 62 30 5C 66 73 32 38 5C 70 61 d\cf0\b0\£s28\pa
00000180 72 0D OA 5C 63 66 32 20 54 68 69 73 20 66 69 &C r..\cf2 This £fil
00000190 &5 20 &3 61 6E 20 62 65 20 64 65 63 72 79 70 74 e can be decrypt
000001a0 65 64 20 75 73 69 6E 67 20 74 68 &5 20 70 72 &F ed using the pro
000001b0 67 72 61 6D 20 44 69 72 74 79 44 &5 63 72 79 70 gram DirtyDecryp
|| 000001cO 74 2E 65 78 65 SC 63 66 30 5C 70 61 72 0D OA SC t.exe\cfO\par..\ ~

< | T |
177 : 2126 FHER28 FHILA205 : 2154 FHEI ® E5 &% : NA/NA K& : NA/NA
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3a npocMoOTp AEeTCKOro rnopHo
Baw TenedoH 6nokuposaH!
Onsa pa36noKuMpoBKu Bawlero

M EEERERESIVERISREEE 1 1 | TenecphoHa ornnaTtuTte 200 py6.

1. Hangurte Gnmxanwmm TepmMmmHas cCuctTemMsol
nnartexeun QIWI
2. NMopovgnTe K TepMmuHany v Bbibeperte
nononHeHue QIWI VISA WALLET
M Ha>kmuTte ganee
4. NoABUTCH OKHO KOMEHTapum - TyT
BBeaguTe BALLl HomMmep Thd 6e3 7ku
5. BcTaBbTe AeHbrn B KYyrnOpornpmeMHmUK n
Ha>XMuTe onnaTtuTb
6. B tTeyeHnn 180 MUHYT nocne nocTyruieHus
nnarexXa Mbl pas3fnioyum Ball TenedoH.
7. Tak >xe MoXeTe orJilaTuTb Yepe3 caJioHbl
cBsA3u CBsAa3Hou n EBpoceTb
BHMMAHMUE: lNMonbiTkn pa3bnokmpoBaThb
TenedoH CaMOCTOSATENbHO NpuBeanyT:
K nonHoun nonHon 6 n1oKupoBKe Bawero
TenedoHa, Kk noTepu Bcer nHdhopmaymmn.
be3 panbHenwen BO3MOXHOCTHU
pa3bnokupoBaHunA.

238F5953 53 /e FHLeJCAIEE A !

[MBEEREXFHIFE ! QQ : 525512435
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ASE SpyHunter 4 — "Malwar II’* (E) ﬁiﬁ @) ﬁ% G‘_') I&i& (&) IE Cl_') ﬁgﬂj.'l (ﬂ)
AR O R -~ O - [{ B @ Pmx Sckwmk & - e

Hiuhk (@ @ https://buy. regcure. comfsafecartfregcureprofoptions/index |
@ Malware Scan - -~

Start New Scan
wn belows. alternatively,

Scan Results oxes in the sections
Custorn Scan Product Price
Disabled Programs

RegCure Pro —$3597— >
Backup
Excisions | Single computer $29.97 [~] >

.
i
E

;4\3 DNS Settings

w System Guards

'scan has @

— Yes, include web browser and cleaning optimization! dioetead ot T
(== ) Spyware HelpD¢g (—5F39-97— Now only $9.97) '

() sewungs Recommended for Restoring the Speed & Health of your PC
@ Register Nowv!

[ Credit Card ] o PayPal |

DB Version: - _
Product Yersion: 4.14.5.4268 |7,

Protecting Against: 1013405 J Safe Components: 282 ~

Brought by InfoQu




it VE 5 AT AR

5!
e

o HRIEE, MTESAA, FRRTE

e

QCon

Y=o

JAS ELEEA s, SIAETTE RIS | SETLISA B S
e peaee—= g
T
- FERE{RRIEEFAEE | NBETERERZE | F15:5000i2

€

A © A&l e B E- EERE = =

| XHHEEERERISS IR

o RIS EE R

| =m0 || B2=e - \~/L

du]

\ L

x|

Ping Cam

_/_

Brought by InfoQu



I

— e MRS
JP AT 3O B

s ico® b,

'5—4)5, %ﬂ]%*:lﬁ

%JJ/F
WA,
AT

QCon

LV E TR

515

T 478 5

g !?J\)fFﬁTkjfEiT/lz

s PIERE R — B3R i BN

ﬁ‘): ?%ﬁ&)ﬁ , BiBE, FRANIR

%M%

I:EE
/Tj\) "LL

ﬁﬁA%%@Lﬁﬁﬁ%
K5 BN A RE A T4

KPR

Brought by InfoQ



LV E TR

e 7730 ": FakeAV, M1 HIFLIRIRARGH 5
WA FAETRIA, R AR T 80 A,
NEUE R AL —ORHE ) @, H 2 TR AR
WA BeflEs B X e ) @, MMk 2R TE

Qcon Brought by InfoQ



T I

» 7= [FMEDRAIME. BIRFEH

S

AR, X
TRIESAA,  dnPR v

[Plico, 5B IRY

T8I R SRR —

AT RCTVE -

X AR I3

QCon

AT ML AR
Jn] IR g
BRI BRFASC A,
SRR B . 25,

Brought by InfoQ



LV E TR

o VY. AAHAHMN R, il falshe
pdfSE, NG Ml A R VE A R .

Qcon Brought by InfoQu



i O 5 56 S B A

o —. WEMITEE

o 1. WRJUE M AT, AL, K
FAHN RSO IR T, R85 MR B s I ET AT

o 2. WA TR AR H R, R BT AH
I, ) B8CHHE VR I3 A SR A %

* Igﬁﬁl]

o 1. iR SO e T A

o 2. kst A AR

QCon

Brought by InfoQ



R TT 5 X i A
. L SR
‘%%ﬁ%:

o 1. AN, T30, FH S8,
0] fi R

o (71

o 1. JFBIPL{H

o 2. LN ERH AT YEexploreriE R [ B 1H)

Qcon Brought by InfoQ



i O 5 56 S B A

—. AL

°%%ﬁ%:

e 1. FEAWin PE, BN

« 2. ] RHEENAHNPIEEAE T, ) R
2 2 FRVE A0 55 A T8 _E AR A

- 5731’&‘

1. FEwindowsZ A0 H - MG i i 4k
ﬁm%@

Qcon Brought by InfoQ




. i O 5 56 S B A

e JU, BiMBR CHEMHEALAN
‘%%ﬁ%:

« 1. Ut H3N, 1BCaVBR

e 2. MLKNfE, HEADOS, ZMBR
o A
e 1. £ B Hmbr

Qcon Brought by InfoQu



R )5 5 S i

=
—¥d
i

o L. BUCHE

o MRIRTTE:

N E L VSR e T

o [

o 1. it S SO E )R

Qcon Brought by InfoQu



Brought by InfoQ



www.infoq.com/cn I f Q
g
2R+ @InfoQ Q) infogchina

BRI

wmfoq .com/cn IEEESZQTE??'

@InfoQ



