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What is Interop?

= Nerd Definition - the ability to
exchange and use information
(usually in a large heterogeneous
network made up of several local area
networks)

= The rest of humanity definition —
ability to ask for a process or data to
be manipulated and for that
manipulation to provide back useful
data or results. Not necessarily
computer data.
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What is Interop b/w MS and
JB0ss?

Web Services

= What level of interop are MS and
JBoss working on?

= WS-I Standards (http://www.ws-i.org/)

Basic Profile 1.0

SOAP 1.1, 1.2 & MTOM

WS-Security

WS-Addressing

WS-Coordination

WS-AtomicTransaction

WS-BusinessActivity
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e Several Areas
v Active Directory to JNDI
v System Center Operations Manager 2007

v SQL Server 2005 and MS JDBC Native
Driver support for JBoss AS and
Hibernate

v Web Services

MTOM

» Message Transmission Optimization
Mechanism

e http://www.w3.0rg/TR/soapl2-
mtom/
e Used to send large files efficiently
e Examples include:
v CLOB data
v Images
v Video
v Big database result sets
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MTOM Demo

= Today you will have to use the JBoss
Web Services SVN head to get the
code that supports MTOM.

* It is being put into a patch/bug fix
release. (will appear very soon)
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WS-Security

e Important files
v .NET
- wse3policyCache.config
- App.config

wse3policyCache.config

<policy name="ANewOne">
text="false" text="false"
“false” Jer=" U requireD “false”

ttlinSecor
<clientToken>
<x509 storeLocation="CurrentUser" storeNaj
findType="FindBySubjectDistinguishedNam
</clientToken>
<serviceToken>
<x509 storeLocation="LocalMachine" storeName="
ou=p 0=JBoss Inc.

"300">

"My" findValue="CN=WSE2QuickStartClient"

son.greene@ijboss.com, CN=Jason Greene,
>

</serviceToken>
<protection>
<request signat tions="1 . P, * encryp
<response signatureOptions= X P, P alse” />
<fault signatureOptions="IncludeAddressing, IncludeTimestamp, IncludeSoapBody" encryptBody="false" />
</protection>
</mutualCertificate10Security>
<requireActionHeader />
</policy=>

/>
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= Signing setup
<applicationSettings>
ure iceClient.Properties.Settings>
<setting name=" Ire iceClient_secure vice_HelloService"
serializeAs="String">
<value=>http:. :8080/jb pl ue>
</setting>
</Secur iceClient.Prop .Settings>
</applicationSettings>
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App.config

= Policy setup

<policy fileName="wse3policyCache.config" />
<security>
<binarySecurity TokenManager>
<add valueType="http://docs.oasis-open.
<keyAlgorithm name="RSA15" />
</add>
</binarySecurityTokenManager=
<securityTokenManager=>
<add localName="Encryptedkey"
type="Microsoft.Web.Servi urity. Tok X
Version=3.0.0.0, Culture=neutral, PublicKeyToken=31BF3856AD364E35"
“http:, 1 =
<keyAlgorithm name="AES128"/>
</add>
</securityTokenManager=
<cryptography=>
<encryptionFormatters>
ttp://www.w3.0rg/2001/04/xmlenctaes128-che”
ft.Web. Servi urit ES1: P >
ttp://www.w3.0rg/2001/04/xmlenctirsa-1_5"
urity

k le-1.0#X509v3">

Microsoft.Web.Services3,

</encryptionFormatters>
</cryptography>
<x509 allowTestRoot="true" storeLocation="CurrentUser" />
</security>

WS-Security — Install Demo
Certs on Windows

+ Assuming you have V5 2005 Pro
v  Goto:
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Generate Public Keys

= We need public keys to use on the Jboss
side of the Web Service conversation

= Under “Certificates — Current User”
v" Open the Personal Folder
- Choose Certificates
v Select the WSE2QuickStartClient certificate
v Right mouse click and choose “All Tasks” menu item
v' Choose “Export...” menu Item
v Select “Do not export private key”
v Choose base64
v Give it at file name (publicKeyFile)
v

It will export the file name to your “Documents”
folder. File will be called publicKeyFile.cer.

v 297?
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WS-Security Demo
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