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Name: Naveen Joy 

• 17+ years in IT 

• IT Operations (Networking & Sys Admin)  - 15 yrs 

• Development/ Python hacking -  2+ yrs 
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•How many are new to 
OpenStack networking 
(Quantum) ? 

•How many are experts in 
Quantum? 
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THE MOST DESIRABLE 

ELASTIC  SCALING 

APIs FOR PROGRAMMABILITY 

REDUCED COMPLEXITY 

CONSISTENT POLICIES 

   CLOUD NETWORK FEATURES 

HIGH AVAILABILITY 
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What does the conceptual network 
architecture for a cloud look like?  

 

Is it possible to transform my current 
network while preserving my existing 
investment? 

 

How can I implement Networking as a 
Service reliably using OpenStack 
Quantum? 
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It’s about 

• Simplification – hiding unnecessary details 

• Defining two roles – client + implementer 

• Implementers can change without causing any 
changes in the client code 

Network abstraction enables programmability 

Client API Implementer 
 GENERAL 

 Abstraction  

   MODEL 

Quantum 

Client 

Quantum 

APIs 

Quantum  

Plugins 
Quantum’s  

     Model 
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tip of the iceberg

Network 

id:uuid-str 

name:string 

admin_state_up:bool 

status:string 

subnets:list(uuid-str) 

shared: bool 

tenant_id:uuid-str 

Subnet 

id:uuid-str 

network_id:uuid-str 

name:string 

ip_version:int 

cidr:string 

gateway_ip: string 

dns_nameservers:list(str) 

allocation_pools:list(dict) 

host_routes:list(dict) 

enable_dhcp: bool 

tenant_id:uuid-str Port 

id:uuid-str 

network_id:uuid-str 

name:string 

admin_state_up:bool 

status:string 

mac_address:string 

fixed_ips: list(dict) 

device_id:string 

device_owner: string 

tenant_id:uuid-str 

* 1 

* 

1 

1 

* 
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Client/Business Applications 

API API API API 

  Quantum 

   Network  

    Service  

      layer 

L2 (Folsom) 

L3 (Folsom) 

Firewall (in-progress) 

Load Balancer(Grizzly) 

Network Abstraction 

VPN (in-progress) Other Services 

Plugin 
DB 

[Network state] 

plugin – network  communication 

    Network 

Infrastructure 

      Layer 

Network Device 3 

Network Device n Network Device 2 

Network Device 1 
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Quantum 
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agent 
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Provides  

DHCP services 
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networks  

using dnsmasq 

 

RabbitMQ 

Provides  

L3 routing 

NAT (SNAT) 
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amqp 

Quantum 

API 

Server 

client 

App 
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middleware 
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Identity 

service 

Quantum 
OpenvSwitch 

plugin 

module 

DB 

API 

Extension 

modules 
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Provides  

Load Balancing 

Services to tenant 
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Queues 

Driver 

Driver 

Driver 

Driver 

amqp 
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Quantum Network (name = hosting) 

5.0.0.0/22 
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VM 

5.0.0.3 
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VM 
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gateway 

Router 
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VM 

5.0.0.4 

 

 

DHCP 

service 
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   Existing physical Router/L3 switch 

   provides gateway services to VMs 

         (Provider Managed Router) 

5.0.0.1 (VLAN 10) 

Compute  

   Nodes 

gateway 

Router 

Shared 

Quantum 

network 

mapped 

to an existing 

VLAN on OpenvSwitch 

Internet 
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Red Net 

(Vlan Red) 

5.1.1.0/24 

TenantA 

VM 

5.1.1.3 

 

TenantB 

VM 

5.2.2.3 

 

gateway 

Router 

 

TenantC

VM 

5.3.3.3 

 

               L3 Gateway 

         (Provider Managed) 

Compute 

   Nodes 

gateway 

Router 

Blue Net 

(Vlan Blue) 

5.2.2.0/24 

Green Net 

(Vlan Green) 

5.3.3.0/24 

DHCP 

Service 

5.1.1.2 

DHCP 

Service 

5.2.2.2 

DHCP 

Service 

5.3.3.2 

802.1q trunk to a network gateway 

Quantum networks mapped to existing vlans 

Internet 

5.1.1.1 

5.2.2.1 

5.3.3.1 
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gatewa

y 

Router 

   Physical Router/L3 switch 

   provides gateway services 

         (Provider Managed) 

Compute 

    Nodes 

gateway 

Router 

  private 

  tenant  

  created 

 network 

802.1q trunk to an external gateway 

Red Net 

5.1.1.0/24 

TenantA 

VM 

10.1.1.1 

5.1.1.3 
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VM 
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(Has scalability and availability issues in Folsom) 

gateway 

Router 
        Physical Router/L3 switch 

   provides gateway services to the  

          virtual network layer  

            (Provider Managed) 

gateway 

Router 

     Provider 

    Managed 

(shared routers 

   and subnets) 

External Network [L3 uplink] 

20.1.1.0/24  

Tenant1 

VM 
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vRouter2 vRouter3 

Tenant1 net 

10.1.1.0/24 

Tenant2 net  
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Tenant3 net 
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Tenant1 net 
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network 

  node 

Internet 
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Internet 

Gateway 

Router 

Default  VPC 

200.1.1.0/24 

Internet 

Tenant A 

Instance1 

200.1.1.1/24 

Tenant B 

Instance1 

200.1.1.2/24 

Short Answer: They are similar.  

Key Idea: Networking is abstracted from tenants 
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Has scalability and availability issues in Folsom
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Internet 

Gateway 

Tenant 

Router 

VPC for tenant A  

10.1.1.0/24 (tenant assigned IP network) 
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1 

10.1.1.2/24 

Tenant has control over networking 

     - Network isolation, subnets, elastic IPs  and routing 
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• How many networks do we need for deploying Quantum? 
Traffic generated by OpenStack components 

AMQP and MySQL traffic, Nova to Quantum API calls etc. 

Cloud Management traffic   

ssh, monitoring, logging, puppet/chef  etc. 

 

Application Traffic between VMs 

via overlay tunnels or vlans 

 

VM communication with the Internet, floating IPs 

 

Traffic generated by tenants interacting directly with Quantum API 

Management network 

Data network 

API network 

External network 
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Load Balancer 

Front end protocol 

       e.g. SSL 

Pool 
   Pool Members 

  (e.g. Instances)  

Back end protocol 

       e.g. HTTP 

Health 

Monitor 
ping/TCP/http/https 

Tenant 

VIP 

App App App 
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(available in Grizzly) 

VM1 

gateway 

Router 

        Physical Router/L3 switch 

   provides gateway services to the  

          virtual network layer  

            (Provider Managed) 

gateway 

Router 

vRouter 

Coke 

vRouter 

Pepsi 

 Web  Tier  

10.1.1.0/24 

External Network [L3 uplink] 

App Tier 
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Tenant2 net1 

10.1.2.0/24 
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Tenant3 net 
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VM 
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These three features are mandatory! 

•   Design to handle failures 

•  Loosely couple your components 

•  Implement elasticity 
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• Quantum is evolving 
• Production deployment and operations is hard 

• Plugins must be architected for the cloud  

• Be aware of L3 scalability and reliability issues in 
Folsom 

• Start slowly and do your research 
• Environments and requirements differ 

e.g. Start off with the basic networking model shown in this deck  

• Document your work 

• Contribute to the community     
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