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Introduction

The AlienVault Professional SIEM®© is a family of Security Information and Event Management
solution (SIEM) products. SIEM products are designed to provide a framework for control of
information security infrastructures. The AlienVault Professional SIEM achieves these goals by
integrating an unlimited range of security and network tools into a single management interface.

The AlienVault professional SIEM is based on the Open Source Security Information Management
tool (OSSIM), created and developed by AlienVault. This document describes the AlienVault
profession SIEM version which includes OSSIM functionality as well as enterprise-level performance,
reliability, forensics, reporting, contextual correlation, quality assurance, scalability and support.

The Technology

AlienVault Professional SIEM technology offers advanced intelligence capable of synthesizing the
underlying risks associated with complex distributed attacks on large networks. The system
considers the context of each threat and the importance of the assets involved, evaluates situational
risk, discovers network inventory and distinguishes actual threats from the thousands of false
positives that are produced each day in every network.

The AlienVault Professional SIEM features:
e Compliance automation
o Low level real-time detection of threats and anomalous activity
o Network, host and policy auditing
e Contextual network behavior analysis
Forensic log management
Risk-oriented security analysis
Executive and technical reports
Scalable high-performance architecture
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Architecture
Components

In order to integrate and analyze the information generated by every type of application or device,
the AlienVault Professional SIEM supports a distributed architecture organized in four components as
shown below:

Qi Juniper’

nnnnnn

A Ay
O [’[ [

e
cisco

McAfee’

AlienVault Professional SIEM ships as a family of appliances optimized to enable efficient deployment
and expansion of any size, from single-appliance implementations to distributed deployments of
unlimited scale.

Sensors

AlienVault Sensors have been designed for managing security. Each Sensor collects a wide range of
information about its local environment, processes this information and coordinates detection and
response with the rest of the distributed AlienVault deployment. An individual AlienVault Sensor
compiles an arsenal of security technology into a single device: the combined effect of numerous
detection and control points being global visibility and compliance management available to
operations and executive staff.

AlienVault Sensors are installed on network segments and remote locations, inspect all traffic, detect

attacks through various methods and collect information on attack context without affecting
network performance.
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AlienVault sensors utilize more than ten expert systems that identify attacks along five different axes:
e Intrusion Detection
e Anomaly Detection
e Vulnerability Detection
e Discovery, Learning and Network Profiling
e Inventory Management

AlienVault’s technology locates both known and unknown attacks in near-real time by way of the
Learning Engine and Anomaly Detection intelligence built into the products.

Vulnerability Detection systems discover and identify latent network threats and can correct them
before an attack occurs. This information, stored by the Management Server, is of vital importance
when an attack is in progress. Prior knowledge of vulnerabilities in systems is critical when assessing
the risk associated with an attack, prioritizing, alerting, and launching countermeasures.

The network information gathered by AlienVault Sensors provides detailed status in near real-time
regarding network usage of each host and stores this data for analysis. Every AlienVault deployment
automatically creates a highly detailed usage profile of each element on the network it is monitoring.

Collectors

AlienVault Collectors gather the events generated by the AlienVault Sensors and any external system.
Collectors classify and normalize the events before sending them to the AlienVault SIEM and Logger.
In order to support the maximum possible number of applications and devices, collectors use Data
Source Connectors (also called Collection Plugins):

e Each Connector defines how events generated by each device will be collected and
normalized

e Connectors can be configured using a simple configuration file and regular expressions
to define the format of each type of event

e The Collector component can be deployed as a standalone system or included in the
Sensor or SIEM appliance, depending on the performance need
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SIEM

The SIEM component provides the system with Security Intelligence and Data Mining capacities,
featuring:

e Risk Assessment

e Correlation

e Risk Metrics

e Vulnerability Scanning
e Data Mining

e Real-Time Monitoring

The AlienVault SIEM component uses an SQL database which stores normalized information, allowing
strong analysis and data mining capabilities. AlienVault Professional SIEM is tuned for high
performance and scalability of many million events per day.

Logger

The Logger component stores events in raw format in a forensically secure appliance. Events are
digitally signed and stored ensuring their admissibility as evidence in a court of law. The logger
component allows storage of an unlimited number of events for forensic purposes.

Logger should be deployed in a fashion that ensures optimal “Chain of Custody” management, and is
capable of supporting encrypted communications from the originating device where that device
supports the ability. The OpenVPN client is included with AlienVault Logger can can be used to
create a secure channel for events from host sources.

Scalability and Performance
Distributed Topologies and Load Balancing

For large, distributed networks, multiple SIEM, Sensor, Collector and Logger components can be
deployed without limit. The AlienVault Professional SIEM architecture supports fully customizable,
multi-hierarchical, multi-tenanted deployments such that data from hundreds of thousands of
workstations can be easily monitored and synthesized.

Responsibility for analysis and storage of information can be assigned to different nodes which

report up to a central system that in turn provides a global view of enterprise information risk at any
given moment from a single console.
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AlienVault Professional SIEM allows for both horizontal and vertical load distribution. This
architectural flexibility also enables highly customizable and scalable management scenarios.

e Horizontal distribution of security information is useful for high performance and high
availability configurations
e Vertical distribution will allow different levels of abstraction and reporting

For example, groups of management servers may be organized to create multiple hierarchies of
management servers. This sort of architecture facilitates monitoring of large, distributed networks
and makes it possible to create various levels of correlation and storage.

Each of these hierarchies can then be rolled up into a global view that serves as a central console
from which activity on any part of the network can be seen at any time, down to the smallest detail.

Performance

AlienVault Professional SIEM is capable of handling very large volumes of data. The engineering team
at AlienVault has structured the system architecture with multiple optimizations and load
distribution layers so that the AlienVault Professional SIEM now offers 30 times the performance of
OSSIM in each of its components.
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Component Performance per device
SIEM 5.000 EPS

Logger 15.000 EPS

Sensor 1 Gbps

Distributed deployments have been tested reaching the following performance levels:

Component Global Performance
SIEM 200.000 EPS

Logger 1.000.000 EPS
Sensor 100 Gbps

High Availability

The system offers high availability capabilities in all the components using the distributed and
balanced configurations as shown previously.

Active-active as well as active-passive configurations are possible using load balancing and heart-beat
HA configurations.

Role Management and Multi-Tenancy

With the AlienVault Professional SIEM, user permissions can be set based on the strong asset
management built into the product. The asset structure defines asset objects ranging from entire
companies to single IP addresses or group of hosts. This allows administrators to easily configure the
system using abstractions as well allowing a deep specificity of role management.

User role profiles are defined to provide three axes of permissions:

e Functionalities a user can access on the system
e Assets that are accessible for each type of functionality

This Role-Based management allows the separation of duties mandated by regulatory bodies, best
practices and industry standards. Managers are provided global visibility while technicians might only
have access to technical information for specific systems, for example.

This system of controls allows the AlienVault Professional SIEM to fit perfectly into MSSP

environments. Multiple customer environments with overlapping IP address spaces and strict
confidentiality requirements are easily and verifiably accommodated.
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Reporting

AlienVault Professional SIEM includes a powerful reporting system. Reports are generated based on
all the information collected and generated by the system including historical and real time data.

AlienVault ships with over 200 well-categorized reports (Availability, Security, Vulnerability Analysis
...) Which users can customize and duplicate to fir their particular environment. A sophisticated
Report Wizard makes ad-hoc creation of reports of any nature straight-forward while delivering the
granularity of detail and presentation values necessary to meet enterprise and MSSP needs. Reports
can be output in PDF, HTML, and Microsoft Word© format and delivered via email either by schedule
or manually.

Dashboards

Each user account holder in an AlienVault deployment can configure his or her own dashboard panel
through the web interface. Graphs or indicators that are of interest to the user and are within the
user’s permissions can be arranged to fit the needs of the environment.

P
»

A plugin-based system allows users to import and export different objects into the dashboard of each
user. The objects in the dashboard can be easily configured using a wizard that allows the following
content and more:

e Graphs and metrics from a SQL query

e HTML Content . .
"
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Predefined Reports

The system includes more than 200 of predefined reports classified into the following categories:
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o SIEM DB

o Logger DB

o Alarms
Incidents
Vulnerabilities
Availability
Network Statistics
Asset information and Inventory
Ticketing system
Network
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Custom Reports

Each user is able to create and save his or her own reports. Any or all of these reports may or may
not be shared with other users on the system at the user’s discretion. For example, a user can
choose to share a report only with users that belong to their department, to everyone in their
company, or to those monitoring the same assets in the corporation.

The report creation process is simple. The user will also be able to select the time period that will be
included in the report as well as the appearance of the report.
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Creating new report Designs

If the user needs to define subreports and a complete new report style it can be done with Jasper
Reports ETL reporting system included in AlienVault.

The reporting systems is Based in Jasper, an Open source report engine which generates reports
designed with iReport, displays them on screen or exports them in a final format like PDF,
OpenOffice, DOCX and many others.

AlienVault Professional SIEM includes JasperServer to provide: the functionality necessary to
manage, schedule, and run the reports; a repository to store all the report resources such as images,
fonts, data sources and much more; a security service to decide who can execute which report; and a
web services API to execute the reports from external applications (so you can generate reports from
any kind of environment, like PHP or .NET).

When you design a report using iReport you are creating a JRXML file, which is an XML document
that contains the definition of the report layout. The layout is completely designed in a visual way, so
you can ignore the real structure of the JRXML file. Before executing a report, the JRXML must be
compiled in a binary object called a Jasper file.

The reports life cycle is:

Report Design with iReports

Reports can be designed from scratch or from one of the many ready-to-use templates that are
available. iReport will assist designers during all the phases of the report development: JRXML
design, Jasper compilation, report execution, and document export or visualization. The figure below
shows the main user interface components of iReport.

e Create the report from AlienVault front-end
o Select the template
e Select Controls and Resources
e Assign the data source
e Define the query
. . ™
e Customize the report
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Scheduling

Reports can be scheduled so that they are generated automatically at a given time. Once the report
has been created, they can be sent to an email address or external repository.

3D Visualization

AlienVault has developed a number of 3D visualization tools, which it implements as specific projects
for SOC’s and MSSP’s.
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SIEM

Responding effectively and on a timely basis to threats requires the analysis of an enormous number
of events collected continuously. Without an automated tool to help enterprise find patterns, filter,
clean and analyze all the data that form the context of an attack, the task of protecting the
organization becomes exceedingly complex, time-consuming and resource intensive. The AlienVault
SIEM solution provides intelligence through continuous collection, correlation and analysis of events
from multiple data sources which it then analyzes and either prioritizes or rules out as a possible
attack.

Intelligence

AlienVault’s intelligence excels at complex situation analysis. Four levels of correlation combine with
near-real-time risk assessment for each event received provides a powerful engine for extracting
tactical and strategic information. The AlienVault correlation engine is able to track complex patterns
and includes in its analysis all the variables that define context. These include: vulnerability of
targeted asset; degree of anomaly in associated traffic over time; current and historical network
status; service availability; network inventory and topography; and value of the assets involved.

Attack Vulnerability Network Inveont . -
wCo«olmm Corrolation W

Falso Positivos

Discovering and tracking new patterns is fundamental to the task of identifying the distributed or
abstract attacks that classic detection systems miss. A number of powerful threat mitigation tactics
are made possible through the correlation of context data. For example, combining knowledge of
known vulnerabilities, inventory and asset value with network data allows for filtering out attacks
that will not affect a target, prioritizing attacks involving known-vulnerable service and for
monitoring the status of a network subject to a denial of service attack.

Risk Assessment

This understanding of context information allows the AlienVault Professional SIEM to maintain a
highly accurate risk assessment. Decisions made concerning immediate threats must always be
performed on the basis of thorough analysis of risk parameters such as the asset value at risk, the
nature and degree of the threat to which it is subjected and the reliability of the data used to identify
the attack. Risk assessments performed to this level allow for differentiation between

an attack on a critical system and one targeting a development system. [
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Correlation

AlienVault Professional SIEM includes a powerful correlation engine which performs analysis of
billions of events. The purpose of the correlation engine is to reduce this torrent of information into
a manageable number of actual incidents that require human operators, and to offer detailed
information on those to the operator.

In the process of performing their function, IDS and other security devices create an enormous
volume of false-positive indicators. With today’s 7x24 threat landscape, it is impossible for any
human operator to manually react to each of these, therefore real compromises are overlooked.

AlienVault correlation directives check these events by looking for evidence to verify if they are real
or not. By default we give a low value to the “Reliability” parameter of most events, which will only
grow as far as the checks within the correlation engine produce positive results.

After a possible Trojan or exploit attempt, for example, a correlation directive will check if an attack
response signature is produced by the attacked host. It will also check if the channel persists in terms
of time or transmitted data and if the attacked machine behaves anomalously during the following
hours. As each of these checks becomes positive the system’s awareness that it is dealing with a real
attack is increased. At configurable thresholds, the system creates an Alarm and presents the
human operator with the details of the incident.

AlienVault Professional SIEM uses three forms of correlation. Correlation directives are executed
using Logical Correlation. Inventory Correlation and Cross Correlation are also very efficient false-
positive killers on the data landscape. These three methods are described below.

Logical correlation

The primary purpose of Logical Correlation is to determine if a security event is accurate or whether
it is a false positive. Of millions of events a day on an average network almost all of them will be false
positives.

AlienVault’s Logical Correlation engine features:

e Hybrid source, accepting both pattern input from detectors and indicator input from
monitors

e Recursive architecture: the output of the correlation process is events which are correlated
again by other Correlation Directives

e Hierarchical distributed architecture: define n levels of correlation in a distributed topology

e Flexible object-oriented and time range definitions for each directive stage

e Implemented by Correlation Directives which implement a tree of logical condition nodes

The system includes more than 500 preset Correlation Directives. A Daily Feed from AlienVault’s
Vulnerability Research Team updates directives with intelligence on current attacks.

User-defined Correlation Directives are easily created using the interface, either by
duplicating and modifying existing Directives or from scratch based on live context . -
from the installed environment.
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Cross-correlation

Cross Correlation allows AlienVault to prioritize or deprioritize events for which targets are or are not
vulnerable to by correlating information from Detectors and Vulnerability Scanners.

Inventory correlation

AlienVault’s Inventory Correlation checks if the attacked machine uses the OS and/or service for
which the attack is designed. Where an attacked machine uses the OS or service it can be confirmed
that a risk exists, if not it can be confirmed that the event is a false positive.

Daily Feed Subscription

The AlienVault Professional Feed helps your organization stay up to date with the latest enterprise
threats through the expertise of the AlienVault VRT (Vulnerability Research Team), a group of
security experts that analyze and respond to the latest trends in risk.

Subscribers to the Professional Feed receive immediate access to:

e Certified Correlation Rules: The newest certified directives as soon as they are released.

e Predefined Policies: Each designed to address requirements common to numerous enterprise
scenarios

e Compliance Requirements: Intelligence that facilitates compliance with PCl, ISO 27001 and
other regulatory processes

e Cross Correlation and Inventory Correlation updates

e Priority and Reliability updates for new and old plug-ins

e Feed Support: Answers to your question quickly and easily

Real Time Policy Manager

Using policies in AlienVault Professional SIEM it is possible to easily tune system behavior and create
exceptions appropriate to a given environment. Operators are able, for any specific event, to:

e Calculate arisk for the event

e Correlate the event

e Forward the event to another server

e Execute an action (send an e-mail, run a command,...)
e Store the event

For example, the system can be configured so certain events will only be stored for a given time and
so other events will have greater importance when they occur in relation to a specific machine.
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Collection

AlienVault SIEM collects and analyzes logs coming from AlienVault Sensors or from any number or
type of network devices such as firewalls, IPS, routers and switches, operating systems or
applications.

Distributed hierarchical collection architectures can be deployed such that data from hundreds of
thousands of workstations can be easily monitored and synthesized. Responsibility for analysis and
storage of information can be assigned to different nodes which report up to a central system, which
in turn provides a global view of enterprise information risk at any given moment.

Methods

The system can collect events using one of the following methods:
e Syslog and Syslog-ng

e SNMPv2 and SNMPv3

e Opsec

e HTTP

e SQL, ODBC

o WMI

e FTP, SFTP

e Socket Unix

e Plainlog

e SSH

e Rsync

e Samba

e NFS

e SDEE, RDEP

e OPSEC, CPMI

m-

The modularity of the system allows for easy implementation of any other collection
method.
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Data Source Connectors / Collection Plugins

AlienVault includes over 3,200 Connectors that allow the collection of information from different
data sources including a broad number of operating systems, devices and applications.

The most recently updated list of supported devices and applications can be found at the following
URL:

http://www.alienvault.com/community.php?section=Plugins

If you cannot find your device or application on the list, contact AlienVault to determine if it has
already been created. Plugins can be easily created by the user, and AlienVault and the open source
community continually add more.

Custom Collection

Custom-defined logs can be easily collected by creating new Connectors using a simple language. The
creation of Connector requires a simple technical knowledge of the event format to create the
normalization patterns necessary to process the new logs.

Analysis

Forensic Analysis

Information collected by the Management Server is stored securely and may be consulted to
determine how a given system, device or other asset has been used, by whom, and when.

The analysis capabilities allow the operator to easily drill down and narrow the search of a pattern by
choosing the predefined security analysis search filters.
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Drill-Down Analysis

The system provides a robust ability to drill-down from higher level information to a more detailed
and specific view of an event.

Every piece of information about an incident is linked, allowing immediate and unlimited drill-down.
The right button allows access from any screen of the system to all the information gathered by the
system for an asset, including:

e Events, Alarms
e Incidents and related tickets
e Knowledge based information
e Vulnerabilities
e Asset information such as:
o Inventory
o Network
o Profile information
o Availability
o Resource utilization
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Risk Oriented Analysis

The AlienVault Professional SIEM calculates the risk of each of the billions of event it collects and
reports that risk associated with the target asset value, the probability of the risk being realized and
the impact value of the risk. The entire process is driven by this risk assessment: triggering automatic
responses; alarm reporting; and the aggregate risk status of networks. The effectiveness of
administration, tuning and forensic procedures performed with the system are enhanced by this
holistic risk assessment process. .

[ ]
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Alarms

The alarms panel shows the important events which have happened in the last day. Here is where
the magic happens, reporting a maximum of a dozen alarms from millions of collected events.
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Search Capacities

Strong search capacities are offered by the system allowing complex queries.
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Automatic Analysis

AlienVault includes specialized security analysis tools in sandboxes which allow decompiling malware
and shell code attacks.
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Real Time Analysis

The real-time panel shows the events in real time as they are received by the system. A filter allows
focusing on specific data sources.
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Incident Management

AlienVault Professional SIEM includes an Incident Manager which controls the assignment of all the
actions resulting from security events. It includes also a Knowledge Database in which all the
information learnt from previous incidents as well as remediation procedures can be stored and
referenced in order to “learn from the past”.

Ticket System

The Ticket System allows the creation of tickets from most of the AlienVault reporting tools such as
the Alarm Panel, the Forensic Console or the Risk Dashboard.

Each ticket shows a Person in charge, Status, Actions to be taken and tracks the workflow from the
creation of the ticket to the final resolution.

All tickets are stored in the Database and a search tool allows filtering them. It is also possible to
report on incident trends and implement Metrics to measure the situation at the present moment
and track the evolution over time.
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Knowledge Base

The knowledge base allows storing and linking with the ticket system:
e Procedures
e Technical documents
e Maps, images, etc
e Threat Information

The database provides the following linking capabilities:

e Assets

e Tickets

e Images

e Users

e Keywords

Asset Management
Asset Structure

The AlienVault Professional SIEM allows for the creation of complex asset hierarchies to describe the
structure of a company as a tree with different levels:

e Company

e Departments

e Network Group

e Network

e Host Group

e |P’s

action desired whether it is report visualization, policy implementation or permission

These asset objects can be used in any part of the system to easily define the range of . .
[
definition.
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Automated Asset Inventory

Inventory information is a basic source used by the system to implement security intelligence.
AlienVault Professional SIEM has a strong inventory capability using a variety of techniques and
methods, including:

Network Scanning Inventory
Passive Sensor Inventory
Agent based Inventory
Network Auto Discovery

The Inventory Database is maintained with an intelligent policy which factors in the data obtained by
any of the previous methods and the reliability of this data.
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Network Scanning Inventory
AlienVault Professional SIEM includes an integrated Nmap scanner which allows for rapid
inventorying of a broad network. For each asset this inventory includes:

* Type of network equipment o
e Open ports

i i Wt -rwysab-pert
* Services running e

e Operating system

!

i

Network inventory scanners allow auto discovery of
systems in with low impact but with low detail and less
than 100% reliability.
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Passive Inventory

A number of passive sniffing tools are implemented in the AlienVault Sensor to automatically
discover and create an out-of-the-box inventory without the need of human intervention. These
techniques allow AlienVault to inventory:

¢ Netbios Names

¢ Physical Address
e Services running
e Operating system
e Users

e etc...

Passive inventory tools integrated with the AlienVault Professional SIEM such as prads, pOf, pads,
arpwatch, and ntop allow auto discovery of systems in stealth mode but with a low detail and not
100% reliability.

Agent-Based Inventory

The OCS agent included with the AlienVault Professional SIEM keeps track of hardware and software
configurations of each of the computers on the network. This requires deploying a local agent to
control the servers and is therefore typically used to serve very specific needs. OCS runs on most
common operating systems such as Unix, Linux, Mac, and Windows.

Agent-based Inventory provides a great deal of detail regarding the hardware and software inventory
with complete reliability.

Network Discovery

AlienVault Professional SIEM provides automated network topology discovery, creating an accurate
inventory of network infrastructure and connectivity.

AlienVault Professional SIEM uses Nedi to recursively scan all network devices to determine where a
host is connected, allowing the system to learn the hierarchical topology of the network. The system
connects to network elements by snmp / telnet and downloads all equipment options and
configurations (if it can connect by telnet / ssh).
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Asset Topology Maps

Topology Maps can be uploaded and/or linked and can show security metrics offering high level
visibility and abstraction as well as the capability to drill down through the topology.
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Availability and Resource Monitoring

AlienVault Professional SIEM includes Nagios availability-monitor which is capable of checking,
displaying and reporting on host and network availability status. This functionality provides
monitoring, reporting and historical trending of:

e Host Availability
e Service Availability
e Service Level
e System Resource utilization:
o CPU
o Memory
o Network interfaces
o Disk
o Services running
o Operating System metrics
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Active Directory and LDAP scanners included with the AlienVault system allow retrieval of
information regarding:

e Users and groups
e Organization tree structure
e Permissions

The WMI scanner allows retrieval of information regarding:

Software installed

Services and processes running
Hardware configurations

Users and groups

AlienVault Professional SIEM can use this information for security intelligence analysis, correlation,
triggering alarms, and creating reports.

Monitoring methods include: SNMP (v1, v2, v3); WMI; LDAP; Active Directory and ADSI.

Custom MIB configuration, MIB walk, SNMP v1, v2 and v3 MIBS and Traps are supported.
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Network Profiling

The network profiling system embedded in AlienVault Professional SIEM (ntop) clasiffies assets
including an automatic profile for each system.

This profiling system can listen directly from the &5
network or can be configured to receive flows.

i
t

The information learned by the system for each IP
address includes:
e |dentification: IP, MAC, Netbios,
usernames
e Time Usage o =
e Service usage profile e e
e Service profile as a server
e Typical destinations
e Current connections
° Throughput i — L — -
e Bandwidth history for each protocol 4 <

;«;Hui,”

ii
3
3

Configuration Management

The system has the ability to collect device : :
configurations and any detect changes in e E i
them. For this task, the solution uses different i = : s
applications to collect from devices:

AslEREERRRE GG

“H

System Configuration

Using agents (OSSEC) installed on the computers
allows the collection and detection of changes in configurations and files (as well as endpoint security
detection capacities as shown in the HIDS/ Endpoint Security section).

The inventory agent (OCS) allows very detailed information retrieval from systems including:
e Software
e Parches
e Hardware
e Registry configuration

Network Device Configuration
AlienVault Professional SIEM performs Network Discovery (using Nedi & Rancid) that automatically
collects configuration from network devices without the need of installing agents.

Organization Policy and Compliance

The audit capacities in the AlienVault Professional SIEM allow enterprise to define policies for
software and configuration compliance. Any change or non-compliant system

discovered will be immediately reported. . »
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Configuration Analysis
All of the configuration information stored in the AlienVault Asset database is accessible from any
screen of the AlienVault console with a simple right button click.

Change Detection and Alerting
AlienVault Professional SIEM allows for the creation of policies to detect the changes to network
assets allowing monitoring, reporting and alerting of these changes in a wide range of formats.

Logger

Unlimited Storage

The AlienVault Logger provides the capacity and security to store large volumes of data while

ensuring its admissibility as evidence in a court of law. The Logger provides an additional database to
the AlienVault infrastructure specifically geared for massive, long-term forensic archiving.
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The AlienVault SIEM database is designed for the rapid and versatile analysis required for attack
detection and response. The AlienVault Logger database collects data in its native format, digitally

signs and time-stamps the data, and securely stores the raw format, preserving data integrity.

There is no limit to the amount data that may be stored. The solution supports versatile queries of
terabytes of data from multiple devices over spans of years, and provides detailed storage reports.

Events are stored encrypted and compressed in the Logger with a compression capability of 10:1.

Logger can be configured to store information in any NAS or SAN system.
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Legal Integrity

AlienVault Logger stores information according to strict standards of the security market so the
events collected by the system can be used as forensic evidence in court. Digital signature as well as
encryption can be generated with the highest level encryption keys.

Data transport can further be forensically secured by implementing encrypted tunnels between the
Logger appliance and the event source. AlienVault Logger supports most common encryption
schemes and includes the OpenVPN client for use on network hosts.

Compliance Automation

AlienVault Professional SIEM includes a Compliance Module that helps companies monitor and
report on the controls implemented in accordance with regulatory compliance issues. The system
automates and facilitates corporate governance and risk analysis, significantly reducing the time, cost
and resources typically committed to compiling reports and responding to audits.

The automated risk management model implemented in the Compliance Module offers a
customizable set of Risk Analysis, Audit and Reporting features which combine to provide a unique
solution which: identifies compliance risks; monitors and verifies conformity; and reports cases of
non-compliance.

The Compliance Module correlates current information security legislation and legal precedents with
technical controls, effectively converting the legal and regulatory requirements associated with
international security standards such as ISO 2700x, PCI DSS and SOX (among others) into technical
controls that are automatically and continuously monitored. All of this occurs through a standard
framework that provides significant operational savings, improvements in control of the business,
and reduction of response times to incidents. The Compliance module provides great flexibility to
adapt to new requirements as they arise.
H-
Custom Compliance

The AlienVault compliance framework is implemented around Business intelligence
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(BI) software bricks which provide efficient compliance information acquisition, normalization and
processing.

e Report designer provides enterprises specifically crafted reports, forms and contents

e BI ETL (Extract, Transform, Load) provides data acquisition and consolidation in order to aggregate
multiple compliance information source typologies

e Report generation processing, repository and visualization (Adobe, Word, Excel, HTML ...)

e Management interface which natively supports spreadsheet import/export to manage human-
generated document s such as security audits, risk analysis, compliance audits, security controls
implementation status ...

There are virtually no restrictions on the manner which the metrics and indicators can be presented
and formalized for each compliance regime:

e General I.T. governance compliance such as 1ISO2700x family
e Regulation compliance such as PCI, Sox...
e Enterprise’s internal specific I.S. Security policy compliance
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Real-Time and On-Demand Reporting

Real-time compliance metrics and indicators are generated through a mapping between AlienVault
correlation rules (i.e. AlienVault alarms) and compliance information. The objective is to identify
which compliance security measures/controls are not fully implemented in the context of network
activity.

As well, on-demand reporting provides direct information to drive security control implementation
efforts through topological graphs and visibility into network trends.

Copyright AlienVault LLC, 2010 — alienvault.com — info@alienvault.com - +1 408 465-9989




_
=" olienvault

creators of ossim

Situational Awareness

The understanding of environmental elements involved in an attack is the key to AlienVault’s ability
to build the intelligence necessary for dramatic false positive reduction, accurate prioritization of
incidents and detailed illustration of complex attacks.

The AlienVault Sensor includes a number of monitors providing situational awareness information in
real time. This information from each Sensor constantly feeds the asset information databases and
maintains historical information for incident and forensic analysis.

Network Profiling

The network information gathered by AlienVault Sensors also provides detailed information in near
real-time about network usage for each network host and collects this data for analysis. The system
automatically creates a highly detailed usage profile of each element on the network.

Bandwidth and Flow Monitoring

The Flow monitor can create flows which listen to the network and which can process flows from
external devices. The system creates a searchable bandwidth database in which it searches for any
origin / destination and port usage. Profiles can be configured to apply to different server and device
types. The system can accepts Netflow, C-Flow, S-Flow, J-Flow formats.

Network Behavour Anomalies can be detected using flow information as explained in the Anomaly
Detection section in the Detection chapter.
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Inventory Monitoring

AlienVault Professional SIEM includes a powerful set of tools to automatically create and manage the
inventory database used as foundational information for reducing false positives.

Detailed information about this is provided in the Asset Automatic Inventory section from the SIEM
Chapter.

Availability and Resource Monitoring

Availability and resource information is used as basic information for the correlation process.

Detailed information about this is provided by the Nagios monitor as described in the Asset
Management section from the SIEM Chapter.

Detection

AlienVault Professional SIEM includes in the Sensor a number of detecting technologies which
provide information to the SIEM engine.

Intrusion Detection and Prevention (IDS and IPS)

AlienVault Sensors include Snort, the most widely used intrusion detection featuring:

e Thousands of pattern attacks
e High performance analysis up to 10Gpbs
e Daily signature update with the Subscription Feed

Snort can be implemented offline, as a sensor or inline as an IPS, stopping in real-time the selected
attacks.

Anomaly Detectors, NBA

Anomaly Detection provides a point of view that is both different from and complementary to
pattern detection. The AlienVault Professional SIEM learns by itself what normal network behavior is
and will create alarms when behavior statistically deviates beyond normal bounds.

This technique provides a solution for access control of privileged users, as in insider attacks. No
policy may be violated and no exploits carried out, yet an anomaly in the use and manner of use of a
service can trigger the same alarm as an active exploit.

Some examples where anomaly detectors are effective:

Zero-Day attacks for which there are no signatures often produce an obvious anomaly yet circumvent
pattern detection systems.

| B
Worms that have been introduced into the organization, malware, a spamming attack,
and even the use of P2P programs would generate a number of anomalous
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connections that are simple to detect.
AlienVault Professional SIEM can likewise detect:

e Use of services that is abnormal in origin and destination

e Use at abnormal times

e Excess use of traffic or connections

e Changes in a machine’s operating system, IP or MAC address, availability or services

Host Security / Endpoint Security

The HIDS Endpoint Security Agent (OSSEC) included with the AlienVault Professional SIEM can be
installed on hosts allowing host IDS detection and endpoint security policy implementation through a
range of detection techniques:

Log Analysis:

e Windows Event Logs

e File Integrity and access

e Registry Integrity and changes
e Active Responses

The system can deploy policies and detection rules for:

e Detecting Malware

¢ Monitoring Windows Internal files (OS) for changes
e Monitoring Registry Keys

e Monitoring process/services creation

e Detection of malware/spyware registry altering

e Detection of weak or suspicious ones configurations

Monitoring of processes:
e Hidden processes
e Hidden services
e Hidden files
e Hidden registry keys
e Hidden drivers
e Drivers hooking SSDT
e Drivers hooking IDT
e Drivers hooking IRP calls
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Detection of potential entry points for malware infection, for example:

External Drives (USB Disk Plugs)

Acrobat Reader with Javascript enabled (Policy check)
Internet Explorer Zone entries for ActiveX (Policy Check)
Vulnerabilities on Office, Acrobat, Flash, Internet Explorer

Audit

Vulnerability detection systems discover and identify latent network threats and can correct them
before an attack occurs. This information, stored by the AlienVault Management Server, is of vital
importance when an attack is in progress. Prior knowledge of vulnerabilities in systems is critical
when assessing the risk associated with an attack, prioritizing the incident, alerting, and launching
countermeasures.

Vulnerability Assessment

AlienVault integrates vulnerability scanning technologies including Nessus and Openvas to perform
and centralize scans and keep the vulnerability database current. Vulnerability assessment
management tools include the ability to:

Run scheduled scans automatically

Distribute scans though multiple Sensors and aggregate the results into a single report
Configure historical report storage

Define profiles so different types of scan can be run based on severity or services
Cross reference the Threat Database using common IDs such as CVE

Perform False Positive management

As each vulnerability is discovered, more information is added to the Vulnerability database resulting
in increasingly rich reporting and detection. Possible solutions to each detected vulnerability are
provided to the system operators.
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Job Management

Scanning jobs can be scheduled with the Job Manager, which allows:
e Easy profile creation though Families, Categories, or specific plugin configuration
e User and Role Management of scanning and reporting visualization
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The Open Source Vulnerability Database (OSVDB) vulnerability database is integrated
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into AlienVault Professional SIEM and can be consulted from the management interface. This allows
users to do searches and link results to incidents already opened or to the knowledge database. The
correlation engine uses data stored in this database to identify vulnerable assets allowing for the
automatic calculation of risk associated with an event.
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The AlienVault Professional SIEM provides the rich set of functionality and heterogeneous support
that enterprises, governments and Service Providers on six continents trust to manage their security
infrastructures. In the words of Andrew Hay, Senior Analyst at The 451 Group:

“The AlienVault Professional SIEM product combines the breadth
and flexibility of Open Source software with the features and
functionality present in any of AlienVault's competition."

As the most widely-deployed SIEM in the world, AlienVault is able to provide the evolving solutions
necessary to address the escalating challenge of integrated security management.
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