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MANAGING DAILY SECURITY OPERATIONS 
WITH LEAN AND KANBAN 
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•  Discuss	
  Lean	
  &	
  Applicability	
  
•  Reveal	
  Challenges	
  with	
  the	
  Volume	
  of	
  Work	
  
•  Show	
  Kanban	
  and	
  why	
  it	
  works	
  
•  Drink	
  and	
  be	
  Merry	
  

AGENDA AND OBJECTIVES 
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HOW IS AN IT/IS PERSON’S 
DAY PRIORITIZED TODAY? 
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1: THE BIGGEST FIRE 
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2: THE LOUDEST EXECUTIVE 
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•  To	
  the	
  hamster	
  wheel	
  of	
  pain	
  and	
  suffering!	
  

WHERE DOES THIS LEAD US? 
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•  We	
  get	
  dumped	
  on	
  by	
  everyone	
  
•  Our	
  work	
  is	
  always	
  late	
  
•  We	
  someMmes	
  make	
  promises	
  that	
  	
  
we	
  can’t	
  deliver	
  on	
  

•  We	
  defer	
  work	
  that	
  we	
  shouldn’t	
  
•  No	
  one	
  takes	
  ‘no’	
  for	
  an	
  answer	
  
•  We	
  act	
  before	
  understanding	
  the	
  business	
  
•  Business	
  is	
  dissaMsfied	
  with	
  our	
  work	
  

The Familiar Problem 
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THERE MUST BE A BETTER 
WAY… 
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•  Who	
  here	
  is	
  an	
  MBA?	
  
•  You’ve	
  probably	
  read	
  this!	
  
•  Introduces	
  Theory	
  of	
  	
  
Constraints	
  

THE GOAL, DR. ELIYAHU M. GOLDRATT 



#RSAC 

•  Concepts	
  that	
  drive	
  physical	
  factories	
  can	
  drive	
  IT/IS	
  work	
  
–  Lean	
  producMon	
  in	
  factories	
  can	
  teach	
  us	
  quite	
  a	
  bit	
  about	
  
systems	
  and	
  types	
  of	
  work	
  

–  Physical	
  or	
  digital,	
  the	
  concepts	
  apply	
  universally	
  
•  We	
  have	
  inputs,	
  WIP,	
  and	
  outputs	
  

–  Some	
  of	
  our	
  inputs	
  and	
  outputs	
  may	
  not	
  be	
  tangible	
  (unless	
  
printed)	
  

•  What	
  is	
  WIP?	
  
–  Work	
  In	
  Process,	
  or	
  work	
  that	
  is	
  incomplete	
  
–  It	
  is	
  neither	
  raw	
  materials	
  nor	
  a	
  finished	
  product	
  
–  Ties	
  up	
  input	
  resources	
  and	
  prevents	
  useful	
  outputs	
  from	
  
flowing	
  through	
  

–  It’s	
  the	
  gunk	
  in	
  the	
  IT/IS	
  machine!	
  

IT SECURITY IS AN ELECTRONIC FACTORY 
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•  Lean	
  is	
  a	
  system	
  that	
  does	
  two	
  things:	
  
–  Reduce	
  waste	
  
–  Improve	
  throughput	
  

•  Common	
  analogies:	
  
– Manufacturing	
  (plants)	
  
–  Supply	
  chain	
  

•  Key	
  differenMator:	
  
–  PULL	
  system	
  
–  VISUALIZED	
  work	
  

WHAT IS LEAN? 
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•  Understand	
  the	
  flow	
  of	
  work	
  
•  Always	
  seek	
  to	
  increase	
  flow	
  
•  Never	
  unconsciously	
  pass	
  defects	
  downstream	
  
•  Never	
  allow	
  local	
  opMmizaMon	
  to	
  cause	
  global	
  degradaMon	
  
•  Achieve	
  profound	
  understanding	
  of	
  the	
  system	
  

SYSTEMS THINKING 
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•  Inputs:	
  
–  Dev	
  project	
  reviews	
  
–  Prep	
  for	
  upcoming	
  audits	
  
–  Deploy	
  security	
  technologies	
  
–  Fix	
  audit	
  findings	
  
–  Migrate	
  from	
  virtual	
  to	
  cloud	
  
–  PrevenMve	
  projects	
  to	
  elevate	
  constraint	
  

•  WIP:	
  
–  Unfinished	
  projects	
  
–  Code	
  changes	
  prior	
  to	
  deploy	
  
–  Uncommided	
  changes	
  

WHAT IS WORK?  
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•  Outputs	
  
– Completed	
  projects	
  
– Services	
  running	
  
– Audits	
  complete	
  
– Completed	
  projects	
  
– Happy	
  customers	
  

WHAT IS WORK? (CONTINUED) 



#RSAC 

q Prepare	
  budget	
  presentaMon	
  for	
  exec	
  staff	
  
q Approve	
  change	
  35133	
  for	
  Order	
  Entry	
  applicaMon	
  
q Pull	
  log	
  files	
  for	
  PCI	
  assessors	
  
q Create	
  report	
  on	
  Microsoh	
  Super	
  Tuesday	
  
q Respond	
  audit	
  findings	
  for	
  SOX	
  audit	
  (OVERDUE)	
  
q Apply	
  firewall	
  rules	
  from	
  last	
  change	
  control	
  meeMngs	
  
q Review	
  due	
  diligence	
  report	
  from	
  cloud	
  vendor	
  
q Build	
  service	
  catalog	
  for	
  infosec	
  program	
  
q Research	
  that	
  new	
  web	
  adack	
  technique:	
  does	
  it	
  affect	
  
us?	
  

EXAMPLE: A TYPICAL TODO LIST 

But	
  wait….	
  
THERE’S	
  

MORE!!	
  (duh)	
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q Reach	
  out	
  to	
  new	
  internal	
  auditor	
  
q Think	
  about	
  unified	
  control	
  strategy	
  for	
  compliance	
  (3rd	
  

year	
  on	
  TODO	
  list)	
  
q Create	
  appointment	
  with	
  developer,	
  asking	
  to	
  stop	
  

avoiding	
  input	
  validaMon	
  (who	
  is	
  his	
  manager?)	
  
q Find	
  out	
  who	
  owns	
  server	
  TWX-­‐44-­‐9113:	
  is	
  port	
  9050	
  really	
  

supposed	
  to	
  be	
  open?	
  (TOR?)	
  
q Respond	
  to	
  angry	
  email	
  from	
  MarkeMng	
  director:	
  privacy	
  

regulaMons	
  aren’t	
  opMonal	
  (!!)	
  
q Email	
  Sarah:	
  please	
  take	
  me	
  off	
  the	
  physical	
  security	
  alert	
  

list	
  
q Read	
  that	
  report	
  from	
  external	
  auditor:	
  can’t	
  TL;DR	
  any	
  

more	
  

EXAMPLE: A LONGER TYPICAL TODO LIST 
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•  What	
  is	
  it,	
  and	
  why	
  does	
  it	
  work?	
  
–  Popularized	
  by	
  Taiichi	
  Ohno	
  (Toyota)	
  
–  Scheduling	
  board	
  for	
  lean	
  producMon	
  
–  Good:	
  Visualizes	
  work	
  in	
  a	
  system	
  
–  Beder:	
  Visualizes	
  work	
  FLOW	
  THROUGH	
  a	
  system	
  

•  Outcomes:	
  WORK	
  GETS	
  DONE!	
  
–  Work	
  takes	
  less	
  Mme	
  to	
  complete	
  (i.e.,	
  reduced	
  cycle	
  Mme,	
  on	
  Mme!)	
  
–  Beder	
  tracking	
  of	
  effort	
  and	
  costs	
  
–  Find	
  recurring	
  work	
  that	
  we	
  can	
  automate	
  
–  Find	
  work	
  where	
  there’s	
  too	
  much	
  Mme	
  ‘waiMng’	
  or	
  ‘in	
  queue’	
  
–  Business	
  gets	
  what	
  they	
  need,	
  when	
  they	
  need	
  it	
  
–  Infosec	
  becomes	
  viewed	
  as	
  a	
  reliable	
  partner	
  

KANBAN  
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Add	
  MS13-­‐008	
  
to	
  patch	
  

distribuMon	
  
system	
  

SAMPLE KANBAN PROCESS W/WIP LIMITS 

Review	
  code	
  for	
  
Project	
  

Hoosegow,	
  
Sprint	
  39	
  

READY	
   DOING	
  (2)	
   DONE	
  

Write	
  project	
  
plan	
  for	
  new	
  

automated	
  code	
  
deployment	
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•  Work	
  visualizaMon	
  is	
  POWERFUL	
  
–  Most	
  teams	
  don’t	
  have	
  good	
  ways	
  to	
  see	
  all	
  of	
  the	
  work	
  in	
  a	
  system	
  
–  It’s	
  easier	
  when	
  you	
  are	
  looking	
  at	
  a	
  plant,	
  harder	
  when	
  dealing	
  with	
  

knowledge	
  work	
  

•  Work	
  taken	
  out	
  of	
  the	
  system	
  is	
  as	
  important	
  as	
  
work	
  put	
  into	
  the	
  system.	
  
–  Saying	
  no	
  signals	
  capacity	
  
–  Forces	
  re-­‐alignment	
  with	
  business	
  objecMves	
  

WHY DOES KANBAN WORK? 
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•  Top	
  line	
  goals	
  of	
  top	
  execuMves	
  exist	
  for	
  a	
  reason	
  
–  Does	
  your	
  work	
  align	
  to	
  those	
  goals?	
  
–  Does	
  it	
  help	
  those	
  execuMves	
  meet	
  those	
  goals?	
  
–  If	
  not,	
  WHY	
  ARE	
  YOU	
  DOING	
  IT?	
  

•  Understand	
  where	
  controls	
  exist	
  in	
  the	
  business	
  
–  As	
  the	
  keeper	
  of	
  the	
  IT	
  controls,	
  are	
  you	
  responsible	
  for	
  catching	
  

everything?	
  
–  What	
  other	
  controls	
  exist	
  in	
  the	
  business	
  that	
  you	
  can	
  leverage	
  to	
  

avoid	
  puqng	
  work	
  into	
  the	
  system?	
  
–  Or,	
  even	
  beder,	
  if	
  you	
  idenMfy	
  a	
  constraint	
  around	
  another	
  control,	
  

can	
  you	
  do	
  work	
  to	
  elevate	
  that	
  constraint	
  for	
  the	
  business?	
  

WHAT WORK IS REALLY MOST IMPORTANT? 
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•  Managing	
  Audit	
  Findings	
  
–  Which	
  ones	
  are	
  a	
  priority?	
  (aligned	
  with	
  biz	
  objecMves)	
  
–  How	
  do	
  we	
  report	
  commitments	
  up?	
  (visualize	
  flow)	
  
–  How	
  do	
  we	
  take	
  work	
  out	
  of	
  the	
  system?	
  (don’t	
  overcommit)	
  

•  Latest	
  audit	
  finding	
  generates	
  massive	
  remediaMon	
  
•  With	
  Lean	
  &	
  Kanban	
  you	
  will:	
  

–  Visualize	
  the	
  current	
  backlog	
  
–  Work	
  around	
  the	
  constraint	
  (your	
  one	
  key	
  resource)	
  
–  Understand	
  what	
  backlog	
  impacts	
  audit	
  finding	
  
–  Automate	
  where	
  possible	
  
–  PotenMally	
  make	
  other	
  adjustments	
  to	
  reduce	
  workload	
  

USE CASE FOR KANBAN 



#RSAC 

•  Code	
  Deploys	
  
–  Ensuring	
  broken	
  code	
  does	
  not	
  end	
  up	
  in	
  producMon	
  (auto-­‐test/TDD)	
  
–  Reduce	
  cycle	
  Mme	
  for	
  frequent	
  deploys	
  (Agile)	
  
–  Ensure	
  compliance	
  with	
  stds	
  remains	
  intact	
  (system-­‐driven)	
  

•  New	
  feature	
  proposed	
  that	
  impacts	
  user	
  experience	
  
•  With	
  Lean	
  &	
  Kanban	
  you	
  will:	
  

–  Build	
  out	
  workflow	
  (IT	
  is	
  a	
  factory)	
  
–  Visualize	
  work	
  in	
  process	
  
–  Automate	
  around	
  your	
  constraint	
  (upMme?)	
  
–  Ensure	
  IT	
  process	
  flows	
  include	
  security	
  checks	
  (automated	
  gates)	
  

USE CASE FOR KANBAN (2) 
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WHERE CAN I LEARN 
MORE? 
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THE PHOENIX PROJECT* 
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•  Gartner	
  Risk-­‐Adjusted	
  Value	
  Management	
  
–  Contact	
  Paul	
  Proctor,	
  Chief	
  of	
  Research,	
  Risk	
  and	
  Security,	
  
Gartner,	
  Inc.	
  (paul.proctor@gartner.com)	
  	
  –	
  Or	
  your	
  
Gartner	
  rep	
  

•  Leankit.com	
  
–  FREE	
  Kanban	
  board	
  system,	
  with	
  iFuncMonality	
  

•  Personal	
  Kanban	
  
–  By	
  Jim	
  Benson	
  and	
  Tonianne	
  DeMaria	
  Barry,	
  
Personalkanban.com	
  

•  Kanban	
  (tougher	
  reading,	
  but	
  treats	
  enterprise	
  
problems)	
  
–  By	
  David	
  J	
  Anderson	
  

RESOURCES 
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Starting With The Business Goals 
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Questions? 
 
@BrandenWilliams 
BrandenWilliams.com 



Thank	
  you!	
  

#RSAC 


