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Introduction to Apache 
Syncope



Apache Syncope basics

● Identity Management solution at 
Apache

● Can retrieve and store users/roles/etc  
 from/in multiple backend resources

● Integrates with a workflow engine

● Functionality exposed via REST API 
and console
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A quick history of Apache Syncope
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● Apache TLP since 11/2012

● Current releases: 1.2.0 Intermezzo, 
1.1.8 Ad libitum, 1.0.9 Espressivo



Architecture
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Workflow
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Containers
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Persistence
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Connectors
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Apache Syncope 1.2.0



Introducing Apache Syncope 1.2.0

● 1.2.0 Intermezzo release 10/2014

● New features:
● New UI Installer + .deb files
● REST API powered by Apache CXF
● WADL + FIQL support
● Non-cleartext password support
● Passthrough authentication
● Support for new attribute types
● Support for Activiti Modeler
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Options to install Apache Syncope

● Maven 
archetype

● Standalone

● New .deb files 

● New UI 
installer
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REST API powered by Apache CXF

● Apache Syncope features a rich REST 
API

● Syncope 1.1.x featured a REST API 
based on Spring, and a new 
refactored API based on CXF

● Syncope 1.2.0 has dropped the Spring 
API. CXF API available via 
“/syncope/rest” URI.
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REST API powered by Apache CXF

● Sample HTTP GET requests:
● syncope/rest/users.json - get a list of all users 

in JSON format
● syncope/rest/users - get a list of all users in an 

XML format
● syncope/rest/users/self - get the authenticated 

user
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REST API powered by Apache CXF
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WADL support

● Apache Syncope 1.2 uses the WADL 
generation of capabilities of Apache 
CXF to expose the REST API as a 
WADL document. 

● Accessible via the URI "syncope/rest/?
_wadl".

● WADL2HTML: “/syncope/rest/doc/”
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FIQL support

● We can search for users or roles in 
Syncope 1.2 using FIQL expressions.

● For example:
● syncope/rest/users/search?

_s=lastLoginDate=ge=2014-11-13
● syncope/rest/users/search?

_s=surname==smith
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Non-cleartext password support

● Previously, passwords imported from 
resources were hashed according to a 
global policy

● Syncope 1.2.0 now allows importing 
hashed passwords from LDAP/DB 
backends

● Non-cleartext password propagation 
also possible
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Passthrough Authentication

● When authenticating via the REST 
API, the submitted password is 
compared with the password of the 
associated user in internal storage

● Syncope 1.2.0 features “passthrough 
authentication”, where an 
authentication password is validated 
against the backend resource.
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Support for new Attribute types

● A new “Binary” attribute type is 
available in the Schema

● Each binary attribute is associated 
with a MIME type

● Binary attributes allow us to associate 
X.509 certs or images with users

● A new “Encrypted” attribute type is 
also available
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Support for Activiti Modeler

● Previously workflow could only be 
edited via an XML editor

● Now Apache Syncope 1.2 supports a 
new graphical editor to create a 
workflow via Activiti Modeler.
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JAAS LoginModule for Syncope

● A new JAAS LoginModule for Syncope 
is now available

● Developed for Apache Karaf

● Authenticates a Username + 
Password to Syncope via REST API

● Retrieves roles as well
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Resources

● http://syncope.apache.org/

● https://twitter.com/syncopeidm

● https://github.com/apache/syncope

● http://syncopedemo.tirasa.net

● http://coheigea.blogspot.ie/
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