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"We will be producers of technology, and not simple
consumers. We will be the owners of the source codes,
and we can develop many products that can, with
cooperation of this effort, can be very useful to public and

private companies in the region.

For that, everyone must use free software. The Ecuadoran
government has already established this as a governmental
and state policy. This will be an important step in the
integration and, why not say, for the liberation of Latin

America."
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"We will be producers of technology, and not simple
consumers. We will be the owners of the source codes,
and we can develop many products that can, with
cooperation of this effort, can be very useful to public and

private companies in the region.

For that, everyone must use free software. The Ecuadoran
government has already established this as a governmental
and state policy. This will be an important step in the
integration and, why not say, for the liberation of Latin

America."
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News Policy Riobamba

Citizen arrested for 'bare the
weaknesses' of Data Security
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- 4.1: Vo

Photo of the detention of blogger Paul Moreno. Photo taken from the
Twitter account @ pulpineitor
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Photo of the detention of blogger Paul Moreno. Photo taken from the
Twitter account @ pulpineitor

READING TIME: 3'25" NO. OF WORDS: 571
Policy Drafting Saturday 01/12/2012
Access to information is Ecuadorian a click away. Paul Moreno , a

blogger of Riobamba , he proved easily obtainable data President . Now
in jail for it.

Yesterday, at 09:00, the police arrested the man, 42, for writing on his
blog how he freely accessed personal information of the Head of State,
which rests on the website www.datoseguro.gob.ec.




« Point to point - No message guarantee

* No failover capabilities - Infrastructure

was unstable

SOAP « Not modular

Web
Service
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+ Modular Deployments / OSGi

« Enterprise Service Bus - ESB



KSraF

- Modular Deployments / OSGi

 Division of Labor

- Anoecha



» Guaranteed Messaging/ Communication

* Persistent Messaging
« Event and consumer based poller

« Removes Point To Point



« Data / Communication Routing

« Data Transformation

« Endpoint container

e 7 2/ D



« Webservice Container

- Used SOAP/JAX-WS for external communication

» JAX-RS for internal ESB communication



cassandra

« Fault Tolerant Data

« Used as a cache for service queries

as a backup
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The IT Company
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WEB TIER

LIFERAY

Front end - Client access for
registration of cedulas and data
access. This is the direct point for
which the end user will access all of
their information.

DINARDAP

ROUTES TIER

ESB

The main conduit for handling
requests and mediation betweean the
web tier and the external system
adaptors. This tier handles
guaranteed messaging and data
caching.

ADAPTOR TIER

ESB ENDPOINTS

Thee are the adaptors that live in
locations near the government
services. These are endpoints that
translate JAXRS requests to the
government services; be it direct
database access or WS Proxy



WEB TIER

LIFERAY

Front end - Client access for
registration of cedulas and data
access. This is the direct point for
which the end user will access all of
their information.
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ROUTES TIER

ESB

The main conduit for handling
requests and mediation between the
web tier and the external system
adaptors. This tier handles
guaranteed messaging and data
caching.
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ADAPTOR TIER

ESB ENDPOINTS

Thee are the adaptors that live in
locations near the government
services. These are endpoints that
translate JAXRS requests to the
government services; be it direct
database access or WS Proxy




Internal SOAP Service
Microsoft or PHP

Routes ServiceMix

Oracle

Postresq|

ActiveMQ
Slave

ActiveMQ
Master




ServiceMix




 Apache Karaf

+ OSGi Container - Provides Modularity
« Apache Camel and CXF Bundles

Apache Camel Apache CXF

MODULARITY
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WEB TIER

LIFERAY

Front end - Client access for
registration of cedulas and data
access. This is the direct point for
which the end user will access all of
their information.

DINARDAP

ROUTES TIER

ESB

The main conduit for handling
requests and mediation betweean the
web tier and the external system
adaptors. This tier handles
guaranteed messaging and data
caching.

ADAPTOR TIER

ESB ENDPOINTS

Thee are the adaptors that live in
locations near the government
services. These are endpoints that
translate JAXRS requests to the
government services; be it direct
database access or WS Proxy
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« Used to mediate the JAXRS calls
 Ensured the calls went through, even on

adaptor service failure
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<camelContext xmlns="http://camel.apache.org/schema/blueprint">

<route>
<from uri="cxfrs:bean:rsServer"/>
<to uri="policiaSecurityDataCheckProcessor"/>
<to uri="policiaProcessor"/>
<!-- Wiretap to AMQ Here -->
<wireTap uri="seda:policia_update"/>
<to uri="jsonProcessor"/>
</route>

<route>
<from uri="seda:policia_update"/>
<to uri="marshaller"/>
<to uri="jms:policia_update"/>
</route>

<route>
<from uri="jms:policia_update"/>
<to uri="policiaUpdateProcessor"/>
</route>
</camelContext>




0SGi BUNDLE

- Implemented a service
pool to talk to Adaptors

ReSthI - If adaptor was down, it
P rocessor referenced Cassandra

— X
< _

et . Request
‘ ‘ Reply
. Response Response
- ’ DAavilAanA PaVIoad




String cedula = inMessage.getBody(String.class);
PoliciaServicePort client = null;
try {

client = (PoliciaServicePort) getServicePool().borrowObject();
Antecedentes registroMercantil = (Antecedentes) getCaller().callRemoteService("getAntecedentes"”, client, cedula);

exchange.getIn().setHeader("cedula", cedula);
if (registroMercantil == null) {
Antecedentes antecedentesFromCassandra = persistentSvc. findAntecedentes(cedula);
if (antecedentesFromCassandra != null) {
exchange.getIn().setHeader("cedula™, cedula);
exchange.getIn().setBody(antecedentesFromCassandra);
}
} else {
exchange.getIn().setBody(registroMercantil);
}
} catch (Exception e) {
LOG.warn("Web exception caught " + e);
//Service is down so get the DTO record directly from Cassandra
Antecedentes antecedentesFromCassandra = persistentSvc.findAntecedentes(cedula);
if (CantecedentesFromCassandra != null) {
exchange.getIn().setHeader("cedula", cedula);
exchange.getIn().setBody(antecedentesFromCassandra);

//We don't want to send this to the update processor since it comes from cassandra...
// so stop it in 1its tracks
exchange.setProperty(Exchange .ROUTE_STOP, Boolean.TRUE);

} else {
//Error handling to go here if not found in Cassandra because antecedentesFromCassandra will be null
//and hence 404 error should be returned
webFault(404, "La cedula que ingreso no existe.", exchange, true);

}

} finally {

if (client != null) {
getServicePool().returnObject(client);

}




WEB TIER

LIFERAY

Front end - Client access for
registration of cedulas and data
access. This is the direct point for
which the end user will access all of
their information.

DINARDAP

ROUTES TIER

ESB

The main conduit for handling
requests and mediation betweean the
web tier and the external system
adaptors. This tier handles
guaranteed messaging and data
caching.

ADAPTOR TIER

ESB ENDPOINTS

Thee are the adaptors that live in
locations near the government
services. These are endpoints that
translate JAXRS requests to the
government services; be it direct
database access or WS Proxy



Internal SOAP Service
Microsoft or PHP

Routes ServiceMix

Oracle
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ActiveMQ
Master




 Each "company" has its own service

« Lives at its respective data center

close to the "company"
« Mediates between SOAP and the

back-end company datasink
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- JPA Connectivity o
- Needed rapid development
- Rapid Generics for CRUD

Database
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public interface GenericDAO<T, PK extends Serializable> {

/**
* Creates a new instance of a persistent object.
ES

* @param newlnstance the new instance
*/
public void create(T newInstance);

/**
* Reads a persistent object.
*
* @param id the 1id
* @return the t
*/
public T read(PK id);

Vil

* Updates a persistent object.
*

* @param persistentObject the persistent object
*/
public void update(T persistentObject);

/**

* Deletes a persistent object.
*

* @param persistentObject the persistent object
*/
public void delete(T persistentObject);



public class GenericlpaDao<T, PK extends Serializable> implements GenericDAO<T, PK> {
private Class<T> type;
protected EntityManager em;

@PersistenceContext
public void setEntityManager(EntityManager entityManager) {
this.em = entityManager;

}

public GenericlpaDao(Class<T> type) {
this.type = type;
}

public void create(T newInstance) {
em.persist(newInstance);
em.flush();

}

public T read(PK id) {
return em.find(type, 1d);
ky

public void update(T persistentObject) {
em.merge(persistentObject);
em. flush();

public void delete(T persistentObject) {
em.remove(persistentObject);
em. flush();



public class PersonasDaoImpl extends GenericJpaDao<VmAntPersona, AntPersonasPK> implements PersonasDao {
Logger log = LoggerFactory.getlLogger(PersonasDaoImpl.class);

public PersonasDaoImpl() {
super(VmAntPersona.class);

}
@0verride
public VmAntPersona getById(String id) {
Query q =
em.createQuery("select contactos from VmAntPersona contactos where contactos.documento = :1d");
g.setParameter("id", 1id);
List 1list = null;
try {
list = q.getResultList();
} catch (Exception e) {
log.error("Personas error " + e);
¥
if (list == null || list.size() == @) {
return null;
¥
return (VmAntPersona) list.iterator().next();
}
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« NoSQL Database that is Java-based

« Allowed system to have fault tolerant
data access

« Extremely high performant and has

cross-datacenter capabilitites and its

decentralized




« Used to cache service
calls

. Based on Thrift API,
was very code
intensive - Even with
Hector

- Needed an API that
was as easy as JPA for
CRUD
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= Java Bean

Map the row and celumn to fields in a JavaBean

Apache Cassandra

Data Center 1

Rack 1
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Data Center 2
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Column Family

Row Key 1 | Column1 | Column2 | Column 3

Row Key 2 | Column1 | Column 2

Row Key 1 | Column1 | Column2 | Column3 | Column 4

Row Key n | Column1 | Column2 | Column3 | Column4 | Columnn




Column Family

Row Key 1 | Column1 | Column2 | Column3 | Column4 | Column5
Row Key 2 | Column1 | Column2 | Column3 | Column4 | Column5
Row Keyn | Column1 | Column2 | Column3 | Column4 | Column5

= Java Bean

Map the row and column to fields in a JavaBean



Entity

public class CTEFechaTipoCedulaCompositeColumn {

@CompositeComponent(order = 1, type = Type.UTF8Type)
private String tipo;
@CompositeComponent(order = 2, type = Type.UTF8Type)

private String cedula;

public String getTipo() {
return tipo;

h

public void setTipo(String tipo) {
this.tipo = tipo;
¥

public String getCedula() {
return cedula;

}

public void setCedula(String cedula) {
this.cedula = cedula;

}



Generic DAO

public interface GenericDao<KeyType, T> {
public void delete(KeyType key);
public Set getKeys();
public boolean containsKey(KeyType key);
public void save(KeyType key, T pojo);
public T find(KeyType key);

public Set<T> findItems(final List<KeyType> keys, final String rangeFrom, final String rangeTo);

Generic lterating DAO



Generic Iterating DAO

public interface GenericlteratingDao<KeyType, NameType, ValueType> {
public void delete(KeyType key);
public void deleteColumn(KeyType key, NameType name);
public Set getKeys();
public boolean containsKey(KeyType key);
public void save(KeyType key, NameType name, ValueType value);

public ColumnIterator<KeyType, NameType, ValueType>
find(KeyType key);
public ColumnIterator<KeyType, NameType, ValueType>
find(KeyType key, boolean reverse);
public ColumnIterator<KeyType, NameType, ValueType>
find(KeyType key, NameType start, NameType end);
public ColumnIterator<KeyType, NameType, ValueType>
find(KeyType key, NameType start, NameType end, boolean reverse);



DAO Interface

public interface CTEFechaTipoCedulaDao extends
GenericIteratingDao<String, CTEFechaTipoCedulaCompositeColumn, UUID> {

h

DAO Implementation

public class (CTEFechaTipoCedulaDaoImpl extends
AbstractIteratingColumnFamilyDao<String, CTEFechaTipoCedulaCompositeColumn, UUID>
implements CTEFechaTipoCedulaDao {

public CTEFechaTipoCedulaDaoImpl(
String clusterName,
CassandraKeyspaceConfigurator keyspaceConfigurator,
Class<String> string(Class,
(Class<(TEFechaTipoCedulaCompositeColumn> name(Class,
Class<UUID> valueClass,
String columnFamilyName) {

super(clusterName, keyspaceConfigurator, stringClass, name(Class, valueClass, columnFamilyName);



Iteration - Look How Easy!

CassandraKeyspaceConfigurator keyspaceConfigurator = new CassandraKeyspaceConfigurator(...);
CTEFechaTipoCedulaDao dao =
new CTEFechaTipoCedulaDaoImpl(

CLUSTER,

keyspaceConfigurator,

String.class,

CTEFechaTipoCedulaCompositeColumn.class,

UUID.class,

CTE_FECHA_TIPO_CEDULA);

ColumnIterator<String, CTEFechaTipoCedulaCompositeColumn, UUID> iterator = dao.find("2012-07-20");

if (iterator !'= null && iterator.hasNext()){
Column<CTEFechaTipoCedulaCompositeColumn, UUID> col = iterator.next();
assertEquals("B", col.getName().getTipo());
assertEquals("130893080", col.getName().getCedula());
assertEqualsCUUID. fromString("810f8d30-d832-11el1-9af9-e@f84722b90c"), col.getValue());



JavaBean Mapping - Look How Easy!

//From Blueprint 0SGi Service
CNEDao cneDao = getOsgiService(CNEDao.class);

CNE che = new CNEQ);
cne.setProvincia("MANABI");
che.setCanton("PUERTO LOPEZ");
cne.setParroquia("PUERTO LOPEZ");
che.setRecinto("Este campo se habilitard antes de una eleccidén");
cne.setCedula("123456789");
cne.setNombre("VALDEZ JUAN");
cne.setFecha("2011-07-24");
cne.setCertificado("123-4567");
cne.setSufrago(false);
cne.setMulta(21.4);
cne.setPartido("NINGUNO");
che.setTipo("");

CNEColumn col = new CNEColumn();
col.setCne(cne);
cneDao.save(cne.getCedula(), col);

boolean contains = cneDao.containsKey(cne.getCedula());
assertTrue(contains);

CNEColumn newCNE = cneDao.find(cne.getCedula());
assertNotNull(newCNE);

cneDao.delete("130893080") ;
newCNE = cneDao.find("130893080");
assertNull(newCNE);
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- Java Messaging Service (JMS)

+ Persistent Messaging

« Removes Point To Point /

Consumer Polling Strategy




- HA with the "failover://” transport

- Scale massively horizontally by
adding another broker node

Apache ActiveMQ

Data Center 1

ActiveMQ - Master

ActiveMQ - Slave

Data Center 2

ActiveMQ - Master

- Messages flow freely for
consumption between brokers in
a NoB, so consumers can be
anywhere

Camel

ActiveMQ - Slave

Consumer based event handling
means endpoints do not need to
know where each other lives

Client

- This loosely couples producers
and consumers, enabling
competing consumers, and hence
failover routes




WEB TIER

LIFERAY

Front end - Client access for
registration of cedulas and data
access. This is the direct point for
which the end user will access all of
their information.

DINARDAP

ROUTES TIER

ESB

The main conduit for handling
requests and mediation betweean the
web tier and the external system
adaptors. This tier handles
guaranteed messaging and data
caching.

ADAPTOR TIER

ESB ENDPOINTS

Thee are the adaptors that live in
locations near the government
services. These are endpoints that
translate JAXRS requests to the
government services; be it direct
database access or WS Proxy



- Able to handle over 40 Million transactions per day

« Full failover and can process transactions when almost any

server is down - no single points of failure

 Ecuadorian government found the system to be an immense

success and a tribute to Java and leveraging open source
* The system has become a poster-child for other Latin American

countries, such as Chile, Peru, and Colombia to examine their

own internal systems and create their own initiative

 The system's success has enabled other Ecuadorian government

to further build out applications based on Java and open source
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