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About the Ruby driver

About the Ruby driver

Use this driver in production applications to pass CQL statements from the client to a cluster and retrieve,
manipulate, or remove data.

The Ruby driver is a modern, feature-rich and highly tunable Java client library for Apache Cassandra
(1.2+) and DataStax Enterprise (3.1+) using exclusively Cassandra's binary protocol and Cassandra Query
Language v3.

Use this driver in production applications to pass CQL statements from the client to a cluster and
retrieve, manipulate, or remove data. Cassandra Query Language (CQL) is the primary language for
communicating with the Cassandra database. Documentation for CQL is available in CQL for Cassandra
2.x. DataStax also provides DataStax DevCenter, which is a free graphical tool for creating and running
CQL statements against Apache Cassandra and DataStax Enterprise. Other administrative tasks can be
accomplished using OpsCenter.

What's new?
Here are the new and noteworthy features of the Ruby driver:
e support for

e named parameters
e increased number of stream ids
* the driver uses native protocol version 3
« user-defiend types
e tuples
e update

 collection serialization
* schema change event decoding
e BATCH request encoding
e added an API for inspecting and manipulating CQL data types


/en/cql/3.1/cql/cql_intro_c.html
/en/cql/3.1/cql/cql_intro_c.html
/en/developer/devcenter/doc/devcenter/features.html
/en/latest-opsc

Architecture

Architecture

An overview of the Ruby driver architecture.

The driver architecture is a layered one. At the bottom lies the driver core. This core handles everything
related to the connections to a Cassandra cluster (for example, connection pool, discovering new nodes,
etc.) and exposes a simple, relatively low-level API on top of which a higher level layer can be built.

The driver has the following features:

« Asynchronous: the driver uses the new CQL binary protocol asynchronous capabilities. Only a relatively
low number of connections per nodes needs to be maintained open to achieve good performance.

e Configurable load balancing: the driver allows for custom routing and load balancing of queries to
Cassandra nodes. Out of the box, round robin is provided with optional data-center awareness (only
nodes from the local data-center are queried (and have connections maintained to)) and optional token
awareness (that is, the ability to prefer a replica for the query as coordinator).

* Node discovery: the driver automatically discovers and uses all nodes of the Cassandra cluster,
including newly bootstrapped ones.

e Retry policies can be set to define a precise behavior to adopt on query execution exceptions (for
example, timeouts, unavailability). This avoids polluting client code with retry-related code.

e Schema access: the driver exposes a Cassandra schema in a usable way.

e Trace handling: tracing can be set on a per-query basis and the driver provides a convenient API to
retrieve the trace.

» Transparent failover: if Cassandra nodes fail or become unreachable, the driver automatically and
transparently tries other nodes and schedules reconnection to the dead nodes in the background.

e Tunability: the default behavior of the driver can be changed or fine tuned by using tuning policies and
connection options.

The driver and its dependencies
The Ruby driver only supports the Cassandra Binary Protocol and CQL3

Cassandra binary protocol

The driver uses the binary protocol that was introduced in Cassandra 1.2. It only works with a version of
Cassandra greater than or equal to 1.2. Furthermore, the binary protocol server is not started with the
default configuration file in Cassandra 1.2. You must edit the cassandr a. yani file for each node:

start_native_transport: true

Then restart the node.

Cassandra compatibility

The 1.0 version of the driver handles a single version of the Cassandra native protocol for the sake of
simplicity. Cassandra does the multiple version handling. This makes it possible to do a rolling upgrade of
a Cassandra cluster from 1.2 to 2.0 and then to upgrade the drivers in the application layer from 1.0 to 2.0.
Because the application code needs to be changed anyway to leverage the new features of Cassandra
2.0, this small constraint appear to be fair.

Ruby driver 1.0.x

Cassandra 1.2.x Compatible

Cassandra 2.0.x Compatible
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Build environment dependencies
The driver works with the following versions of Ruby:

e Ruby1.9.3and 2.0
 JRuby 1.7
¢ Rubinius 2.1



Writing your first client

Writing your first client

This section walks you through a small sample client application that uses the Ruby driver to connect to
a Cassandra cluster, print out some metadata about the cluster, execute some queries, and print out the
results.

Connecting to a Cassandra cluster

About this task
The driver provides a Cluster class which is your client application's entry point for connecting to a
Cassandra cluster and retrieving metadata.

Before you begin

This tutorial assumes you have the following software installed, configured, and that you have familiarized
yourself with them:

Apache Cassandra 1,2 or greater
One of the following:

* Ruby1.9.3and 2.0
* JRuby 1.7
e Rubinius 2.1

Add the driver dependency to your project's Gemfile: gem ' cassandra-driver', => "https://
gi t hub. com dat ast ax/ ruby-driver.git'

About this task

Using a Cluster object, the client connects to a node in your cluster and then retrieves metadata about the
cluster and prints it out.

Procedure

1. Using a text editor, create a file si npl e. rb.

Add the following require statements:

require 'bundl er/setup'
require 'cassandra'

2. Create a new Ruby class, Si npl eCl i ent .

a) Add an instance field, cl ust er, to hold a Cluster reference and initialize it to ni | .

class Sinpledient
def initialize()
@l uster = nil
end
end

b) Add an instance method, connect , to your new class.
The connect method:

e adds a contact point (node IP address) using the Cassandr a. connect method
e builds a cluster instance
e retrieves metadata from the cluster


http://cassandra.apache.org/

Writing your first client

e prints out:

« the name of the cluster
* host IP address and id, the datacenter, and rack for each of the nodes in the cluster

def connect ( node)
puts "Connecting to cluster."
@l uster = Cassandra.cluster(hosts: node)
puts "Cluster: #{ @l uster.name}"
@l uster.each_host do | host|
puts "Host #{host.ip}: id = #{host.id} datacenter =
#{ host . dat acenter} rack = #{host.rack}"
end
end

¢) Add an instance method, cl ose, to shut down the cluster instance once you are finished with it.

def cl ose()
@]l uster.cl ose
end

d) Add code at the end of the file to instantiate a Si npl eCl i ent object, call connect on it, and close it.

client = Sinpledient.new
client.connect(['127.0.0.1'])
client.close

3. Save the file and runit.

$ ruby sinple.rb

Code listing

The complete code listing illustrates:

connecting to a cluster
retrieving metadata and printing it out
closing the connection to the cluster

# encoding: utf-8

require 'bundl er/setup'
require 'cassandra'

class Sinpledient

def initialize()
@l uster = nil
end

def connect ( node)
puts "Connecting to cluster."
@l uster = Cassandra. cluster(hosts: node)
puts "Cluster: #{ @l uster.name}"
@l uster.each_host do | host|
puts "Host #{host.ip}: id = #{host.id} datacenter =
#{ host . dat acenter} rack = #{host.rack}"
end
end
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def cl ose()
@l uster.cl ose
end
end

client = Sinpledient.new
client.connect(['127.0.0.1'])
client.close

When run the client program prints out this metadata on the cluster's constituent nodes in the console
pane:

Connecting to cluster.

Cluster: darius

Host 127.0.0.1: id = 0073a525-a00d-493b-9b55-191120dd2c7e dat acent er
datacenterl rack = rackl

Host 127.0.0.3: id = d51d0c22-da0d-4e2b-ba43-18aa99e3bffb datacenter
datacenterl rack = rackl

Host 127.0.0.2: id = b05c941f-572a-4d88-8ba6-d2ef b01d653e dat acent er
datacenterl rack = rackl

Using a session to execute CQL statements

About this task
Once you have connected to a Cassandra cluster using a cluster object, you retrieve a session, which
allows you to execute CQL statements to read and write data.

Before you begin
This tutorial uses a CQL schema which is described in a post on the DataStax developer blog. Reading
that post, could help with some of the CQL concepts used here.

About this task

Getting metadata for the cluster is good, but you also want to be able to read and write data to the cluster.
The Ruby driver lets you execute CQL statements using a session instance that you retrieve from the
Cluster object. You will add code to your client for:

e creating tables
* inserting data into those tables

e querying the tables
e printing the results

Procedure

1. Modify your SimpleClient class.
a) Add a Session instance field and initialize ittoni | inthei niti al i ze method.

def initialize()
@l uster = nil
@essi on ni |
end

b) Get a session from your cluster and store the reference to it.


http://www.datastax.com/dev/blog/cql3-for-cassandra-experts

2.

3.

4.

5.

Writing your first client

Add the following line to the end of the connect method:
@ession = @l uster.connect

You can execute queries by calling the execute method on your session object. The session maintains
a connections pool to the cluster nodes, provides policies to choose which node to use for each query
(round-robin on all nodes of the cluster by default), and handles retries for failed queries when it makes
sense.

Session instances are thread-safe and usually a single instance is all you need per application.
However, a given session can only be set to one keyspace at a time, so one instance per keyspace
is necessary. Your application typically only needs a single cluster object, unless you're dealing with
multiple physical clusters.

Add an instance method, cr eat e_schenm, to the Si npl eCl i ent class implementation.

def create_schema()
end

Add the code to create a new schema.
a) Execute a statement that creates a hew keyspace.

Add to the cr eat e_schenma method:

@essi on. execut e(" CREATE KEYSPACE | F NOT EXI STS sinplex WTH replication
"y
"= {'class':"SinpleStrategy', 'replication_factor':3};")

In this example, you create a new keyspace, si npl ex.

b) Execute statements to create two new tables, songs and playlists.
Add to the cr eat eSchenma method:

@ession. execut e(" CREATE TABLE | F NOT EXI STS si npl ex. songs (" +
"id uuid PRI MARY KEY," +
"title text," +
"al bumtext," +
"artist text," +
"tags set<text>" +
"data bl ob" +
"))
@essi on. execut e(" CREATE TABLE | F NOT EXI STS si npl ex. playlists (" +
"iduuid," +
"title text," +
"al bumtext, " +
"artist text," +
"song id uuid," +
"PRI MARY KEY (id, title, album artist)" +

puts Sl npl ex keyspace and schenma created.'

Add an instance method, | oadDat a, to the SimpleCient class implementation.

def | oad_data()
end

Add the code to insert data into the new schema.



Writing your first client
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@essi on. execut e(
"I NSERT | NTO si npl ex.songs (id, title, album artist, tags) " +

"VALUES (" +
"756716f 7- 2e54- 4715- 9f 00- 91dcbeabef 50, " +
"'"La Petite Tonkinoise'," +
"' Bye Bye Blackbird ," +
"' Joséphi ne Baker'," +
"{'"jazz', '2013'})" +
L1 ll)

@essi on. execut e(

"I NSERT | NTO si npl ex. playlists (id, song_id, title, album artist)

"VALUES (" +
"2cc9cch7-6221-4cch-8387-f22b6alb354d, " +
"756716f 7- 2e54- 4715- 9f 00- 91dcbeabef 50, " +
"'La Petite Tonkinoise'," +
"' Bye Bye Blackbird ," +
"' Joséphi ne Baker'" +

"))

cl ose.

client = Sinpledient.new
client.connect(['127.0.0.1'])
client.create_schena
client.load _data
client.close

prints out the results.

a) Add code to execute the query.
Query the playlists table for one of the two records.

results = @ession. execut e(
" SELECT * FROM sinpl ex.playlists ' +
"WHERE id = 2cc9ccbh7-6221-4ccb-8387-f22b6alb354d; ")

The execute method returns a Resul t that holds rows returned by the SELECT statement.

b) Add code to iterate over the rows and print them out.

puts "% 30s\t % 20s\t % 20s\ n%" %
["title', "album, "artist', "----------ii

results.each do | row

puts "% 30s\t% 20s\t % 20s" %[ row'title'], row"'albunm],
row'artist'] ]
end

8. Add a call to the new quer ySchena method.

client = SinpleCient.new
client.connect(['127.0.0.1'])
client.create_schena
client.load_data
client.query_schena
client.close

6. Add calls to the new cr eat eSchema and | oadDat a methods at the end of the file before the call to

7. Add an instance method, quer ySchenma, that executes a SELECT statement on the tables and then

+



Writing your first client

9. Add an instance method, dr opSchens, that takes a single parameter and implement it to drop the

keyspace.

def drop_schenma(keyspace)
@ession. execut e("DROP KEYSPACE " + keyspace + ";")
puts keyspace + " keyspace dropped.”

end

Code listing

The complete code listing illustrates:

retrieving a session object
calling execute CQL statements on the session to

e create a keyspace

» create tables in the keyspace
e insert data into the tables

e query for data in the tables

# encoding: utf-8

require 'bundl er/setup'
require 'cassandra'

class Sinpledient
def initialize()
@l uster = nil
@ession = nil
end

def connect (node)
puts "Connecting to cluster.”
@l uster = Cassandra. cluster(hosts: node)
puts "Cluster: #{ @l uster.nane}"
@l uster.each_host do | host|
puts "Host #{host.ip}: id = #{host.id} datacenter =
#{ host . dat acenter} rack = #{host.rack}"
end
@ession = @l uster. connect
end

def create_schena()
@essi on. execut e(" CREATE KEYSPACE | F NOT EXI STS sinplex WTH
replication " +
"= {'class':"SinpleStrategy', 'replication_factor':3};")
@essi on. execut e(" CREATE TABLE | F NOT EXI STS si npl ex. songs (" +
"id uuid PRI MARY KEY," +
"title text," +
"al bumtext," +
"artist text," +
"tags set<text> " +
"data bl ob" +
"))
@essi on. execut e(" CREATE TABLE | F NOT EXI STS si npl ex. playlists (" +
"id uuid," +
"title text," +
"al bumtext, " +
"artist text," +
"song id uuid," +

11
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"PRI MARY KEY (id, title, album artist)" +

put s "éinplex keyspace and schena created."
end

def | oad_data()
@essi on. execut e(
"I NSERT | NTO si npl ex.songs (id, title, album artist, tags) " +

"VALUES (" +
"756716f 7- 2e54- 4715- 9f 00- 91dcbeabef 50, " +
"'"La Petite Tonkinoise'," +
"' Bye Bye Blackbird ," +
"' Joséphi ne Baker'," +
"{'"jazz', '2013'})" +
Il.ll)

@essi on. execut g(
"I NSERT | NTO simplex.playlists (id, song_id, title, album
artist) " +

"VALUES (" +
"2cc9ccbh7-6221- 4cch-8387-f 22b6alb354d, " +
"756716f 7- 2e54- 4715- 9f 00- 91dcbeabcf 50, " +
"'La Petite Tonkinoise' ," +
"' Bye Bye Blackbird ," +
"' Joséphi ne Baker'" +

"))

end

def query_schena()
results = @ession. execut e(
"SELECT * FROM sinpl ex.playlists " +
"WHERE id = 2cc9ccb7-6221- 4ccb-8387-f22b6alb354d; ")
puts "% 30s\t % 20s\t % 20s\ n%" %
["title', "album, "artist', "-------mi

results.each do |row
puts "% 30s\t% 20s\t % 20s" %[ row 'title'], row'album],
row"artist'] ]
end
end

def drop_schema(keyspace)
@essi on. execut e("DROP KEYSPACE " + keyspace + ";")
puts keyspace + " keyspace dropped.”

end

def cl ose()
@l uster. cl ose
end
end

client = Sinpledient.new
client.connect(['127.0.0.1'])
client.create_schena
client.l oad data
client.drop_schema("sinplex")
client.query_schena
client.close

When run the client program prints out something like the following in the console pane:

Connecting to cluster.
Cluster: darius

12
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Host 127.0.0.1: id = 0073a525-a00d-493b-9b55-191120dd2c7e dat acenter
datacenterl1l rack = rackl

Host 127.0.0.3: id = d51d0c22-da0d-4e2b-ba43-18aa99e3bffb datacenter
datacenterl rack = rackl

Host 127.0.0.2: id = b05c941f-572a-4d88- 8bab- d2ef b01d653e dat acent er
datacenterl rack = rackl

Si npl ex keyspace and schenma created.

title al bum arti st
_______________________________ o
La Petite Tonkinoi se Bye Bye Bl ackbird Joséphi ne Baker

Using prepared statements

About this task

In the previous tutorial, you added a | oadDat a method which creates a new statement for each | NSERT,
but you may also use prepared statements and bind new values to the columns each time before
execution. Doing this increases performance, especially for repeated queries. You add code to your client
for:

e creating a prepared statement
e creating a bound statement from the prepared statement and binding values to its variables
e executing the bound statement to insert data

Procedure

1. Using a text editor, create a file bound. r b.
Add the following require statements:

require 'bundl er/setup'
require 'cassandra'
require_relative 'sinple'

2. Create a new class, BoundSt at enent sCl i ent which overrides the Si npl eCl i ent class.

cl ass BoundStatenentsCient < Sinpledient
end

a) Add two instance fields, i nsert SongSt at enent andi nsert Pl ayl i st St at enent , to hold the
prepared statements and initialize them to ni | .

def initialize()
@ nsert SongSt at enent = ni |
@nsertPlaylistStatenent = nil
end

b) Add an instance method, pr epar eSt at enent s, to the class.

def prepare_statenents()
@ nsert SongSt at enent = @essi on. prepar e(
"I NSERT | NTO si npl ex. songs " +
"(id, title, album artist, tags) " +
"VALUES (2, ?2, ?, 2, ?2);")
@nsertPlaylistStatement = @ession. prepare(
"I NSERT | NTO si npl ex. playlists " +

13
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"(id, song_ id, title, album artist) " +
"VALUES (2, ?2, ?, 2, ?2);")
end

3. Override the | oadDat a method and implement it.

def | oad_data()
end

a) Add code to bind values to the prepared statement's variables and execute it.
You create a bound statement by calling its constructor and passing in the prepared statement. Use
the bind method to bind values and execute the bound statement on the your session..

@essi on. execut e
@ nsert SongSt at enent
Cassandra: : Uui d. new( " 756716f 7- 2e54- 4715- 9f 00- 91dcbeabcf 50") ,
"La Petite Tonkinoise",
"Bye Bye Bl ackbird",
"Joséphi ne Baker",
["jazz', '2013'].to_set)

Note that you cannot pass in string representations of UUIDs or sets as you did in the | oadDat a
method.

b)
4. Add code to create a new bound statement for inserting data into the si npl ex. pl ayl i st s table.

@essi on. execut e(
@nsert Pl ayl i st St at enent
Cassandra: : Uui d. new("2cc9cchb7- 6221- 4ccb- 8387-f 22b6alb354d"),
Cassandra: : Uui d. new( " 756716f 7- 2e54- 4715- 9f 00- 91dcbeabcf 50"),
"La Petite Tonkinoise",
"Bye Bye Bl ackbird",
"Joséphi ne Baker")

5. Add a call to the BoundSt at erent sCl i ent constructor and the pr epar eSt at enment method.

client = BoundStatenentsd ient.new
client.connect(['127.0.0.1'])
client.create_schenma
client.prepare_statenents
client.load data
client.query_schena

client.close

Code listing

# Sinmpledient code skipped, see previous topic.

cl ass BoundStatementsCient < SinpleCient
def initialize()
@ nsert SongSt at enent = ni l
@nsertPlaylistStatenent = nil
end

def prepare_statenents()
@ nsert SongSt at enent = @essi on. prepar e(

14



end

cli
cli
cli
cli
cli
cli
cli
cli

end

def

end

ent

ent.
ent.
ent.
ent .
ent .
ent.
ent.

Writing your first client

"I NSERT | NTO si npl ex. songs " +
"(id, title, album artist, tags) " +
"VALUES (2, ?2, 2?2, 2, ?2);")
@nsertPlaylistStatenent = @ession. prepar e(
"I NSERT | NTO si npl ex. playlists " +
"(id, song_id, title, album artist) " +
"VALUES (?, 2, ?2, 2, ?2);")

| oad_dat a()
@essi on. execut g
@ nsert SongSt at enent
Cassandra: : Uui d. newm " 756716f 7- 2e54- 4715- 9f 00- 91dcheabef 50") ,
"La Petite Tonkinoise",
"Bye Bye Bl ackbird",
"Joséphi ne Baker",
['jazz', '2013'].to_set)
@essi on. execut e(
@nsert Pl ayl i st St at enent
Cassandra: : Uui d. newm "2cc9ccb7-6221- 4ccb-8387-f 22b6alb354d"),
Cassandra: : Uui d. newm " 756716f 7- 2e54- 4715- 9f 00- 91dcheabef 50")
"La Petite Tonkinoise",
"Bye Bye Bl ackbird",
"Joséphi ne Baker")

= BoundSt at enent sCl i ent . new
connect (['127.0.0.1'])

creat eSchena

prepareSt at enent s

| oadDat a

quer ySchenma

dropScherma( " si npl ex")

cl ose

15
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Ruby driver reference

Reference for the Ruby driver.

Asynchronous 1/O

Cassandra’s native binary protocol supports request pipelining, which lets a single connection be used for
several simultaneous and independent request-response exchanges. Additionally, the driver doesn’t use
any blocking APIs internally and runs all requests in the background reactor thread.

vy T

request 1

request 2

response 2

v

request 3

response 1

response 3

All asynchronous methods end with _async, (for example, Sessi on#execut e_async) and

return a Fut ur e object. Blocking methods like Sessi on#pr epar e, Sessi on#execut e, and

Sessi on#cl ose are thin wrappers around Sessi on#pr epar e_async, Sessi on#execut e_async,
and Sessi on#cl ose_async accordingly. These wrapper methods call their asynchronous counterpart
and block waiting for the resulting future to be resolved. A Fut ur e can be used to:

* block the application thread until execution has completed
* register a listener to be notified when a result is available

When describing different asynchronous method results, we use a Cassandr a: : Fut ur e<Type> notation
to signal the type of the result of the future. For example, Cassandr a: : Fut ur e<Cassandr a: : Resul t >
is a future that returns an instance of Cassandr a: : Resul t when calling its get method.

Asynchronous I/O example

16

About this task

You can execute statements on a session objects in two different ways. Calling execut e blocks the calling
thread until the statement finishes executing, but a session also allows for asynchronous and non-blocking
I/0O by calling the execut e_async method.

Modify the functionality of the Si npl eCl i ent class by extending it and execute queries asynchronously
on a cluster.

Procedure

1. Add a new class, Asynchr onousExanpl e, to your si npl e. r b file. It should extend the
Si npl ed i ent class.
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cl ass AsynchronousExanpl e < Sinpledient
end

2. Overload the quer ySchenma method and implement it.
a) Add the method declaration.

def querySchena()
end

b) Execute a query using the execut e_async method on the session object.

def querySchena()
future = @ession. execute_async(
"SELECT * FROM sinpl ex.playlists " +
"WHERE id = 2cc9cch7-6221-4cch-8387-f22b6alb354d; ")
end

c) Callthe on_success method on the returned future object and then loop over the rows return,
printing out the columns

def get Rows()
future = @ession. execute_async(
"SELECT * FROM sinpl ex.playlists " +
"WHERE id = 2cc9cch7-6221-4ccb-8387-f22b6alb354d; ")
puts "% 30s\t % 20s\t % 20s\ n%" %
["title', "album, "artist', "-------oi

results = future.get()
results.each do | row
puts "% 30s\t% 20s\t % 20s" %[ row'title' ], row " al bum],
row'artist'] ]
end
end

3. Modify the code at the end of your class implementation, adding calls to instantiate a new client object,
create the schema, load the data, and then query it using the quer y Schena method.

client = AsynchronousExanpl e. new()
client.connect(['127.0.0.1'])
client.createSchema()
client.|oadbData()
client.querySchema()
client.dropSchema("sinpl ex")
client.close()

Of course, in our implementation, the call to Fut ur e#get blocks until the future has completed
execution of the statement on the session object. Functionally it is no different from executing the
SELECT query synchronously. Alternately, you can register listener using Fut ur e#on_success.

AsynchronousExample code listing

cl ass AsynchronousExanpl e < Sinpledient
def querySchema()
future = @ession. execute_async(
"SELECT * FROM sinpl ex.playlists " +
"WHERE id = 2cc9ccb7-6221- 4cch-8387-f22b6alb354d; ")
puts "% 30s\t % 20s\t % 20s\ n%" %
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["title', "album, "artist', "-------mmii

results = future.get()
results.each do | row
puts "% 30s\t% 20s\t % 20s" %[ row 'title'], row " album],
row'artist'] ]
end
end
end

client = AsynchronousExanpl e. new()
client.connect(['127.0.0.1'])
client.createSchenma()
client.|oadbData()
client.querySchema()
client.dropSchema("si npl ex")
client.close()

BATCH statements

Session objects can be used to construct a logged BATCH statement and later execute it.

The examples assume this schema:

CREATE KEYSPACE sinmplex WTH replication = {'class': 'SinpleStrategy',
"replication_factor': 3};
USE si npl ex;
CREATE TABLE songs (
id uuid PRI MARY KEY,
title text,
al bum t ext,
artist text,
tags set <t ext >,
data bl ob

)
CREATE TABLE cas_batch (k text, v int, PRI MARY KEY (k, Vv));

Executing a BATCH of simple statements

Running this code:

require 'cassandra'

cluster = Cassandra. cl uster
session = cluster.connect ("sinpl ex")

rows = session. execute("SELECT * FROM songs")

puts "songs contain #{rows.size} rows"

bat ch = session. batch do | Db|
b. add("I NSERT I NTO songs (id, title, album artist, tags)
VALUES (

756716f 7- 2e54- 4715- 9f 00- 91dcheabcf 50,
'La Petite Tonkinoise',

'Bye Bye Bl ackbird',

" Joséphi ne Baker',

18
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{"jazz', '2013'}
b. add(" I NSERT | NTO songs (id, title, album artist, tags)
VALUES (
f6071e72- 48ec- 4f cb- bf 3e- 379c8a696488,
"Di e Misch'
"In Gold',
"WIIli Gstermann',
{' k6l sch', '1996', 'birds'}
b. add("I NSERT I NTO songs (id, title, album artist, tags)
VALUES (
f bdf 82ed- 0063- 4796- 9c7c- a3d4f 47b4b25,
'Meno From Turner',
' Performance',
"M ck Jager',
{"soundtrack', '1991'}
)")

end
puts "inserting rows in a batch"

sessi on. execut e(batch, consistency: :all)
rows = session. execute("SELECT * FROM songs")

puts "songs contain #{rows.size} rows

Contains this output:

songs contain O rows
inserting rows in a batch
songs contain 3 rows

Executing a BATCH with parameterized statements

Running this code

require 'cassandra

Cassandra. cl uster
cl uster. connect ("si npl ex")

cluster
sessi on

rows = session. execute("SELECT * FROM songs")
puts "songs contain #{rows.size} rows"

bat ch = session. batch do | Db

b. add(" I NSERT | NTO songs (id, title, album artist, tags) VALUES
(?, ?2, 2, 2, )",
[ Cassandra:: Uui d. new(' 756716f 7- 2e54- 4715- 9f 00- 91dcbeabef 50' ),
"La Petite Tonkinoise'
' Bye Bye Bl ackbird'
' Joséphi ne Baker',
Set['jazz', '2013']]

)
b. add("I NSERT I NTO songs (id, title, album artist, tags) VALUES
(?, ?2, 2, 2, )",

fCassandra::Uuid.nem('f6071e72-48ec-4fcb-bf3e-37908a696488'),

'Die Mbsch',
"In Gold',
"WIli Gstermann',
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Set[' k6l sch', '1996', 'birds']]

)
b. add(" I NSERT | NTO songs (id, title, album artist, tags) VALUES
(?, 2, 2, 2 2"

[ Cassandra: : Uui d. new(' f bdf 82ed- 0063- 4796- 9c7c- a3d4f 47b4b25" ),
"Meno From Turner',
" Perfornmance',
"M ck Jager',
Set['soundtrack', '1991']]
)

end
puts "inserting rows in a batch"

sessi on. execut e(batch, consistency: :all)
rows = session. execute("SELECT * FROM songs")

puts "songs contain #{rows.size} rows"

Contains this output:

songs contain O rows
inserting rows in a batch
songs contain 3 rows

Executing a BATCH with named parameterized statements

require 'cassandra'

cluster = Cassandra. cl uster
session = cluster.connect ("sinpl ex")

rows = session. execute("SELECT * FROM songs")

puts "songs contain #{rows.size} rows"

insert = session. prepare("l NSERT | NTO songs (id, title, album artist,
tags) VALUES (:a, :b, :c, :d, :e)")
bat ch = session. batch do | b

b. add(i nsert,
{ a => Cassandra:: Uui d. new(' 756716f 7- 2e54- 4715- 9f 00- 91dcbeabcf 50' ),
b =>'"La Petite Tonk|n0|se
:c =>'Bye Bye Bl ackbird'
:d => ' Joséphi ne Baker,
e => Set['jazz', '2013']}

)

b. add(i nsert,
{:a => Cassandra Uui d. new(' f6071e72- 48ec- 4f cb- bf 3e- 379c8a696488' ) ,
b => 'Die Misch'

:c = 'In Gold',
d => "WIIli Osterrrann‘,
e => Set['ko6lsch', '"1996', 'birds']}

)
b. add(i nsert,
{ a => Cassandra Uui d. nevv( f bdf 82ed- 0063- 4796- 9c7c- a3d4f 47b4b25' ),
:b => '"Meno From Turner',
;¢ => "Perfornmance',
:d =>"Mck Jager',
e => Set['soundtrack', '1991']}

end

20



Ruby driver reference

puts "inserting rows in a batch"

sessi on. execut e(batch, consistency: :all)
rows = session. execute("SELECT * FROM songs")

puts "songs contain #{rows.size} rows

Contains this output:

songs contain O rows

inserting rows in a batch

songs contain 3 rows

A cas_batch is never applied more than once

Running this code

require 'cassandra

cluster = Cassandra.cl uster
session = cluster.connect ("sinplex")

statenent = session.prepare("|I NSERT | NTO cas_batch (k, v) VALUES (?, ?) IF
NOT EXI STS")
batch = session. batch

bat ch. add(" | NSERT | NTO cas_batch (k, v) VALUES ('keyl', 0)")
bat ch. add(statenent, ["keyl", 1])
bat ch. add(statenent, ["keyl", 2])

results = session. execute(batch)

rows = results.first

puts "batch applied? #{rows["[applied]"]}"
results = session.execute(batch)

rows = results.first

puts "batch applied? #{rows["[applied]"]}"

Contains this output:

batch applied? true
batch applied? fal se

Cassandra 1.2 does not support BATCH statements

Running this code

require 'cassandra

cluster = Cassandra.cl uster

session = cluster.connect ("sinpl ex")

bat ch = session. batch

bat ch. add(" I NSERT | NTO cas_batch (k, v) VALUES ('keyl', 0)")
begi n

sessi on. execut e( bat ch)
rescue => e

puts "#{e.class.nane}: #{e.nessage}"
end
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Contains this output:

Cassandra::Errors::ClientError: Batch statenments are not supported by the
current version of Apache Cassandra

Cluster configuration

You can modify the tuning policies and connection options for a cluster as you build it.

The configuration of a cluster cannot be changed after it has been built. There are some miscellaneous
properties (such as whether metrics are enabled, contact points, and which authentication information
provider to use when connecting to a Cassandra cluster).

Tuning policies

22

Tuning policies determine load balancing, retrying queries, and reconnecting to a node.

Load-balancing policy
The load-balancing policy determines which node to execute a query on.

Description

Load-balancing policies are responsible for routing requests, determining which nodes the driver must
connect to as well as the order in which different hosts are tried in case of network failures. Load-balancing
policies therefore must also be state listeners and receive notifications about cluster membership and
availability changes.

Each cluster can be configured with a specific load-balancing policy to be used, and the same policy is
used for all requests across all sessions managed by that cluster instance.

Here is a high-level diagram of how a load-balancing policy is used during query

Application Session Load Balancing Policy Execution Plan

execute

plan

- T . find next host !
return result ‘ _______ ‘ ________

execution:

Default load-balancy policy

By default, the driver uses a combination of token-aware and datacenter-aware round-robin policies for
load balancing, because this combination proved to be the most performant of of all the built-in load-
balancing policies.

When the name of the local datacenter is not specified explicitly using Cassandr a. cl ust er, the first
datacenter seen by the load-balancing policy is considered local. Therefore, care must be taken to only
include addresses of the nodes in the same datacenter as the application using the driver in the : host s
option to Cassandr a. cl ust er, or to provide : dat acent er opt i on explicitly.

Round-robin policy

The round-robin load balancing policy dispatches requests evenly on cluster nodes. The effects of the
policy can be seen by enabling request tracing. The coordinator node that served every request is the last
host in execution info.


http://datastax.github.io/ruby-driver/features/state_listeners/
http://datastax.github.io/ruby-driver/features/state_listeners/membership_changes/
http://datastax.github.io/ruby-driver/features/state_listeners/membership_changes/
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The round-robin policy ignores datacenters.

Datacenter-aware round-robin policy

A specialized round-robin load balancing policy allows for querying remote datacenters only when all local
nodes are down. This policy will round robin requests across hosts in the local datacenter, falling back to
remote datacenter if necessary. The name of the local datacenter must be supplied by the user.

All known remote hosts are tried when local nodes are not available. However, you can configure the exact
number of remote hosts that are used by passing that number when constructing a policy instance.

By default, this policy will not attempt to use remote hosts for local consistencies (: | ocal _one or
: 1 ocal _quor um), however, it is possible to change that behavior via constructor.

Token-aware load-balancing policy

The token-aware load-balancing policy is used to reduce network hops whenever possible by sending
requests directly to the node that owns the data. The token-aware load-balancing policy acts as a filter,
wrapping another load balancing policy.

Token-aware load-balancing policy uses schema metadata available in the cluster to determine the right
partitioners and replication strategies for a given keyspace and locate replicas for a given statement.

In case replica node(s) cannot be found or reached, this policy falls back onto the wrapped policy plan.

Whitelist load-balancing policy

The whitelist load-balancing policy wraps a subpolicy and ensures that only hosts from a provided whitelist
are used. It can be used to limit effects of automatic peer discovery to executing queries only on a given
set of hosts.

Implementing a load-balancing policy

To implement a load-balancing policy, you must implement all of the methods specified in
Cassandr a: : LoadBal anci ng: : Pol i cy. Currently, load-balancing policies are required to be thread-
safe.

The object returned from the pl an method must implement all methods of
Cassandr a: : LoadBal anci ng: : Pl an Plan will be accessed from multiple threads, but never in parallel
and it doesn’t have to be thread-safe. For example:

File i gnori ng_keyspace_policy. rb:

cl ass I gnori ngKeyspacePol i cy
class Pl an
def has_next?
fal se
end

def next
ni |
end
end

def initialize(keyspace_to_ignore, original_policy)
@eyspace = keyspace_to_ignhore
@ol icy = original _policy

end

def setup(cluster)
end

23
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def plan(keyspace, statenent, options)
i f @eyspace == keyspace
Pl an. new
el se
@ol i cy. pl an(keyspace, statenent, options)
end
end

def di stance(host)
@ol i cy. di stance( host)
end

def host_found(host)
@ol i cy. host _found(host)
end

def host | ost (host)
@ol i cy. host | ost (host)
end

def host _up(host)
@ol i cy. host _up(host)
end

def host _down(host)
@ol i cy. host _down( host)
end
end

gnori ng_keyspace_pol i cy. rb listing:

require 'cassandra
require_relative 'ignoring_keyspace_policy

policy = IgnoringKeyspacePolicy.new('sinplex',

Cassandr a: : LoadBal anci ng: : Pol i ci es: : RoundRobi n. new)
cluster = Cassandra.cluster(load_bal anci ng_policy: policy)
session = cluster.connect (' sinplex')

begin
sessi on. execut e(" SELECT * FROM songs")
puts "Failure."
rescue Cassandra:: Errors::NoHost sAvail abl e
puts "Success."
end
Runi gnori ng_keyspace_pol i cy. r b against a Cassandra cluster using the example schema

Output:
Success.
Reconnection policy

Automatic reconnection

The driver automatically reestablishes failed connections to Cassandra nodes. It uses a reconnection
policy to determine retry intervals for reconnection.
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| i stener.rb listing

cl ass Menber shi pChangePri nti ngLi st ener

def
end

def

end

def

end

def

end

def

end
end

require
require

i nterval

policy
cluster

sessi on

$st dout .
$st dout .

until (i

i stener _

initialize(io)
@ut =io

host _found(host)
@ut . put s("Host #{host.ip} is found")
@ut . flush

host | ost (host)
@ut . put s("Host #{host.ip} is lost")
@ut . flush

host _up(host)
@ut . put s("Host #{host.ip} is up")
@ut . flush

host _down( host)
@ut . put s("Host #{host.ip} is down")
@ut . fl ush

exanpl e. r b listing:

cassandra
printing_listener’

= 2 # reconnect every 2 seconds

= Cassandra:: Reconnection:: Policies::Constant.newinterval)
= Cassandra. cl uster(

listeners: [PrintingListener.new($stdout)],
reconnection_policy: policy,

consi stency: :one

= cluster.connect

puts(" === START ===")
flush
nput = $stdin.gets).nil? # block until closed

query = input.chonp

begi

n
execution_info = session. execute(query).execution_info
$stdout. puts("Query #{query.inspect} fulfilled by

#{execution_info.hosts.last.ip}")
rescue => e

$stdout. puts("Query #{query.inspect} failed with #{e.cl ass. nane}:

#{e. message}")

end

$stdout. fl ush

end

$st dout .
$st dout .

puts("=== STOP ===")
flush

1. Runli stener_exanpl e. r b against a three-node cluster using the example schema.
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2. Wait for " === START ===" to be printed to the console.

3. Stops nodes one through three.

4. Enter SELECT * FROM si npl ex. songs; .

5. Restart the node one.

6. Enter the statement again: SELECT * FROM si npl ex. songs; .
7. Enter nothing to quit the program.

The output:

$ run listener_exanple.rb

Host 127.0.0.1 is found
Host 127.0.0.1 is up
Host 127.0.0.1 is down
Host 127.0.0.1 is | ost
Host 127.0.0.1 is found
Host 127.0.0.1 is up
Host 127.0.0.3 is found
Host 127.0.0.3 is up
Host 127.0.0.2 is found
Host 127.0.0.2 is up
=== START ===

Host 127.0.0.1 i s down
Host 127.0.0.2 is down
Host 127.0.0.3 i s down

sel ect * from sinpl ex. songs;

Query "select * from sinplex.songs;" failed with
Cassandra: : Errors:: NoHost sAvai | abl e: no hosts avail abl e, check #errors
property for details

Host 127.0.0.1 is up

sel ect * from sinpl ex. songs;

Query "select * from sinplex.songs;" fulfilled by 127.0.0.1

=== START ===
$

Retry policy
The retry policy determines a default behavior to adopt when a request either times out or if a node is
unavailable.

Description
Retry policies allow the driver to retry a request upon encountering specific types of server errors:

* write timeout
* read timeout
* unavailable

Write timeout

When a coordinator receives the request and sends the write to replica(s) but the replica(s) do not respond

in time.

In this scenario, Cassandra: : Retry: : Pol i cy#write_ tineout isused to determine the desired
course of action.

Read timeout

When a coordinator receives the request and sends the read to the replica(s) but the replica(s) do not
respond in time.


https://github.com/apache/cassandra/blob/trunk/doc/native_protocol_v2.spec#L760-L785
https://github.com/apache/cassandra/blob/trunk/doc/native_protocol_v2.spec#L786-L803
https://github.com/apache/cassandra/blob/trunk/doc/native_protocol_v2.spec#L744-L754

Ruby driver reference

Application Coordinator Replica Replica
select
T -mmms read
. locate I read
i replicas »
checksum
P send checksum data
< _
retrieve
timeout data
read timeout
-—

In this scenario, Cassandra: : Retry: : Pol i cy#read_ti meout is used to determine the desired course
of action.

Unavailable

When a coordinator is aware that there aren’t enough replica online. No requests are sent to replica nodes
in this scenario, because coordinator knows that the requested consistency level cannot be possibly
satisfied.

Application Coordinator

insert J
-  »

I no . 1
i replicas |
. ;

unavailable ‘

In this scenario, Cassandr a: : Retry: : Pol i cy#unavai | abl e is used to determine the desired course
of action.

Downgrading consistency retry policy

The downgrading consistency retry policy retries failed queries with a lower consistency level than the one
initially requested.

Doing so may break consistency guarantees. In other words, if you use this retry policy, there are cases
where a read at QUORUMmay not see a preceding write at QUORUM Do not use this policy unless you have
understood the cases where this can happen and that is all right.

require 'cassandra'
cluster = Cassandra.cluster(retry_policy:
Cassandra: : Retry: : Policies:: Downgradi ngConsi st ency. new)
session = cluster.connect (' sinplex')
result = session.execute(' SELECT * FROM songs', consistency: :all)

puts "Actual consistency: #{result.execution_info.consistency}"
Output:

Actual consistency: quorum
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Fall-through retry policy

The fall-through retry policy prevents the driver from retrying queries when they have failed. It should be

used when the retry policy has to be implemented in business logic.

require 'cassandra'

cluster = Cassandra.cluster(retry_policy:
Cassandra:: Retry::Policies::Fallthrough. new)

session = cluster.connect (' sinplex')

begi n

sessi on. execut e(' SELECT * FROM songs', consistency:

puts "Failed."

rescue Cassandra::Errors::Unavail abl eError => e
puts "Success."

end

Output:

Success.

Connections options

call)

When you instantiate a cluster object using the Cassandr a. cl ust er method, you can change

connection options by passing in one or more of those following:

Table 1: Connection options

Key Type

Description

:host s Array<String, |PAddr>

A list of initial addresses. The
entire list of cluster nodes
are discovered automatically
once a connection to any
host from the original list

is successful. Default:
[127.0.0.17.

i port I nt eger

Cassandra native protocol
port. Default: 9042.

: dat acent er String

Name of current datacenter.
First datacenter found will be
assumed current by default.
You can skip this option

if you specify only hosts

from the local datacenter in

: host s option. Default: ni | .

:connection_tineout Nuneri c

Connection timeout in
seconds. Default: 10.

ti meout Nuneri c

Request execution timeout in
seconds. Default: 10.

:heartbeat interval Nuneric
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How often a heartbeat is sent
to determine if a connection
is alive. Only one heartbeat
request is ever outstanding
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Key

Type

Description

on a given connection. Each
heatbeat is sent in at least

- heartbeat interval
seconds after the last
request has been sent on a
given connection. Default:
30.

cidle_tineout

Nuneri c

Period of inactivity after
which a connection is
considered dead. This
value should be at least

a few times larger than
:heartbeat interval.
Default: 60.

.user nanme

String

The username to use

for authentication with
Cassandra. You must specify
a : passwor d option as well.
Default: none.

. password

String

The password to use

for authentication with
Cassandra. You must specify
a : user nane option as well.
Default: none.

:ssl

Bool ean or
OpenSSL: : SSL: : SSLCont ext

Enable the default SSL
authentication if t r ue
(not recommended). Also
accepts an initialized
OpenSSL: : SSL: : SSLCont e
This option is ignored

if : server _cert,
:client_cert,

s private_key, or

: passphr ase are given.
Default: f al se.

:server_cert

String

Path to server certificate
or certificate authority file.
Default: none.

:client _cert

String

Path to client certificate

file. This option is only
required when encryption is
configured to require client
authentication. Default:
none.

:private_key

String

Path to client private

key. This option is only
required when encryption is
configured to require client
authentication. Default:
none.
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Key Type Description

. passphrase String Passphrase for private key.
Default: none.

;. conpressi on Synbol Compression to use. This

option must be either
:snappy or: | z4. In order
for compression to work, you
must install the snappy or

| z4- r uby gems. Default:
none.

1 oad_bal anci ng_pol i cy

LoadBal anci ng: : Pol i cy

Default: token-aware
datacenter-aware round
robin policy.

:address_resol ution

Synbol

A pre-configured address
resolver to use. The
value of this option

must be either : none or
cec2_nulti_region.
Default: none.

:reconnection_policy

Reconnection: : Policy

Default:

Reconnection:: Policies
The default policy is
configured with (0. 5, 30,
2).

:retry _policy

Retry:: Policy

Default:
Retry:: Policies::Defau

:listeners

Enuner abl e<Li st ener >

A list of initial cluster state
listeners. Note that a

;1 oad_bal anci ng_policy
is automatically registered
with the cluster. Default:
none.

. 1 ogger

Logger

a Logger instance from the
standard library or any object
responding to standard

log methods (#debug,

#i nf o, #war n, #error, and
#f at al ). Default: none.

: consi stency

Synbol

default consistency to use
for all requests. The value
of this option must be one of
CONSISTENCIES. Default:
: one.

:trace

Bool ean

Whether or not to trace all
requests. Default: f al se.

. page_si ze

| nt eger

The page size for all select
queries. Default: ni | .

:credentials

30

Hash{String => String}

A hash of credentials to
be used with credentials

. Exponent


http://datastax.github.io/ruby-driver/api/reconnection/policies/exponential/
http://datastax.github.io/ruby-driver/api/retry/policies/default/
http://datastax.github.io/ruby-driver/api/#CONSISTENCIES-constant
https://github.com/apache/cassandra/blob/trunk/doc/native_protocol_v1.spec#L238-L250
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Key

Type

Description

authentication in cassandra
1.2. If you also specify the
:user nane and : password
options, these credentials
are configured automatically.
Default: none.

;aut h_provi der

Aut h: : Provi der

A custom auth provider

to be used with SASL
authentication in cassandra
2.0.If you have also specified
the : user nane and

: passwor d options, a

Aut h: : Provi ders: : Passw
instance is used
automatically. Default: none.

br d

. conpressor

Cassandr a: : Conpr essor

A custom compressor. If
you have also specified the
: conpr essi on option, an
appropriate compressor

is provided automatically.
Default: none.

:address_resol ution_policy

Addr essResol uti on:: Policy

Default:

Addr essResol uti on: : Pol
a custom address

resolution policy. If

you havealso specified
:address_resol ution,
an appropriate address
resolution policy ise provided
automatically.

ci es: : Non

:futures_factory

bj ect <#al |, #error, #val ue,

#prom se>

A custom futures factory

to assist with integration

into existing futures library.
Promises returned by this
object must conform to the
Prom se API, which is

not yet public. Things may
change, use at your own risk.
Default: none.

Connection requirements

In order to ensure that the driver can connect to the Cassandra or DSE cluster, please check the following

I

equirements.

the cluster is running Apache Cassandra 1.2+ or DSE 3.2+

you have configured the following in the cassandr a. yan you have :

start_native_transport
rpc_address :

| P addr ess or

true

machines in the cluster can accept connections on port 9042

host nane reachable fromthe client
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https://github.com/apache/cassandra/blob/trunk/doc/native_protocol_v1.spec#L238-L250
https://github.com/apache/cassandra/blob/trunk/doc/native_protocol_v1.spec#L238-L250
https://github.com/apache/cassandra/blob/trunk/doc/native_protocol_v2.spec#L257-L273
https://github.com/apache/cassandra/blob/trunk/doc/native_protocol_v2.spec#L257-L273
https://github.com/apache/cassandra/blob/trunk/doc/native_protocol_v2.spec#L257-L273
http://datastax.github.io/ruby-driver/api/auth/providers/password/
http://datastax.github.io/ruby-driver/api/address_resolution/policies/none/
/en/cassandra/1.2/cassandra/configuration/configCassandra_yaml_r.html
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Note: The client port can be configured using the native_transport_port in cassandr a. yam .

CQL data types to Ruby types
A summary of the mapping between CQL data types and Ruby data types is provided.

Apache Cassandra supports a variety of datatypes. The driver transparently maps each of these datatypes
to a specific Ruby type.

Description

When retrieving the value of a column from a Row object, you use a getter based on the type of the
column.

Table 2: Ruby classes to CQL data types

CQL data type Ruby type

ascii String

bigint Numeric

blob Stringl

boolean Boolean

counter Numeric

decimal BigDecimal
double Float

float Float

inet IPAddr

int Numeric

list Array

map Hash

set Set

text Stringl
timestamp Time

timeuuid Cassandra::TimeUuid
uuid Cassandra::Uuid
varchar Stringl

varint Numeric

Using strings

This example uses this schema:

! CQL Data types that map to St ri ng can have different encodings.

32


/en/cql/3.0/cql/cql_reference/cql_data_types_c.html

CREATE KEYSPACE sinplex WTH replication = {'class':

"replication_factor': 3};
USE si npl ex;
CREATE TABLE nytable (

a int PRI MARY KEY,

b ascii,

¢ bl ob,

d text,

e varchar,
),
I NSERT | NTO nytable (a, b, c, d, e)
VALUES (

0,

‘ascii',

0x626¢c6f 62,

"text',

"var char'

)

Running this code:

require 'cassandra'

Cassandra. cl uster
cl uster. connect ("sinpl ex")

cluster
sessi on

row = session. execute("SELECT * FROM nytabl e").first

puts "Ascii: #row'b']}"
puts "Blob: #{row'c']}"
puts "Text: #{row'd]}"
puts "Varchar: #{row'e']}"

Produces this output:

Ascii: ascii
Bl ob: bl ob
Text: text

Var char: varchar

Using numbers

This example uses this schema:

CREATE KEYSPACE sinplex WTH replication = {'class':

"replication_factor': 3};
USE si nmpl ex;
CREATE TABLE nytable (
i nt PRI MARY KEY,
bi gi nt,
deci mal ,
doubl e,
fl oat,
int,
vari nt

Q"0 Q0 T

)
I NSERT | NTO nytable (a, b, ¢, d, e, f, g)

VALUES (
01
765438000,

Ruby driver reference

" Sinmpl eStrategy',

" Sinpl eStrategy',
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34

1313123123. 234234234234234234123,

3. 141592653589793,

3. 14,

4,
67890656781923123918798273492834712837198237

)

Running this code

require 'cassandra

Cassandr a. cl uster
cl uster. connect ("sinpl ex")

cluster
sessi on

row = session. execute("SELECT * FROM nytabl e").first

puts "Bigint: #{row'b']}"
puts "Decinmal: #{row'c']}"
puts "Double: #{row'd]}"
puts "Float: #{row'e']}"

puts "Integer: #{row 'f']}"
puts "Varint: #{row'g' ]}"

Produces this output:

765438000
0.1313123123234234234234234234123E10
Doubl e: 3.141592653589793

Fl oat: 3.140000104904175

Integer: 4

Varint: 67890656781923123918798273492834712837198237

Bi gi nt:
Deci mal :

Using UUIDs, booleans, and IP addresses

This example uses this schema:

CREATE KEYSPACE sinplex WTH replication = {'class':
"replication_factor': 3};
USE si npl ex;
CREATE TABLE nytabl e (
a int PRI MARY KEY
b bool ean,
c inet,
d tinestanp,
e timeuuid,
f uuid

)
I NSERT | NTO nytable (a, b, ¢, d, e, f)
VALUES (
01
true,
' 200. 199. 198. 197"
'2013-12-11 10: 09: 08+0000"
FE2B4360- 28C6- 11E2- 81C1- 0800200C9A66,
00b69180- dOel- 11e2- 8b8b- 0800200c9a66

)

Running this code

" Si npl eStrat egy'
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require 'cassandra'

Cassandr a. cl uster
cl uster. connect ("sinpl ex")

cluster
sessi on

row = session. execute("SELECT * FROM nyt abl e").first

puts "Bool ean: #{row'b']}"

puts "lnet: #{row'c'].class.nane} - #{row'c']}"
puts "Tinmestanp: #{row'd'].httpdate}"

puts "Timeuuid: #{row'e' ]}"

puts "Uuid: #{row" 'f']}"

Produces this output:

Bool ean: true

I net: | PAddr - 200.199.198. 197

Ti mestanp: Wed, 11 Dec 2013 10:09: 08 GV

Ti meuui d: fe2b4360-28c6-11e2-81cl-0800200c9a66
Uui d: 00b69180- d0el-11e2- 8b8b-0800200c9a66

Using lists, maps, and sets

This example uses this schema:

CREATE KEYSPACE sinmplex WTH replication = {'class': 'SinpleStrategy',
"replication_factor': 3};
USE si npl ex;
CREATE TABLE user (
idint PRI MARY KEY,
| ogi ns List<tinestanp>,
| ocati ons Map<ti nmestanp, doubl e>,
i p_addresses Set<i net >
)
I NSERT | NTO user (id, logins, |locations, ip_addresses)
VALUES (
0,
['2014-09-11 10: 09: 08+0000', '2014-09-12 10:09: 00+0000'],
{'2014-09-11 10: 09: 08+0000' : 37.397357},
{'200.199.198.197', '192.168.1.15'}

)

Running this code:

require 'cassandra'

cluster = Cassandra.cl uster
session = cluster.connect ("sinplex")

row = session. execute("SELECT * FROM user").first
puts "Logins: #{row'logins'].map(& httpdate)}"
puts "Location at #{row'locations'].first.first.httpdate}:

#{row 'l ocations'].first.last}"
puts "I P addresses: #{row'ip_addresses'].inspect}"

Produces output like this:

Logins: ["Thu, 11 Sep 2014 10:09:08 Gvr*, "Fri, 12 Sep 2014 10:09: 00 GVI"]
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Location at Thu, 11 Sep 2014 10: 09: 08 GMI: 37.397357
I p Addresses: #<Set: {#<IPAddr: |Pv4:192.168.1.15/255. 255, 255. 255>, #<| PAddr:
| Pv4: 200. 199. 198. 197/ 255. 255. 255. 255>} >

Using tuples

This example uses this schema:

CREATE KEYSPACE sinplex WTH replication = {'class': 'SinpleStrategy',
"replication_factor': 3};
USE si npl ex;
CREATE TABLE user (
idint PRI MARY KEY,
name frozen <tupl e<varchar, varchar>>
)
| NSERT | NTO user (id, nane)
VALUES (0, ('John', '"Snmith"))

Running this code:

require 'cassandra'

cluster = Cassandra.cluster
session = cluster.connect ("sinpl ex")

row = session. execut e("SELECT * FROM user").first
puts "Name: #{row 'nanme']}"

updat e = sessi on. prepare("UPDATE user SET nane=? WHERE i d=0")
sessi on. execut e(updat e, argunments: [Cassandra:: Tuple.new(' Jane', 'Doe')])

row = session. execute("SELECT * FROM user").first
puts "Name: #{row 'nanme']}"

sessi on. execute("I NSERT | NTO user (id, name) VALUES (1, (?, ?))", argunents:
["Agent', "Smith'])

row = session. execut e("SELECT * FROM user WHERE id=1").first

puts "Name: #{row 'name']}"

insert = session.prepare("INSERT | NTO user (id, name) VALUES (?, ?)")

sessi on. execute(insert, argunents: [2, Cassandra:: Tupl e. new(' Apache',
"Cassandra')])

row = session. execut e("SELECT * FROM user WHERE id=2").first

puts "Name: #{row 'name']}"

begin
sessi on. execut e(updat e, argunents: [Cassandra:: Tupl e. new'Jane', 'Doe',
"Extra')])

rescue => e
puts "#{e.class.nane}: #{e.nessage}"
end

Produces output like this:

Nane: (John, Snmith)

Nane: (Jane, Doe)

Nane: (Agent, Smth)

Nane: (Apache, Cassandra)
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Argunent Error: argunent for "nanme" nust be tupl e<varchar, varchar>,
Doe, Extra) give

User-defined data types

The following example use this schema:

(Jane,

CREATE KEYSPACE sinmplex WTH replication = {'class': 'SinpleStrategy',

‘replication_factor': 3};
USE si npl ex;
CREATE TYPE address (street text, zipcode int);
CREATE TYPE check_in (
| ocation frozen <address>,
time tinmestanp,
data frozen <tuple<int, text, float>>

)
CREATE TABLE users (id int PRI MARY KEY, |ocation frozen<address>);

Using UDTs with prepared statements

Running this code:

require 'cassandra'
cluster = Cassandra. cl uster
session = cluster.connect (' sinplex')
insert =
session. execute(insert, argunents: [0, Cassandra::UDT. new(street:
St.', zipcode: 78723)])
sessi on. execut e(' SELECT * FROM users').each do | row
| ocation = row 'l ocation']
puts "Location: #{location}"
end

Produces this output;
ocation: { street: "123 Main St.", zipcode: 78723 }

Using UDTs with raw CQL

Running this code:

require 'cassandra
cluster = Cassandra.cl uster
session = cluster.connect (' sinplex')

= session.prepare(' INSERT I NTO users (id, location) VALUES (?, ?)')

'123 Main

sessi on. execute("I NSERT | NTO users (id, location) VALUES (0, {street: '123

Main St.', zipcode: 78723})")
sessi on. execut e(' SELECT * FROM users').each do | row
| ocation = row 'l ocation']
puts "Location: #{location}"
end

Contains this output:
Location: { street: "123 Main St.", zipcode: 78723 }
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Inspecting UDTs

Running this code:

require 'cassandra'

cluster = Cassandra. cl uster

cluster. keyspace('sinplex').each_type do |type|
puts type.to_cql

end

Produces this output:

CREATE TYPE si npl ex. address (
street varchar,
zi pcode int
)
CREATE TYPE si npl ex. check_in (
| ocation frozen <address>,
tinme tinestanp,
data frozen <tuple<int, varchar, float>>

)

Inserting a partially-complete UDT

Running this code:

require 'cassandra'

cluster = Cassandra. cl uster
session = cluster.connect (' sinplex')
insert = session.prepare('|NSERT |INTO users (id, l|ocation) VALUES (?, ?)")

session. execute(insert, arguments: [0, Cassandra::UDT. new zi pcode: 78723)])
sessi on. execut e(' SELECT * FROM users').each do | row

| ocation = row 'l ocation']

puts "Location: #{location}"
end

Produces this output;
Location: { street: nil, zipcode: 78723 }

Nesting a UDT

Running this code:

require 'cassandra

cluster = Cassandra.cluster

session = cluster.connect (' sinplex')

sessi on. execut e(" CREATE TABLE registration (id int PRI MARY KEY, info
frozen<check in>)")

insert = session.prepare('|I NSERT INTO registration (id, info) VALUES
(72, 2)")

| ocation = Cassandra:: UDT.new(street: '123 Main St.', zipcode: 78723)

tupl e = Cassandra:: Tuple.nem( 42, 'math', 3.14)

i nput = Cassandra:: UDT. new(l ocation: |ocation, tine: Tine.at(1358013521
123000), data: tuple)

sessi on. execute(insert, argunents: [0, input])

sessi on. execute(' SELECT * FROM regi stration').each do |row

info = row'info']
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puts "Info: {street: #{info.location.street}, zipcode:
#{info.location. zipcode}}, #{info.tine.httpdate}, #{info.data}"
end

Contains this output:

Info: {street: 123 Main St., zipcode: 78723}, Sat, 12 Jan 2013 17:58: 41 G,
(42, math, 3.140000104904175)

Debugging

You have several options to help in debugging your application.

Execution information
Every result contains useful execution information (Cassandr a: : Execut i on: : | nf 0).

This example extends the Si npl eCl i ent class in the Quick start section by adding a method.

def get Executionl nformation()
execution = @ession. execute("SELECT * FROM si npl ex. songs"
consi stency: :one).execution_info
puts "coordi nator: #{execution.hosts.last.ip}"
puts "cql: #{execution.statenent.cql}"
puts "requested consistency: #{execution.options.consistency}"
puts "actual consistency: #{execution.consistency}"
puts "nunber of retries: #{execution.retries}"
end

Example output from calling the get Execut i onl nf or mat i on method.

coordi nator: 127.0.0.3

cql: SELECT * FROM si npl ex. songs
requested consi stency: one
actual consistency: one

number of retries: O

Execution information reflects retry decision

Given afile,retrying_at_a gi ven_consi stency_policy. rb, with:

cl ass Retryi ngAt AG venConsi st encyPol i cy
i nclude Cassandra::Retry::Policy

def initialize(consistency to_use)
@onsi stency_to_use = consistency_to_use
end

def read_tineout(statenent, consistency |level, required_responses,
recei ved _responses, data retrieved, retries)
try_agai n(@onsi stency_to_use)
end

def write_tineout(statenent, consistency level, wite_ type,
acks_required, acks_received, retries)
try_agai n(@onsi stency _to_use)
end
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def wunavail abl e(statenent, consistency_|level, replicas_required,
replicas_alive, retries)
try_agai n(@onsi stency _to_use)
end
end

And the following example:

require 'cassandra'
require_relative '"retrying_at_a_gi ven_consi stency_policy'

cluster = Cassandra.cluster(retry_policy:
Ret ryi ngAt AG venConsi st encyPol i cy. new(: one))
session = cl uster.connect ("si npl ex")

execution = session. execute("SELECT * FROM songs",
consistency: :all).execution_info

puts "Requested consistency: #{execution.options.consistency}"

puts "Actual consistency: #{execution.consistency}"
puts "Number of retries: #{execution.retries}"

Output:

Request ed consistency: all
Actual consistency: one
Nunber of retries: 1

Request tracing
This example uses the si npl ex schema from the Quick start section by adding a method.

By default, request tracing is disabled.

require 'cassandra'

cluster = Cassandra. cl uster
sessi on = cl uster.connect ("si npl ex")
execution = session. execute("SELECT * FROM songs"). execution_info

at _exit { cluster.close }
i f execution.trace

puts "Failure."
el se

puts "Success."
end

Output:

Success.

Enabling tracing

Enable tracing by setting the :trace option to true when executing a statement. You retrieve trace
information by calling execution_info method on your result.

require 'cassandra'

40



Ruby driver reference

cl uster = Cassandra. cl uster

sessi on = cluster.connect ("sinplex")

execution = session. execute("SELECT * FROM songs", :trace =>
true).execution_info()

trace = execution.trace

at_exit { cluster.close() }

puts "Coordi nator: #{trace.coordi nator}"
puts "Started at: #{trace.started at}"
puts "Total events: #{trace.events.size}"
puts "Request: #{trace.request}"

Example output:

Coordi nator: 127.0.0.3

Started at: 2014-11-03 07:44:20 -0800
Total events: 26

Request: Execute CQL3 query

Error handling

Handling errors in a distributed system is a complex and complicated topic. Ideally, you must understand
all of the possible sources of failure and determine appropriate actions to take. This section is intended to
explain various known failure modes.

Request execution errors

Requests resulting in host errors are automatically retried on other hosts. If no other hosts are present in
the load-balancing plan, a Cassandr a: : Errors: : NoHost sAvai | abl e error is raised that contains a

execute

get load balancing plan

"

| no

|

|

| |

|

\

yes

()™

A

|

v

no
----| cluster error?
I
i
I
i
I

| yes

! i
\j I yes

no
777777 *
i : yes ; no
i il |
d A\
1
————— > s )

map of host to host error that were seen during the request.

Additionally, if an empty load-balancing plan is returned by the load-balancing policy, the request is not
attempted on any hosts.
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Whenever a cluster error occurs, the retry policy is used to decide whether to re-raise the error, retry the
request at a different consistency, or ignore the error and return empty result.

Finally, all other request errors, such as validation errors, are returned to the application without retries.

Table 3: Top-level error classes

Event type Class

Host errors Cassandra: : Errors:: ServerError

Cassandra: : Errors:: Overl oadedErr or

Cassandra::Errors::Internal Error

Cassandra: : Errors: : | sBoot strappi ngError

Cluster errors Cassandra:: Errors:: WiteTi neout Error

Cassandra: : Errors: : ReadTi neout Error

Cassandra: : Errors: : Unavai |l abl eError

Rerquest errors Cassandra: : Errors::ValidationError

Cassandra::Errors::ClientError

Cassandra: : Errors:: Truncat eError

Connection heartbeat

In addition to the request execution errors and timeouts, the driver performs a periodic heartbeat of each
open connection to detect network outages and prevent stale connections from gathering.

The default heartbeat interval is quite conservative at 30 seconds with an idle timeout of one minute, but
these numbers can be changed when constructing a cluster.

Upon detecting a stale connection, the driver automatically closes it and all outstanding requests fail
with a host-level error, which forces the requests to be retried on other hosts as part of a normal request
execution.

Example schema

CREATE KEYSPACE si npl ex
WTH replication = {'class': 'SinpleStrategy', 'replication factor': 3};

USE si npl ex;

CREATE TABLE songs (
id uuid PRI MARY KEY,
title text,
al bum t ext,
artist text,
tags set <t ext >,

data bl ob
)
CREATE TABLE si npl ex. pl aylists (
id uuid,
title text,
al bum t ext,

artist text,
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song_id uuid,
PRI MARY KEY (id, title, album artist)
)

I NSERT | NTO songs (id, title, album artist, tags)
VALUES (

756716f 7- 2e54- 4715- 9f 00- 91dcbeabcf 50,

'La Petite Tonkinoise',

' Bye Bye Bl ackbird',

' Joséphi ne Baker',

{"jazz', '2013'})

I NSERT I NTO songs (id, title, album artist, tags)
VALUES (

f6071e72- 48ec- 4f cb- bf 3e- 379¢c8a696488,

"Die Misch',

"In Gold',

"WIli Gsternmann',

{" k6l sch', '1996', 'birds'}

I NSERT | NTO songs (id, title, album artist, tags)
VALUES (

f bdf 82ed- 0063- 4796- 9c7c- a3d4f 47b4b25,

'Meno From Turner',

' Performance',

"M ck Jager',

{"soundtrack', '1991'}

)
I NSERT | NTO sinpl ex.playlists (id, song_id, title, album artist)
VALUES (
2cc9cch7-6221-4ccb-8387-f 22b6alb354d,
756716f 7- 2e54- 4715- 9f 00- 91dcbeabcef 50,
'"La Petite Tonki noise',
' Bye Bye Bl ackbird',
' Joséphi ne Baker'
)
I NSERT | NTO sinmplex.playlists (id, song_id, title, album artist)
VALUES (
2cc9cch7-6221-4cch-8387-f 22b6alb354d,
f 6071e72- 48ec- 4f cb- bf 3e- 379c8a696488,
'Di e Mbsch',
"In Gold',
"WIli Gsternmann'
)
I NSERT | NTO sinpl ex.playlists (id, song_id, title, album artist)
VALUES (
3f d2bedf - a8c8- 455a- a462- 0cd3a4353c54,
f bdf 82ed- 0063- 4796- 9c7c- a3d4f 47b4b25,
"Menmo From Turner',
" Per f or mance',
"M ck Jager'
)
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Node discovery

The Ruby driver automatically discovers and uses all of the nodes in a Cassandra cluster, including newly
bootstrapped ones.

Description

The driver discovers the nodes that constitute a cluster by querying the contact points used in building the
cluster object. After this it is up to the cluster's load balancing policy to keep track of node events (that is
add, down, remove, or up) by its implementation of a listener.

Membership change listener example
A state listener which is notified on cluster membership changes.

menber shi p_change_printing_listener.rb listing:

cl ass Menber shi pChangePri nti ngLi st ener
def initialize(io)
@ut =io
end

def host_found(host)
@ut . puts("Host #{host.ip} is found")
@ut . flush

end

def host | ost (host)
@ut . puts("Host #{host.ip} is lost")
@ut . flush

end

def host _up(host)
@ut . put s("Host #{host.ip} is up")
@ut . flush

end

def host down(host)
@ut . put s("Host #{host.ip} is down")
@ut . fl ush
end
end

menber shi p_change_exanpl e. r b listing:

require_relative 'nenbership_change printing_listener'

require 'cassandra'
l'i stener = Menbershi pChangePri ntinglLi stener. new $stderr)
cluster = Cassandra.cluster(hosts: ['127.0.0.1'])

cluster.register(listener)

$stdout . put s("=== START ===")
$stdout . fl ush

$stdin. gets

$st dout . puts(" === STOP ===")

$stdout. fl ush
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1. Run nenber shi p_change_exanpl e. r b against a three-node Cassandra cluster using the example

schema.
2. Stop and restart a node.
3. Add a fourth node and start it.
4. Remove the fourth node.

Output:

$ ruby nenbershi p_change_exanple.rb

=== START ===

Host 127.0.0.2 is down
Host 127.0.0.2 is up
Host 127.0.0.4 is found
Host 127.0.0.4 is up
Host 127.0.0.4 is down
Host 127.0.0.4 is | ost
=== STOP ===

Schema change listener example
A state listener which is notified on schema changes. There are three types of changes:

 keyspace_created
 keyspace_changed
« keyspace_dropped

All these changes are communicated to a state listener using its accordingly named methods with a
Keyspace instance as an argument.

schena_change_exanpl e. r b listing:

require 'cassandra
require_relative 'schema_change_printing_listener’

SchemaChangePri nti ngLi st ener. new( $stderr)
Cassandra. cluster(hosts: ['127.0.0.1'])

i stener
cluster

cluster.register(listener)

$st dout . put s(" === START ===")
$st dout . fl ush

$stdin. gets

$st dout . put s(" === STOP ===")

$stdout . fl ush

1. Runscherma_change_exanpl e. r b against a three-node Cassandra cluster.
2. Create the simplex keyspace from the example schema.
3. Drop the simplex schema from the cluster.

Output:

$ ruby nenbershi p_change_exanple.rb
=== START ===

Keyspace "sinpl ex" created

Keyspace "si npl ex" changed

Keyspace "si npl ex" changed

Keyspace "si npl ex" dropped
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=== STOP ===

Prepared statements

Prepared statements are used to prepare a write query only once and execute it multiple times with
different values. A bind variable marker (that is, ?) is used to represent a dynamic value in the statement.

An INSERT prepared statement

This example uses this schema:

CREATE KEYSPACE sinmplex WTH replication = {'class': 'SinpleStrategy',

"replication_factor': 3};
USE si npl ex;
CREATE TABLE playlists (
id uuid,
title text,
al bum t ext,
artist text,
song_id uuid,
PRI MARY KEY (id, title, album artist)
)

Running this code:

require 'cassandra'

cluster = Cassandra.cl uster
session = cluster.connect ("sinplex")
insert = session.prepare(
"I NSERT I NTO playlists (id, song_id, title, artist,
"VALUES (62c36092-82al-3a00-93d1-46196ee77204, ?, ?,
)
songs = |
cid =>

Cassandra: : Uui d. new(' 756716f 7- 2e54- 4715- 9f 00- 91dcbeabcf 50" ),
:title =>'La Petite Tonkinoise',
:album => 'Bye Bye Bl ackbird',
cartist => 'Joséphi ne Baker'

I
{

cid => Cassandra:: Uui d. new(' f 6071e72- 48ec- 4f cb-
bf 3e-379c8a696488' ),

:title => "D e Mysch',

album = "In Gold',

cartist => "WIIli Osternann'

},

{
tid => Cassandra: : Uui d. new(' f bdf 82ed- 0063- 4796-9c7c-
a3d4f 47b4b25') ,
:title =>'Meno From Turner',
:al bum => ' Performance',
;artist =>'Mck Jager'
}
]

songs. each do | song|
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sessi on. execute(insert, argunments: [song[:id], song[:title],

song[:artist], song[:albuni])
end

sessi on. execut e(" SELECT * FROM pl ayl i sts").each do | row

puts("#{row"artist"]}: #{rowf"title"]} / #{row "al bum']}")

end

Contains this output:

Joséphi ne Baker: La Petite Tonkinoise / Bye Bye Bl ackbird

An INSERT prepared statement with named parameters

This example uses this schema:

CREATE KEYSPACE sinplex WTH replication = {'class': 'SinpleStrategy',

"replication_factor': 3};
USE si npl ex;
CREATE TABLE pl aylists (
id uuid,
title text,
al bum t ext,
artist text,
song_id uuid,
PRI MARY KEY (id, title, album artist)
)

Running this code:

require 'cassandra'

cluster = Cassandra. cl uster
session = cluster.connect ("sinpl ex")
insert = session.prepare(
"I NSERT | NTO playlists (id, song_id, title, artist,
"VALUES (62c36092-82al-3a00-93d1-46196ee77204, : a,
)
songs = |
t
2id =>
Cassandra: : Uui d. newm(' 756716f 7- 2e54- 4715- 9f 00- 91dcheabef 50' ),
:title =>'La Petite Tonkinoise',
:al bum => 'Bye Bye Bl ackbird'
cartist => 'Joséphi ne Baker'
%!
tid => Cassandra:: Uuid. new(' f6071e72-48ec- 4f cb-
bf 3e- 379c8a696488'" ),
:title =>"'Die Misch',
calbum =>"'In ol d'
rartist => "WIIli Gsternmann
%l
tid => Cassandra:: Uui d. new(' f bdf 82ed- 0063- 4796- 9c7c-

a3d4f 47b4b25') ,
ctitle =>'Meno From Turner',
:al bum => 'Perfornance',
rartist =>'"Mck Jager'

}

al bu

. b,

. C,

\

cd)”
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]

songs. each do | song|
sessi on. execute(insert, argunents: {:a => song[:id],
song[:title], :c => song[:artist], :d => song[:al bunl})
end

b =>

sessi on. execut e("SELECT * FROM pl aylists").each do |row
puts("#{row"artist"]}: #{rowf"title"]} / #{row "al bum']}")
end

Contains this output:

Joséphi ne Baker: La Petite Tonkinoise / Bye Bye Bl ackbird
WIli GCstermann: Die Misch / In Cold

M ck Jager: Meno From Turner / Perfornance

A SELECT prepared statement with parameterized LIMIT clause

This example uses this schema:

CREATE KEYSPACE sinplex WTH replication = {'class': 'SinpleStrategy',

"replication_factor': 3};
USE si npl ex;
CREATE TABLE pl aylists (
id uuid,
title text,
al bum t ext,
artist text,
song_id uuid,
PRI MARY KEY (id, title, album artist)

)
I NSERT I NTO playlists (id, song_id, title, album artist)
VALUES (

2cc9ccb7-6221- 4cch-8387-f 22b6alb354d,

756716f 7- 2e54- 4715- 9f 00- 91dchbeabcf 50,

"La Petite Tonkinoise',

'Bye Bye Bl ackbird',

' Joséphi ne Baker'
)
I NSERT | NTO playlists (id, song_id, title, album artist)
VALUES (

2cc9ccb7-6221- 4cch-8387-f 22b6alb354d,

f6071e72- 48ec- 4f cb- bf 3e- 379c8a696488,

"Die Misch',
"I'n Gold',
"WIli Ostermann'

),
I NSERT I NTO playlists (id, song_id, title, album artist)
VALUES (

3f d2bedf - a8c8- 455a- a462- 0cd3a4353c54,

f bdf 82ed- 0063- 4796- 9c7c- a3d4f 47b4b25,

'Meno From Turner',

' Per f or mance'

"M ck Jager'

)
I NSERT I NTO playlists (id, song_id, title, album artist)
VALUES (

3f d2bedf - a8c8- 455a- a462- 0cd3a4353c54,

756716f 7- 2e54- 4715- 9f 00- 91dcbeabcf 50,
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'La Petite Tonkinoise',
' Bye Bye Bl ackbird',
' Joséphi ne Baker'

)

Running this code:

require 'cassandra'

cluster = Cassandra.cluster
session = cluster.connect ("sinpl ex")

sel ect session. prepare("SELECT * FROM playlists LIMT ?")
limts =11, 2, 3]
limts.each do [limt]

rows = session. execute(select, argunents: [limt])
puts "sel ected #{rows.size} row(s)"
end

Contains this output:

selected 1 rows)
selected 2 rows)
sel ected 3 rows)

Security

Authentication

By default, the driver supports Cassandra’s internal authentication mechanism. It is also possible to
provide a custom authenticator implementation, refer to Cassandr a: : Aut h module for more information.

SSL encryption
Cassandra supports client-to-node encryption and even trusted clients, starting with version 1.2.3.

Setting up SSL on Cassandra
Setting up SSL encryption on Cassandra seems a difficult task for someone unfamiliar with the process.

1. Install the Java Cryptography Extension.

2. Set up the Cassandra keystore.

3. Extract the server certificate for peer verification.
4. Enable SSL authentication and trusted clients.

Installing the Java Cryptography extension

First you must install the Java Cryptography Extension (JCE). (Skip this step if you already have the JCE

installed.) Without the JCE, Cassandra processes will fail to start after enabling encryption.

1. Download the JCE from Oracle.

2. Extract the files from the downloaded archive.

3. Copyl ocal policy.jar and US export _policy.jar tothe $3JAVA HOVE/ jre/libl/security
directory.

If your $JAVA_HOME envirronmental variable is not set, you can determine the installation location of Java
as follows:
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Linux

Set the $JAVA_HOVE variable by executing the following command.

JAVA HOVE = $(readlink -f /usr/bin/javac | sed "s:/bin/javac::" )

Mac OS X

50

Set the $JAVA_HOVE by running the j ava_horme utility.

JAVA HOVE = $(/usr/libexec/java_hone )

Setting up the Cassandra keystore

1. Create a server certificate by running the following script.

3.

4

server _al i as=nodel
keystore fil e=conf/.keystore
keystore_pass="sone very |ong and secure password"

CN="Cassandra Node 1"
OU="Drivers and Tool s"
O="DataStax Inc."
L="Santa Cl ara"
ST="Cal i forni a"

cC="USs"

keyt ool -genkey -keyal g RSA -nopronpt \
-alias "$server_alias" \
-keystore "$keystore_file" \
-storepass "$keystore_pass" \
-dnane "CN=$CN, OU=$QU, O=$0, L=$L, ST=$ST, C=3$C'

You should use a different certificate for every node that you want to secure communication with using
SSL encryption.

After you have run this script for all nodes in our cluster, configure the Cassandra servers to use their
respective . keyst or e files by adding the following to the cassandr a. yan file:

client_encryption_options:
enabl ed: true
keystore: conf/.keystore
keystore_password: "sonme very |long and secure password"

Note that the values of keystore and keystore password above must be the same as the values of
$keystore_file and $keystore_pass used in the shell script.

. Restart your Cassandra processes.

At this point you already have SSL enabled and can even connect to the servers using the Ruby driver:

require 'cassandra'

cluster = Cassandra.connect(ssl: true)

Note: This is like having no security at all since the driver won’t be able to verify the identity of the
server.
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Extracting the server certificate for peer verification

There are several ways to have your client verify the server’s identity. In this example, you extract a PEM
certificate of the server, which is suitable for use with the OpenSSL library that the driver uses, and give it
to the client for verification.

1. Export a DER certificate of the server:

# val ues sane as above

server _al i as=nodel

keystore file=conf/.keystore

keyst ore_pass="sone very |ong and secure password"

keyt ool -export \

-alias "$server_alias" \
-keystore "$keystore_file" \
-storepass "$keystore_pass" \
-file "$server_alias. der"

Note: The values of $server_alias, $keystore_file, and $keystore pass must be the same as in

the script that we used to generate the keystore file.

. Now that we have our DER certificate, Run openssl to transform the DER certificate created in the
previous step into a PEM file:

$ openssl x509 -out "$server alias.pent -outformpem-in "$server_alias. der
-inform der

This creates a PEM certificate out of your DER source certificate that was extracted from the keystore.
This process has to be repeated for each unique keystore that was created previously.

. Bundle all the PEM certificates for your client to use.

$ cat nodel. pem node2. pem node3. pem > server.pem

Note: You can skip this step if you only have one node in your cluster.

. You specify the combined PEM file when connecting to the cluster in your client.
. give it to the client to verify our server’s identity:

require 'cassandra'

cluster = Cassandra.cluster(server_cert: 'path_to/server.peni)

Your client can now verify the identity of the server, and, combined with Standard Authentication, this
provides enough security to be useful.

Enabling SSL authentication and trusted clients

Even better than the previous example using PEM certificates to identify the server is to enable SSL
authentication and trusted clients. Enabling SSL authentication means explicitly adding certificates of all
clients and peers to a list of trusted certificates of each Cassandra server.

1. Be sure that all of your server nodes can talk to each other using SSL authentication by running the

following Ruby script:

servers = |

{
calias => 'nodel',
: keystore => 'nodel/ conf/. keystore',
s kest ore_pass => "sone very |long and secure password",
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:truststore => 'nodel/ conf/.truststore'
:truststore_pass => "another very long and secure password"
¥
{
calias => ' node2'
: keystore => 'node2/ conf/. keystore'
s kestore_pass => "sone very |long and secure password",
:truststore => 'node2/ conf/.truststore'
:truststore_pass => "another very long and secure password"
¥
{ _
;alias => 'node3'
tkeystore => 'node3/conf/. keystore'
- kestore_pass => "sone very |long and secure password",
itruststore => 'node3/conf/.truststore'
:truststore_pass => "another very long and secure password"
3
]
# we'll iterate over each server and add all other server certificates it

its truststore
servers. each do |server|
truststore = server[:truststore]
storepass = server[:truststore_pass]

servers. each do | peer|
next if peer == server # skip self

peer_ali as
peer _keystore
peer _storepass

peer[:alias]
peer[: keyst ore]
peer[: keystore_pass]

# export .der certificate fromthis peer's keystore if we haven't
al r eady
unl ess File.exists?("#{peer_alias}.der")
systen("keytool -export -alias \"#{peer_alias}\"
keystore \"#{peer_keystore}\" -storepass \"#{peer_storepass}\" -file
\"#{peer_alias}.der\"")
end

# now we can inport extracted peer's DER certificate into server's
truststore
systen("keytool -inport -nopronpt -alias \"#{peer_alias}\"
-keystore \"#{truststore}\" -storepass \"#{storepass}\" -file
\"#{peer_alias}.der\"")
end
end

Be sure that all the data in the above script is correct: paths to keystores and truststores as well as
passwords and aliases.

2. Save this fileto generate_truststores.rbandrunit:

ruby generate truststores.rb

All your servers trusting each other.
3. Create a certificate for our client and add it to the servers’ truststores.

a. Create a new keystore for the Driver to use:

driver_alias=driver
keystore_fil e=driver. keystore
keyst ore_pass="sone very |ong and secure password"
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CN="Ruby Driver"
OU="Drivers and Tool s"
O="DataStax Inc."
L="Santa Cl ara"
ST="Cal i forni a"

c="Us"

keyt ool -genkey -keyal g RSA -nopronpt \
-alias "$driver_alias" \
-keystore "$keystore_file" \
-storepass "$keystore_pass" \
-dnane "CN=$CN, OU=$QU, O=$0, L=$L, ST=$ST, C=$C

Note: Be sure to change the data in this example script.

b. Check that the dri ver. keyst or e file (or whatever the value of $keystore_file was) exists.
c. Export its DER certificate:

# val ues sane as above

driver_alias=driver

keystore_file=driver. keystore

keyst ore_pass="sonme very |long and secure password"

keyt ool -export \
-alias "$driver_alias" \
-keystore "$keystore_file" \
-storepass "$keystore_pass" \
-file "$server_alias. der"

d. Add the driver DER certificate to the truststores of our servers by using the following Ruby script:

servers = |

{
calias => ' nodel'
:keystore => 'nodel/ conf/. keystore'
. kestore_pass => "sone very |long and secure password"
:truststore => 'nodel/conf/.truststore'
struststore_pass => "another very long and secure password"
1
{
;alias => 'node2'
: keystore => 'node2/ conf/. keystore'
: kestore_pass => "sone very |long and secure password",
itruststore => 'node2/conf/.truststore’
:truststore_pass => "another very long and secure password"
},
{
calias => 'node3'
: keystore => 'node3/conf/. keystore'
- kestore_pass => "sone very |long and secure password",
:truststore => 'node3/conf/.truststore'
:truststore_pass => "another very |long and secure password"
}
]
driver_alias = "driver”
driver_cert = "driver.pent

servers. each do |server|
truststore = server[:truststore]

53



Ruby driver reference

storepass = server[:truststore_pass]

systen("keytool -inport -nopronpt -alias \"#{driver_alias}\"
-keystore \"#{truststore}\" -storepass \"#{storepass}\" -file
\"#{driver_cert}\"")
end

e. Saveitto afile called add_to_truststores.rb.
f. Runthe add to_truststores.rb script.

$ ruby add_to truststores.rb
g. Runthe openssl utility to convert the exported DER certificate to a PEM one:

$ openssl x509 -in driver.der -informder -out driver.pem -outform pem

At this point you have your client PEM key, or a public key,. to communicate securely with.

4. Create a private key, to be used to encrypt all communication, by running the following Java program to
extract this information from dri ver . keyst or e file:

/* DunpKey. | ava
* Copyright (c) 2007 by Dr. Herong Yang, http://ww. herongyang. com
*/

import java.io.*;
i mport java.security.*;

public class DunpKey {
static public void main(String[] a) {
if (a.length<5) {
System out. println("Usage:");
System out. printl n(
"java DunpKey j ks storepass alias keypass out");

return;
}
String jksFile = a[0];
char[] jksPass = a[l].toCharArray();
String keyNane = a[ 2];
char[] keyPass = a[3].toCharArray();
String outFile = a[4];

try {
KeyStore jks = KeyStore.getlnstance("jks");

j ks.load(new Fil el nput Strean(jksFile), jksPass);

Key key = jks. get Key(keyNane, keyPass);
Systemout.println("Key algorithm "+key.getAl gorithm));
Systemout.println("Key format: "+key.getFormat());
Systemout.println("Witing key in binary formto "
+outFil e);

Fi |l eQut put Stream out = new Fi |l eQut put Strean(outFile);
out.write(key. get Encoded());
out.close();
} catch (Exception e) {
e.printStackTrace();
return;

}

a. Save the Java code to a file called DunpKey. j ava.
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b. Run the following script:

# val ues sane as above

driver_alias=driver

keystore file=driver. keystore

keystore_pass="sone very |ong and secure password"

j avac DunpKey.java

java DunpKey "$keystore file" "$keystore pass" "$driver_alias"
"$keyst ore_pass" driver_bin. key

This should drop the contents of dri ver . keyst or e private key into dri ver _bi n. key.
c. Add the PEM standard header and footer by running the following script:

# prepend PEM header

echo "----- BEG N PRI VATE KEY----- " | cat - driver_bin.key > driver.key
# append PEM f oot er
echo "----- END PRI VATE KEY----- " >> driver. key

d. Set up a passphrase for your private key to ensure that only our client application can use it:

$ ssh-keygen -p -f driver. key

The script prompts you to enter a secure passphrase for the key which you’ll use below.
5. Enable SSL authentication by adding the following to cassandr a. yanm on each server:

client_encryption_options:
enabl ed: true
keystore: conf/. keystore
keyst ore_password: "some very |long and secure password"
require_client_auth: true
truststore: conf/.truststore
truststore_password: "another very long and secure password"

Be sure to update the cassandr a. yanl file on each server with correct data from previous steps.
6. Use the client certificate and key to connect to your Cassandra cluster:

cluster = Cassandra. connect (

server_cert: '/path/tol/server.pen,
client_cert: '/path/to/driver.pen,
private_key: '/path/to/driver.key",
passphrase: "t he passphrase you picked for the key'
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API reference

DataStax Ruby Driver for Apache Cassandra.

56


http://docs.datastax.com/en/drivers/ruby/2.1/index.html

Tips for using DataStax documentation

Tips for using DataStax documentation

Navigating the documents

To navigate, use the table of contents or search in the left navigation bar. Additional controls are:

Hide or display the left navigation.

Go back or forward through the topics as listed in
the table of contents.

Toggle highlighting of search terms.

S Print page.

L See doc tweets and provide feedback.
Grab to adjust the size of the navigation pane.

T Appears on headings for bookmarking. Right-click
the 1 to get the link.

° Toggles the legend for CQL statements and

Other resources

You can find more information and help at:

« Documentation home page
» Datasheets

* Webinars

« Whitepapers

« Developer blogs

e Support

nodetool options.
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