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Agenda

• Assets and attackers
• Security capabilities

■ Existing
■ What is new
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Securing What?

Data

Credentials

Privacy

Financials

Business

Resources

Network

Phone

Computation

Storage
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How Attackers Work

Data

Resources

User Interface

Code

Storage

Transport

Attacker
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Some Example Vulnerabilities

• User interface
■ Trojans
■ Phishing
■ Spoofing

• Code
■ Input 

validation 
flaws

■ Memory 
mismanagement

• Storage
■ Physical theft
■ Cross 

application 
leaks

■ Incorrect file 
permissions

• Transport
■ Passive observation
■ Man in the middle
■ Replay attacks
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Defenses

• User interface
■ Quarantine
■ Authorization

• Code
■ Exploit 

mitigation
■ Code 

hardening
■ Sandboxing

• Storage
■ Filesystem 

permissions
■ Keychain
■ FileVault
■ Data 

protection

• Transport
■ SecurityFramework
■ SecureTransport
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Roadmap

• Two applications
• RSS Reader
• Financial application

• Vulnerabilities and Mitigations
• UI
• Code 
• Storage
• Transport
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RSS Reader

• HTML5
• Rich media
• Network enabled
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Attack Model for Breaking into RSS Reader

RSS Reader

Feeds

URI Handler

Filesystem

NSWorkspace

WebKitEnclosures
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User Interface Attacks

• Trojans
• Phishing

■ Spoofing
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User Interface Defenses

• Quarantine
• Authorization
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Is This Really a PDF? Only on 
Mac OS
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Quarantine Stops Trojan Horses Only on 
Mac OS
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Using Quarantine

• Info.plist key: LSFileQuarantineEnabled
• Automatic attributes 
kLSQuarantineAgentNameKey; 

kLSQuarantineAgentBundleIdentifierKey; 

kLSQuarantineTimeStampKey; 

• Manual attributes
kLSQuarantineTypeKey; 

kLSQuarantineOriginURLKey; 

kLSQuarantineDataURLKey; 

Only on 
Mac OS
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Authorization Only on 
Mac OS
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Authorization Improvements
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Attack Model for Breaking into RSS Reader

RSS Reader

Feeds

URI Handler

Filesystem

NSWorkspace

WebKitEnclosures
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Code Vulnerabilities

• Input validation errors
• Memory mismanagement
• Logic flaws
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RSS Reader Fail

NSLog(urlString)

reader://%4$@
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RSS Reader Improved

NSLog(@“%@”, urlString)
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Code Defenses

• Code hardening
• Exploit mitigation
• Sandboxing
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Code Hardening

• Clang static analyzer
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Code Hardening

• Fortify source

char buf[256];
strcpy(buf, input);

char buf[256];
strlcpy(buf, input, sizeof(buf));

Only on 
Mac OS
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Code Hardening

• Stack protectors

Only on 
Mac OS
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Code Defenses

• Exploit mitigation
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Code Injection Can Be Easy

Program

Shared Libraries

Data

Stack

Heap

Code 
Injection

Heap
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Making Injection More Difficult

Program

Shared Libraries

Data

Stack

HeapHeap

Improved
in Lion

Data
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• Return oriented
programming

Bypassing NX Data

http://www.toc2rta.com/files/itiff_exploit.cpp
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Address Space Randomization
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Aedsdrs Scpae Rzaimotinaodn
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Aedsdrs Scpae Rzaimotinaodn

Program

Shared Libraries

Data

Stack

Heap

0x?????000

0x?????000

0x2?????000

0x3?????000

0x3?????000
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Build Differences Only on 
Mac OS

Hardening Measure Snow Leopard Lion

ASLR (PIE) Default off Default on

NX Data Default 64-bit only Default on 32/64

MallocCorruptionAbort Default 64-bit only Default on 32/64

Char buf stack protectors Default on Default on

All stack cookies -fstack-protector-all -fstack-protector-all
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Checking for Randomization

otool -arch x86_64 -hvr ExampleProgram.app/Contents/MacOS/ExampleProgram

Mach header
      magic cputype cpusubtype  caps    filetype ncmds sizeofcmds     flags
MH_MAGIC_64  X86_64        ALL LIB64     EXECUTE    16       2008  NOUNDEFS DYLDLINK TWOLEVEL PIE

PIE
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Code Defenses

• Sandboxing
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Sandboxing

• Seatbelt
• Sandbox profiles
kSBXProfileNoInternet

kSBXProfilePureComputation
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App Sandbox
Benefits

• Easy
• Transparency and conformance to user intent
• Fine grained access control
• Seamless protection in line with user experience
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Introducing App Sandbox Nob Hill
Tuesday 2:00-3:00PM

App Sandbox and Mac App Store Nob Hill
Tuesday 3:15-4:15PM

Related Sessions
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App Sandbox and Mac App Store Location
Wednesday 9:00-12:30PM

Labs
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Sandboxing

Application

System calls

User Files

Network

…

IOKit

WindowServer Pasteboard

Security 
Services
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Sandboxing

Application

System calls

User Files

Network

…

IOKit

WindowServer Pasteboard

Security 
Services

Attack

ApplicationApplication

System calls

User Files

Network

…

IOKit

WindowServer Pasteboard

Security 
Services
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Sandboxing

Application

System calls

User Files

Network

…

IOKit

WindowServer Pasteboard

Security 
Services

Rendering

Controller

Network Code
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App Sandbox

• Provides damage control
• Designed for interactive applications
• Entitlements 
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Understanding Entitlements

• Default deny 
• Opt into capabilities
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Example Entitlements

• Opening a connection to another machine
• Writing to Downloads folder
• User initiated read 
• User initiated write 
• Camera
• Printing
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Financial Application

• Credentials
• Locally stores statements
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Storage Security Flaws

• Physical theft
• Incorrect file permissions
• Cross application leaks
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Financial Application Attack Model

Application Server

Password Credentials

Bank Statements
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Storage Security Measures

• Keychain
• FileVault
• Data Protection
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Keychain

• Secure credential storage
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• Encrypted home directories

FileVault
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• Full disk encryption

FileVault
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• Protect files in case of compromise
• User implicitly manages availability 
with passcode

• Different protection classes available

Data Protection Only on 
iOS
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The Protection Classes

File Availability NSFiles Keychain

Always NSFileProtectionNone kSecAttrAccessibleAlways

When device unlocked NSProtectionComplete kSecAttrAccessibleWhenUnlockedunlocked

When device unlocked or file open

After first device unlock kSecAttrAccessibleAfterFirstUnlock

Only on 
iOS

55



Use Cases

• Personal information
■ Notes, pictures, financial information

• Keychain
■ Credentials
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The Protection Classes

File Availability NSFiles Keychain

Always NSFileProtectionNone kSecAttrAccessibleAlways

When device unlocked NSProtectionComplete kSecAttrAccessibleWhenUnlockedunlocked

When device unlocked or file open NS...CompleteUnlessOpen

After first device unlock NS...CompleteUnlessFi
rstUserAuthentication kSecAttrAccessibleAfterFirstUnlock
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Use cases

• For background applications
• Finishing large downloads
NSFileProtectionCompleteUnlessOpen

• Notifications and streaming
NSFileProtectionAfterFirstUnlock

58



• Temporary directories
• Incorrect permissions

■ World writeable

File Permissions
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• No longer writeable by admin
• Exceptions

■ /Library/Caches
■ Role-owned directories

Stronger File Permissions 

Directory 10.6 10.7

/ root:admin 0775 root:wheel 0755

/Applications/Utilities/ root:admin 0775 root:admin 0755

/Library/ root:admin 0775 root:wheel 0755
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Financial Application Attack Model

Application Server

Password Credentials

Bank Statements
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Transport Security Attacks

• Passive observation
• Man in the middle
• Replay attacks
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Transport Security Solutions

• Security Framework
• SecureTransport
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Security APIs

CFNetwork

Secure
Transport

URL Loading 
System

Certificate, 
Key and Trust 

Services

Authorization 
Services

Security 
Objective-C

API
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Mac OS X APIs

• Transforms
■ Easier, less code, better performance

• New Security APIs
■ CommonCrypto
■ Keychain
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New iOS APIs

• Kerberos GSS API
• SecureTransport now available

■ TLS 1.1, TLS 1.2, DTLS
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Summary

• User Interface defenses
■ Quarantine
■ Authorization prompts

• Code hardening features
• Built in exploit mitigation technology
• Sandboxing

■ App Sandbox
• Transport security

■ NextGen Crypto
■ SecureTransport on iOS

• Data storage security
■ FileVault
■ DataProtection
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Useful References

Security Introduction
http://developer.apple.com/library/mac/#referencelibrary/GettingStarted/GS_Security/

Security Overview
http://developer.apple.com/library/mac/#documentation/Security/Conceptual/Security_Overview/

Secure Coding Guide
http://developer.apple.com/library/mac/#documentation/Security/Conceptual/SecureCodingGuide/

Launch Services (Quarantine notes)
http://developer.apple.com/library/mac/#releasenotes/Carbon/RN-LaunchServices/_index.html
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Security Overview Nob Hill
Tuesday 11:30-12:30PM

Mac App Store Nob Hill
Tuesday 3:15-4:15PM

Related Sessions

Securing Application Data Nob Hill
Thursday 9:00-10:00AM

Introducing App Sandbox Nob Hill
Tuesday 2:00-3:00PM
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Sandbox Lab Core OS Lab B
Wednesday 9:00-11:15AM

Security Lab Core OS Lab B
Thursday 11:30-1:30PM

Labs

Security Lab Core OS Lab B
Friday 11:30-12:30PM

70



71



72



73



74


