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In-App Purchase for iOS and Mac OS X
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Overview

• Welcome Mac OS X Developers
■ In-App Purchase, new for Lion
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In-App Purchase for iOS and Mac OS X
What we will cover

• What is an In-App Purchase?
• Types of In-App Purchases
• iTunes Connect Metadata Setup
• Testing in Sandbox and submitting to the App Store
• StoreKit on iOS and OS X
• In-App Purchase reporting
• Auto-renewable subscriptions
• Best practices
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Today’s Agenda

What Is an In-App Purchase?1.

In-App Purchase Types2.

iTunes Connect Setup3.

Testing in Sandbox and Submitting to the App Store4.

StoreKit on iOS and OS X5.

Auto-renewable Subscriptions6.

In-App Purchase Reporting7.

Best Practices8.
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What Is an In-App Purchase?

• Allows enhanced functionality/content to be sold directly within an app
• Implemented using the StoreKit API, introduced with iOS 3.0 and 10.7

■ StoreKit prompts for payment and securely authorizes transaction
■ In-App purchases aid in fighting piracy

• Developer’s server responsible for dynamically unlocking new content
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What Is an In-App Purchase?

• Example usages
■ Adding for pay features to a free app
■ Adding additional levels to a game
■ Purchasing virtual goods

• The Daily
■ Leverages auto-renewable In-App Purchases
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• Non-consumable
• Consumable
• Non-renewing subscription
• Auto-renewing subscription

In-App Purchase Types
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In-App Purchase Types
Non-consumables

• Available on iOS and new for Lion
• Designed to be purchased once and only once
• Consider these purchases “durable”
• Developer is responsible for ensuring purchase is present on all devices 
using restoreCompletedTransactions

• Examples
■ New level in a game
■ Additional feature in an app
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In-App Purchase Types
Consumables

• Available on iOS and new for Lion 
• Designed to be purchased multiple times by the customer
• Examples

■ Pet food or other items consumed as part of game play
■ Virtual currency as a means of advancement
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In-App Purchase Types
Non-renewing subscriptions

• Only available on iOS
• Deprecated in favor of auto-renewing subscriptions
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iTunes Connect Setup
Create In-App Purchase item

• In-App Purchase type
• Reference name
• Product ID
• Languages:  Display name, display description
• Pricing:  Cleared for sale, price tier
• Screenshot for review
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iTunes Connect Setup
Metadata: In-App Purchases link

Manage 
In-App Purchases
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iTunes Connect Setup
Metadata: In-App Purchase type

Consumable

Non-Consumable

Auto-Renewable
Subscriptions
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iTunes Connect Setup
Metadata: Reference name and product ID
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iTunes Connect Setup
Metadata: Adding languages
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iTunes Connect Setup
Metadata: Pricing
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iTunes Connect Setup
Metadata: Review screenshot
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Testing in Sandbox and Submission
Testing in Sandbox with StoreKit

• Development-signed builds automatically hit the sandbox environment
• Payments are not processed in sandbox, but transactions are returned
• You must leverage a sandbox test user, not a regular production store 
account for sandbox testing
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• Create sandbox test users
■ Same sandbox test users work 
across iOS and Lion

■ Same goes with receipt test 
accounts on OS X

• Test in sandbox with StoreKit on 
your device
■ You must sign out production 
iTunes account first

Testing in Sandbox and Submission

[Environment: Sandbox]
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Testing in Sandbox and Submission
Create Sandbox users
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Testing in Sandbox and Submission
Create Sandbox users
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Testing in Sandbox and Submission
Submission

• First submission of In-App purchases must be with a binary
• Subsequent submissions can be ad hoc or with a binary

25



Testing in Sandbox and Submission
Submission
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Testing in Sandbox and Submission
Submission
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StoreKit for iOS and Mac OS X

Jean-Pierre Ciudad
Engineering Manager, Mac OS X, App Store
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StoreKit for iOS and Mac OS X
Overview

StoreKit API overview

Getting product information

Purchasing

Receipts

Restoring completed transactions
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StoreKit for iOS and Mac OS X
Overview

Same in iOS as Mac OS StoreKit API overview

Getting product information

Purchasing

Receipts

Restoring completed transactions
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StoreKit API Overview
Step by step

Show
in-app
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User decides
what to buy

Make
Asset 

Available

Make feature available
Download your asset

Get
Product

Info

From the App Store:
Items previously
registered with
iTunesConnect

With the App Store
per product

Make
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Handle error
Process receipt

Process
Transaction

Get
In-App

Identifiers

From your server
From your bundle

Finish
Transaction

With the
App Store
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StoreKit API Overview
Step by step
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Getting Product Information
Making the request

• Get In-App product identifiers
• Use SKProductRequest to create the request

SKProductsRequest* request = [[SKProductsRequest alloc] 
initWithProductIdentifiers:identifiers];

request.delegate = self;

[request start];
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Getting Product Information
Handling the response

• Implement SKProductsRequestDelegate protocol

- (void)productsRequest:(SKProductsRequest *)request didReceiveResponse:
(SKProductsResponse *)response

response.products: description, name, price

response.invalidProductIdentifiers

- (void)request:(SKRequest *)request didFailWithError:(NSError *)error
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Purchasing
Preparing the purchase

• Add an observer
 [[SKPaymentQueue defaultQueue] addTransactionObserver: self];

• Implement SKPaymentTransactionObserver protocol
- (void)paymentQueue:(SKPaymentQueue *)queue updatedTransactions:(NSArray *)
transactions
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Purchasing

1. Making the purchase
  SKPayment *payment = [SKPayment paymentWithProduct:product];

  [[SKPaymentQueue defaultQueue] addPayment:payment];

2. Observer gets called
  SKPaymentTransactionStatePurchased

     receipt data is available
  SKPaymentTransactionStateFailed

3. Make content available to user
4. Complete the transaction
  [[SKPaymentQueue defaultQueue] finishTransaction: transaction];
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Restoring

1. Initiate the restore
  [[SKPaymentQueue defaultQueue] restoreCompletedTransactions];

2. Observer gets called
  SKPaymentTransactionStateRestored

3. Make content available to user
4. Complete the transaction
  [[SKPaymentQueue defaultQueue] finishTransaction: transaction];

5. Optionally
- (void)paymentQueueRestoreCompletedTransactionsFinished:(SKPaymentQueue      
*)queue
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Receipts
iOS and Mac OS

iOS Mac OS

Format

Verification

Scope

Obtained from

Saved by

opaque PKCS7

Your server with Apple local or server

per In-App Purchase per application

SKTransaction app bundle

you App Store
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iOS Receipts

• NSData, property of transaction object
SKPaymentTransactionStatePurchased

SKPaymentTransactionStateRestored

• You are responsible for saving the receipt
• Your server can send the receipt to Apple for verification

■ JSON
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Mac OS Receipts

• Placed in the app bundle by the store
• One receipt per application contains all In-App Purchases
• Used to validate In-App Purchases on app launch

■ Can be verified locally

• PKCS7 archive, ASN/1 format
■ Signed by Apple
■ Tied to machine

• Your server can also send the receipt to Apple for verification
■ Prior to delivering additional content for example
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In-App Purchase Tips

• Always call finishTransaction on all transactions
■ Cause of most In-App Purchase errors

• Register as SKPaymentQueue observer on launch
■ To collect pending transactions

• Only restore In-Apps when user needs access to In-App Purchases 
• On Mac OS, check receipt validity on launch

■ Exit 173 if invalid
■ Receipt required to use the sandbox
■ The store will give a new receipt after authentication

42



More Information
Development resource documents

• Validating App Store receipts
• Submitting your app to the Mac App Store
• In-App Purchase Programming Guide
• StoreKit Framework available on the ADC website
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StoreKit Demo

Jean-Pierre Ciudad
Engineering Manager, Mac OS X, App Store
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Today’s Agenda

What Is an In-App Purchase?1.

Auto-renewable Subscriptions6.
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Auto-renewable Subscriptions

Ricardo Cortes
Engineering Manager, iTunes Store, Provider Services
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Auto-renewable Subscriptions

iTunes Connect Setup2.

Overview1.

Auto-renew and Sandbox7.

Auto-renew and the App Review Flow8.

Using Auto-renewables3.

Auto-renewable Receipts4.

Auto-renew Policies5.

Auto-renew Cancellation Flow6.
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Auto-renewable Subscriptions
Overview

• Only available on iOS
• Enables true subscription support within your app
• Subscription renewed at the end of the subscription period

■ Customer given option to opt out in iTunes

• New content delivered to all devices with same customer Apple ID
• Duration options

■ 7 days, 1 month, 2 months, 3 months, 6 months, 1 year

• The most complex In-App purchase type to implement

Only on 
iOS
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Auto-renew Examples
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Auto-renew Examples

50



Auto-renew Examples
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Auto-renewable Subscriptions
Overview

• Developer responsible for checking receipts to validate subscriptions
■ Shared Secret required to validate auto-renewables

• Marketing opt-in incentive
■ Customers receive free subscription extension for opting in
■ Duration chosen by developer/publisher in iTunes Connect
■ Optional to supply a duration, store dialog will always show

• Publisher responsible for displaying duration bonus in their UI
• Publisher’s privacy URL required

■ Shown on customer’s invoice
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Auto-renewable Subscriptions

Overview1.

Auto-renew and Sandbox7.

Auto-renew and the App Review Flow8.

iTunes Connect Setup2.

Using Auto-renewables3.

Auto-renewable Receipts4.

Auto-renew Policies5.

Auto-renew Cancellation Flow6.
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iTunes Connect Setup
Choosing In-App Purchase type
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iTunes Connect Setup
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iTunes Connect Setup
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iTunes Connect Setup
Privacy URL
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iTunes Connect Setup
Shared secret
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Auto-renewable Subscriptions

Overview1.

Auto-renew and Sandbox7.

Auto-renew and the App Review Flow8.

Using Auto-renewables3.

Auto-renewable Receipts4.

Auto-renew Policies5.

Auto-renew Cancellation Flow6.

iTunes Connect Setup2.
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Using Auto-renewables

David Neumann
Engineering Manager, iTunes Store, Commerce
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Using Auto-renewables
Subscription title vs. offer title

• SKProduct’s localizedTitle is the title of your subscription: 
For example:  “The Oregon Times”
■ Each SKProduct in the same family has the same title
■ Used by Apple in dialogs, management UI, emails
■ Used by you?

• Offer titles are not on SKProduct:
For example:  “Weekly Plan,”  “Monthly Plan,”  “Yearly Plan”
■ Get by product ID:  com.ortimes.sub.1month

■ Encode duration and combine with localizedTitle or
■ Fetch from your dev server
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iTunes Connect Metadata Setup

Desktop Management

Metadata setup vs. device screens

App Name

Subscription Name 
(SKProduct title)
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iTunes Connect Metadata Setup
Metadata setup vs device screens

Subscription 
Name 

App Name
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iTunes Connect Metadata Setup

Subscription Name 

App Name

64



Auto-renewable Subscriptions

Overview1.

Auto-renew and Sandbox7.

Auto-renew and the App Review Flow8.

Auto-renewable Receipts4.

Auto-renew Policies5.

Auto-renew Cancellation Flow6.

iTunes Connect Setup2.

Using Auto-renewables3.
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Auto-renewable Receipts
Fields

• Meaning of some fields slightly different
■ Purchase date

■ On nonconsumables this is the date of download or redownload
■ For auto-renewable this is the date of orig buy or subsequent renewal

■ Original transaction ID
■ txn id of that very first subscription buy
■ All receipts for that user subscription use the same value
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Auto-renewable Receipts
Original transaction ID
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Auto-renewable Receipts
Purchase date
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Auto-renewable Receipts
Fields

• One new field 
■ Expire date
■ The date the receipt expired
■ Sub not necessarily inactive though if in past
■ Use expire date less purchase date to know active range
■ Useful when restoring a user’s content history
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Auto-renewable Receipts
Verifying auto-renewable receipts

• Auto-renewable status codes
■ 0:          Active subscription
■ 21000:  App store could not read the JSON you provided
■ 21002:  the data in the receipt-data property was malformed
■ 21003:  the receipt could not be authenticated  
■ 21004:  the shared secret you provided does not match
■ 21005:  the receipt server is currently unavailable
■ 21006:  the receipt is valid but the subscription is expired
■ 21007:  Sandbox receipt sent to production
■ 21008:  production receipt sent to sandbox
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Auto-renewable Receipts
Info from verifying receipts

• Pass receipt 
■ We return its contents under receipt

• If subscription is active
■ We return latest receipt available under latest_receipt
■ We show you its contents under latest_receipt_info
■ Works regardless of old or new receipt being sent 

• If subscription is inactive
■ We return info about last good receipt under 
latest_expired_receipt_info
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Auto-renewable Receipts
Reconstructing user’s purchase history with receipts

• Restore all really restores all
■ We return a receipt for each renewal and orig buy
■ Once you have got all of the receipts, send them to your server for 
verification

■ Orig txn id, purchase date, expire date let you know what user 
qualified for

■ Some apps will not care, just whether active
■ But others will want to restore the bookshelf of content the user got 
before…  “Physical magazines don’t vanish on expiry; digital ones do 
not have to either.”
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Auto-renewable Receipts
Making client app aware of renewal

• After renewal, new txn will appear in a user’s txn queue
• App checks queue

■ On launch 
■ On rotation out of the background

• Auto-renewed txn will appear as restored
■ App should finish these restored txns after processing them
■ App can then send the receipt to dev server for verification
■ Based on verification, app can get qualified content from dev server
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Auto-renewable Receipts
Renewing in the app

• User clicks buy subscription in the app and…
■ If sub still active, user presented with dialog 

■ Dialog explains user is already active
■ Has link to manage subscription

■ If sub is expired, user allowed to renew right in the app
■ Unlike original buy, user is not presented with data sharing opt-in dialog
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Auto-renewable Subscriptions

Overview1.

Auto-renew and Sandbox7.

Auto-renew and the App Review Flow8.

Auto-renew Policies5.

Auto-renew Cancellation Flow6.

iTunes Connect Setup2.

Using Auto-renewables3.

Auto-renewable Receipts4.

75



Auto-renew Policies

• We renew a few hours before expiry to guarantee continuity
• Auto-renew is disabled if price goes up, email sent
• Auto-renew is disabled if item no longer available, email sent
• Email sent before renew if it looks like the user can not pay for 
the renewal

• Email sent if renew fails
• Email sent once per month for subs that will expire or renew in 
next month
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Auto-renewable Subscriptions

Overview1.
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Auto-renew Cancellation Flow

• No user cancellation per se; 
■ But users can choose to disable auto-renew

• Support may cancel
■ Such cancellation impacts status
■ Receipt that has not expired will be indicated as 21006 if cancelled
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Auto-renewable Subscriptions

Overview1.
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Auto-renew and Sandbox
What is different from production?

• We do not keep renewing over and over
■ Stop at 6

• Stuff renews fast; you might want to test with “Years”
• Stuff renews so fast, sometimes renewal happens after expiry
• Management interface for users not available
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Auto-renew and Sandbox
What is different from production?

• Renewal schedule

Face Value Actual Duration

7 Days

1 Month

2 Months

3 Months

6 Months

1 Year

3 minutes

5 minutes

10 minutes

15 minutes

30 minutes

60 minutes
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Auto-renew and Sandbox
Why cap renewals at six?

• Test how your app handles end of subscription
• Interactive renewal post expiry allows

■ Test dealing with non-contiguous history 
■ Test changing between durations in same user’s history 
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Auto-renewable Subscriptions

Overview1.

Auto-renew and the App Review Flow8.

iTunes Connect Setup2.

Using Auto-renewables3.

Auto-renewable Receipts4.

Auto-renew Policies5.

Auto-renew Cancellation Flow6.

Auto-renew and Sandbox7.
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Auto-renew and App Review
App review

• Same Sandbox, different app
• Production signed. Why?

■ Need to review what customers will receive
■ Some bugs only affect a production signed app

• Half production, half development
■ To elaborate…
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Auto-renew and App Review
Environments compared

Production

Apple Production 
Servers

Production
 Signed App

App Review

Apple Sandbox 
Servers

Development

Test Dev 
Server

Apple Sandbox 
Servers

DNSProduction 
Dev Server

Test Dev App

Production 
Dev Server

Production
 Signed App
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Auto-renew and App Review
Choosing Apple Receipt Server

• Smart production-signed App 
■ App knows live version, selects Dev’s QA or production server

• Smart production server 
■ Client passes version
■ Server knows live version, selects Apple’s Sandbox or production server

• Reactive production server
■ Server always tries Apple production first 
■ If gets 21007, tries Apple sandbox
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In-App Purchase Reporting

Ricardo Cortes
Engineering Manager, iTunes Store, Provider Services
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In-App Purchase Reporting
iTunes Connect: Sales and trends

In Apps

89



In-App Purchase Reporting
iTunes Connect Mobile: Sales and trends

IN Apps
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In-App Purchase Reporting
iTunes Connect Mobile: Sales and trends
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Auto-renewable Reporting

• Personal information reports
• Available in the Sales/Trends module of iTunes Connect
• Click sales tab, then Opt-in Report
• Ensure you unlock the zip archive with your Opt-In Passkey

Opt-In Report
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Best Practices

Max Müller
Director, iTunes Store, Digital Supply Chain Engineering
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Best Practices

• In-App Purchases are not cross-platform
• In-App Purchases are not cross-app
• Consumable vs. non-consumable types matter
• Virtual currency allowed when used within an application, 
non-transferable

• App Review reviews a production signed application pointed at the 
sandbox
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Summary

• Auto-renewable subscriptions are complicated
• Restoration of In-App Purchases is required
• Use auto-renewables for true subscription support
• OS X developers, start using Sandbox
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Bill Dudney
Application Frameworks Evangelist
dudney@apple.com

Documentation
iTunes Connect Developer User Guide
http://itunesconnect.apple.com/docs/iTunesConnect_DeveloperGuide.pdf

Apple Developer Forums
http://devforums.apple.com

More Information
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What is New with App Publishing in iTunes Connect Presidio
Thursday 10:15AM

Related Sessions
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Labs

In-App Purchases Lab Internet and Web Lab B
Thursday 11:30am - 1:30pm

iTunes Connect Lab Internet and Web Lab A
Thursday 2pm - 4:15pm

Mac App Review Lab 3rd Floor
All Week by reservation

iOS App Review Lab 3rd Floor
All Week by reservation

Developer Program Services Lab 3rd Floor
All Week by reservation

iTunes Connect Developer Lab 3rd Floor
All Week by reservation
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Q&A
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