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Workflow Conversion

Desktop Services Installation

Cocoa-AppleScript Applets
Global Script Application Targets

Script Templates

AppleScript/Objective-C

Desktop Actions Installation

Workflow Versions

Media Preparation Actions

Text-to-EPUB Action

Web Content Actions

Web Content Actions

Terminal Services
Video Encode Service

Audio Encode Service

Website Popup Action

Terminal Status Controls

Terminal Services for Finder











Mail 2

Calendar 4

Messages 1
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Automation with Security
Design goals

• Preserve functionality
• Transparent interaction
• Minimize changes
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Automation Scenarios



AppleScript Automator Services

1. Personal Automation



2. Distributing Scripts
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Scripts you write for yourself
Personal Automation
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UNIX Commands
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Scripts you write for yourself
Personal Automation

• Scripts and workflows executed by 
the system are not restricted
■ Automator, AppleScript Editor, 
Script Menu, Services, Terminal
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Working with Gatekeeper
Distributing Scripts
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Gatekeeper
Makes it safer to download software





Security & Privacy Preferences









Default Setting





macosxautomation.com































$ codesign -d -vvv "Browse Full Screen.app"

$ codesign -s "My Developer Identity" "Browse Full Screen.app"

Executable=/Users/Johnny/Desktop/Browse Full Screen.app/Contents/MacOS/applet
Identifier=com.apple.ScriptEditor.id.Browse-Full-Screen
Format=bundle with Mach-O universal (i386 x86_64)
CodeDirectory v=20100 size=204 flags=0x0(none) hashes=3+3 location=embedded
Hash type=sha1 size=20
CDHash=0005b539773f1fb212ba41dd0c173b3b15cfb373
Signature size=1376
Authority=My Developer Identity
Signed Time=Jun 5, 2012 11:27:58 AM
Info.plist entries=12
Sealed Resources rules=4 files=4
Internal requirements count=1 size=112



Demo
Signing Automation Applets

Chris Nebel
Senior Engineer Automation Technologies



AppleScript URL Protocol
Retrieving Scripts from Web Links
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Easy-to-share AppleScript sample code
AppleScript URL Protocol

• AppleScript sample code placed in webpage links
• URLs begin with 

applescript://

• Script code encoded as a URL query parameter
• Example (“Hello World”)

applescript://com.apple.scripteditor?action=new&script=display%20dialog
%20%22Hello%20World%22

• Clicked link opens code in AppleScript Editor
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AppleScript URL Protocol
Retrieving Scripts from Web Links



Working with Gatekeeper
Distributing Scripts

• Gatekeeper may restrict downloaded applets
■ Sign applets with an Apple developer signature

• Gatekeeper may check applescript: URLs





App Sandbox



Using Apple events with your application
App-to-App Automation
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Apple events and Entitlements

Chris Nebel
Senior Engineer Automation Technologies



Apple event security policy
Background

• No restrictions on receiving events
• Scriptable applications still scriptable when sandboxed

■ No code changes needed*

*File references must be type “file”, not type “text”.



Apple event security policy
Background

• Sending events is restricted
• One sandbox escape can ruin your whole day
• Apple events can escape sandbox

■ Use Finder to escape file system restrictions
■ Use Safari to escape network restrictions
■ Use Terminal to escape everything!

• Therefore, no Apple events by default
• Entitlement allows sending to a particular application
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<key>com.apple.security.temporary-exception.apple-events<key>
<array>
    <string>com.apple.mail<string>
</array>
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What are your intentions?
Principle of Least Privilege

• Just enough privileges to do your job, and no more
• Existing entitlement is too broad

■ Grants complete access to an application

• Need ability to ask for just part of a scripting interface



Be specific!
Apple event Access Groups

• Access groups define groups of scriptable operations
■ Commands, classes, properties
■ Part of the application’s scripting interface (sdef )
■ man 5 sdef

• Already in Mountain Lion applications
■ Mail: com.apple.Mail.compose
■ iTunes: com.apple.iTunes.playback, com.apple.iTunes.library.read, 
com.apple.iTunes.library.read-write



Compose Mail message
Defining an Access Group

<class-extension name="application">
    <element name="outgoing message"/>
</class>

<class name="outgoing message">
    ...
<class>

<command name="send">
    <direct-parameter type="outgoing message"/>
</command>
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Compose Mail message
Defining an Access Group

<class-extension name="application">
    <element name="outgoing message">
        <access-group identifier="com.apple.Mail.compose" access="rw"/>
    </element>
</class>

<class name="outgoing message">
   <access-group identifier="com.apple.Mail.compose" access="rw"/>
    ...

<class>

<command name="send">
    <!-- Not part of any access group.  No sending for you! -->
    <direct-parameter type="outgoing message"/>
</command>



For your application
Defining Access Groups

• Scriptable?  Define access groups!
• Divide scripting interface along functional boundaries

■ Different kinds of clients
■ Different kinds of tasks

• Access groups may overlap
• Not everything needs to be in an access group



Be specific!
Using an Access Group

• New entitlement com.apple.security.scripting-targets
• Value is a dictionary

■ Keys are application code signing identifiers
■ Values are access group identifiers



Compose Mail message
Using an Access Group
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<dict>
    <key>com.apple.Mail</key>
    <array>
        <string>com.apple.Mail.compose<string>
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</dict>
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Using Apple events with your application
App-to-App Automation

• Receiving Apple events?
■ Keep existing code
■ Add access groups

• Sending Apple events?
■ Keep existing code, but sandboxed apps need an entitlement
■ Use com.apple.security.scripting-targets if you can
■ Otherwise, use com.apple.security.temporary-exception.apple-events



Apple events and Entitlements

Chris Nebel
Senior Engineer Automation Technologies



Running user scripts in your application
Attaching Scripts
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Application-Run User Scripts

• Application Script Menu
• Event Handlers

■ Mail Rule
■ Aperture Import Action
■ Messages Events

• Scripts executed by hosting application
• Inherit application’s permissions
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Attaching Scripts
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Running user scripts
NSUserScriptTask

• Unified class for running user-supplied scripts
• NSUserScriptTask for generic scripts

■ Supports AppleScript, Automator, and Unix scripts

• Subclasses for specific control
■ NSUserAppleScriptTask, NSUserAutomatorTask, NSUserUnixTask

• Part of Foundation.framework



If sandboxed…
NSUserScriptTask

• Script runs outside the sandbox
• Scripts must be in blessed folder
NSApplicationScriptsDirectory

~/Library/Application Scripts/code-
signing-identifier

• Application may read from, but not 
write to, blessed folder

• Folder sub-structure is up to the 
application

• No entitlement required

Home

Library

Application Scripts

com.Acme.RRAnvilIt



Locating the scripts folder
NSUserScriptTask

NSURL *scriptsFolderURL;
NSError *error;

scriptsFolderURL = [[NSFileManager defaultManager]
      URLForDirectory:NSApplicationScriptsDirectory
             inDomain:NSUserDomainMask
    appropriateForURL:nil
               create:YES
                error:&error];
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Running a script
NSUserScriptTask

NSUserScriptTask *script;
NSError *error;

script = [[NSUserScriptTask alloc] initWithURL:scriptURL error:&error];

[script executeWithCompletionHandler:
    ^(NSError *error) {
        if (!error) {
            // Success!
        } else {
            NSLog(@"error: %@", error);
        }
    }
];
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Running user scripts in your application
Attaching Scripts

• Use NSUserScriptTask to run user scripts
■ For user-supplied scripts only
■ Can replace NSAppleScript, AMWorkflow, NSTask

• Use specific subclasses for special control
• Use application scripts folder for scripts

■ Script must be in application scripts folder if sandboxed
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Session Summary

• Security is a focus in Mountain Lion
■ Automation remains an essential element of OS X

• Personal automation 
■ No changes, no restrictions

• Distributing scripts
■ Sign applets to work with Gatekeeper

• Application-to-application
■ Use entitlements with Apple event access groups

• Attached scripts
■ Use NSUserScriptTask



More Information

Michael Jurewitz
Developer Tools and Frameworks Evangelist
jury@apple.com

Documentation
App Sandboxing
http://developer.apple.com/devcenter/mac/app-sandbox/

Apple Developer Forums
http://devforums.apple.com



Related Sessions

The OS X App Sandbox Nob Hill
Friday 10:15AM

Gatekeeper and Developer ID Nob Hill
Tuesday 11:30AM



Labs

Automation Lab Essentials Lab A
Tuesday 4:30PM

Security Lab Core OS Lab B
Tuesday 3:15PM




