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• CommonCrypto
•Designed for performance

■ Processor specific optimizations

• State of the art algorithms
■ FIPS 140-2 as defined by NIST
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Cryptography

•Data driven CF interface to GCD
■ Only on OS X

• Cryptography
•Data encoding
• Simpler code!
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CFErrorRef error = NULL;
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• Protects the user’s secrets
• Enforces access control
• Cryptographically secure
•OS X supports multiple keychains
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• Protects data over the network
•Negotiates secure channel 
via TLS/SSL
•Mountain Lion and iOS 5 
support TLS 1.2
• Supported via CFNetwork, NSURL*

TLS 1.2 Interoperability
http://developer.apple.com/library/ios/#technotes/tn2287/_index.html
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• X.509 certificates
• Root Anchors
• Certificate chain
• Revocation

■ CRL
■ OCSP
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Trust Evaluation
SecTrust API

Certificate, Key, and Trust Services Reference
http://developer.apple.com/library/mac/#documentation/security/Reference/certifkeytrustservices
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Data Protection

• Protects data on a compromised device
• Encrypts files and keychain items with 
unique keys
• Keys are protected with the passcode
• Provides different classes of protection

■ Always available
■ After first unlock
■ Only when unlocked
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• Crypto
• Keychain
• Secure Transport
• Trust Evaluation
•Data Protection



Useful References

Security Introduction
http://developer.apple.com/library/mac/#referencelibrary/GettingStarted/GS_Security

Security Overview
http://developer.apple.com/library/mac/#documentation/Security/Conceptual/Security_Overview

Secure Coding Guide
http://developer.apple.com/library/mac/#documentation/Security/Conceptual/SecureCodingGuide

iOS Security
http://images.apple.com/ipad/business/docs/iOS_Security_May12.pdf



More Information

Paul Danbold
Core OS Evangelist
danbold@apple.com

Documentation
OS X Dev Center
http://developer.apple.com/devcenter/mac

iOS Dev Center
http://developer.apple.com/devcenter/ios

Apple Developer Forums
http://devforums.apple.com
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The OS X App Sandbox Nob Hill
Tuesday 10:15AM

Gatekeeper and Developer ID Nob Hill
Tuesday 11:30AM

Privacy Support in iOS and OS X Pacific Heights
Thursday 3:15PM

The OS X App Sandbox Nob Hill
Friday 10:15AM

Protecting the User’s Data Pacific Heights
Friday 11:30AM



Labs

Security Lab Core OS Lab B
Tuesday 3:15PM

Security Lab Core OS Lab B
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