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Getting Started

Enterprise account

No minimum company size

e n o
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Getting Started

e N O

Agent account -

@ Developer

Member Center - Apple Developer

https://developer.apple.com/membercenter/index.action

Add Admins and
Team Members

7 "pl'e rams & Add-ons Your Account

Organization: Apple Inc

Developer Program Resources

Technical Resources and Tools

Dev Centers

Quickly access a range of technica

Certificates, Identifiers &
( wrlifievile Profi |es

resources

p L3
i0S | Mz

Community and Support

Apple Developer Forums Developer Support

cal topics with other

Request technica! or developer

dand Appie engineers. . \ program support.

l

o

Member Center

Hi, John Appleseed | Sign out

Developer Program Overview

News and Announcements

Get app submission tips, learn about
new features in iTunes Connect and
receive guidance on developing and
marketing your apps. Learn more »

|
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Roles

Agent accepts legal terms
| R Employees
Admins manage team members, prepare apps for distribution

Employees or

Team members develop and test code
Contractors



Admins

Add and remove team members

Create App IDs

Request Push Certificates

Add devices to team development provisioning profile
Manage distribution code signing certificate

Create distribution provisioning profiles

Package apps for distribution



Team Members

Have personal code signing certificates
Use team development provisioning profile to debug
Create Ad-Hoc distributions



Contractors

Contractors are Team Members
Invite them using their email address
Get their own code signing certificate

Remove contractors from team when they leave



nvite Team Member

Member Center - Apple Developer

) |ﬁ’ 1T €9 Apple Inc. & developer.apple.com

@& Developer

Programs & Add-ons
Organization: Apple Inc. - Business Markets Enterprise

Name
- .

" iOS Developers

Annete Fillice

Bea Zubiri

& Invitations ' Brian lturralde
Brooke Embry
DJ Rice
Dan Gard
Darlene Garcia
Dave Rahardja
Erik Chappins
Ivan Liberato
Jasmine Guo

Josiah Slifer

Copyright © 2014 Apple Inc. All rights reserved.
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nvite Team Member

Member Center - Apple Developer
_U_ ,@[ | + | €) Apple Inc. & developer.apple.com

Member Center

People Servers - Programs & Add-ons Your Account
Organization: Apple Inc. - Business Markets Enterprise Hi, Dave Rahardja | Sign out

All People

Invite People to Your Team
" iOS Developers

-
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N
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Send invitations to a list of colleagues requesting they join your development team. Rullcilnyite
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Invite Team Member

Member Center - Apple Developer

[ < | P> | lzl * @[ IE €9 Apple Inc. & developer.apple.com & } [ﬁ\
@ Developer Member Center
Rl [ People ] Servers | Programs & Add-ons J Your Account |

Organization: Apple Inc. - Business Markets Enterprise Hi, Dave Rahardja | Sign out

All People

ll iOS Developers

Invite a Person to Your Team

-

Contact Information

First Name: irAnn

Last Name: v{Omura

Email Address: 'ann_omura@icloud.com

Access and Roles




Accept Invitation

® O 6 You have been invited to join an Apple Developer Program — Inbox

EILIESESES

Apple Developer

F i |
~1ala st ira o) ~1irl rarm
10. 4dllifl_OInuld ‘-.‘:‘.’-fc}:".._hw:"‘n com

You have been invited to join an Apple Developer Program

@ Developer

You Have Been Invited to Join an Apple Developer Program

Dear Ann Omura,

Dave+Rahardja has invited you to join their team in the iOS Developer Enterprise
Program. As a Program participant, you can access a wealth of development tools and
resources. If you have already registered as an Apple Developer and are interested in
accepting this invitation, click the invitation code below:

39TK4ROPWB

If you have not registered as an Apple Developer, you will be taken through the
registration process after clicking the invitation code above.

Please contact your Team Administrator, Dave+Rahardja with any questions. You have
30 days to respond. After 30 days, your invitation will expire.

Best regards,



Accept Invitation

® O 6 Join an Apple Developer Program team - Apple Developer
[ J |Q| ‘ =3 \ 4+ | & Apple Inc. @& developer.apple.com

’
‘ Developer Technologies Resources Support Member Center Q

Join an Apple Developer Program team.

| am a Registered Apple Developer

Sign in with your Registered Apple Developer account to accept your
invitation.

| need to register as an Apple Developer
Register as an Apple Developer to accept your invitation.




Accept Invitation

® O 6 Join an Apple Developer Program team - Apple Developer
[ J |Q| ‘ =3 \ 4+ | & Apple Inc. @& developer.apple.com

’
‘ Developer Technologies Resources Support Member Center Q

Join an Apple Developer Program team.

| am a Registered Apple Developer

Sign in with your Registered Apple Developer account to accept your
invitation.

| need to register as an Apple Developer
Register as an Apple Developer to accept your invitation.




Add Account to Xcode

Accounts

Enter an Apple ID associated with an Apple Developer Program:

Apple ID: ann_omura@icloud.com
Password: ooooooooo|

Join a Program... Cancel




Request Code Signing Certificate

Accounts

LY@ VRGN -| / B B = X

Nl

General | Accounts Behaviors Navigation Fonts & Colors Text Editing Key Bindings Source Control Downloads Locations

> & Apple ID
ann_omura@icloud.com &3 APP

i 1 )} "
SRRN) ARRAFAR - 00

Apple ID: ann_omura@icloud.com

Password: eeececececee

Description: |ann_omura@icloud.com

Apple Inc. - Business Markets Enterprise Member

View Details...
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Request Code Signing Certificate

O 6 Accounts

0. | : g A

y
General | Accounts | Behaviors Navigation Fonts & Colors Text Editing Key Bindings Source Control Downloads Locations

Signing Identities Platform  Status

Provisioning Profiles Expiration Entitlements

details...




Request Code Signing Certificate

9 O Accounts

|

Signing Identities Platform  Status

iOS Distribution

Mac Development Expiration Entitlements
Mac App Distribution

Mac Installer Distribution

Developer ID Distribution

Developer ID Installer Distribution

details...




rove Code Signing Certificate

® O 6 iOS Certificates - Apple Developer

j\ 4| » | ]E] |:} [E[ |E @ Apple Inc. & developer.apple.com

g
‘ DQVEIOper Technologies Resources Programs

Support Member Center

Certificates, Identifiers & Profiles

iOS Apps iOS Certificates

V@ Certificates 4 Certificates Total

All Name Type

Pending Ann Omura iOS Development

Development

Production Name: Ann Omura

—
(.»‘/'/’//'//'('(///'

Type: iOS Development
ID ifi
\dentifiers Requested: May 28, 2014

App IDs

Pass Type IDs '

Website Push IDs

Dave Rahardja iOS Development

Devices Dave Rahardja iOS Development
All

Apple Inc. - Business Markets Enterprise iOS Distribution

Provisioning Profiles

Dave Rahardja ¥

+

Expires

Pending Approval

Jun 26, 2014
May 28, 2015

May 27, 2017

Q




rove Code Signing Certificate
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Code Signing Certificate

Accounts

Accounts | Behaviors Navigation

Signing ldentities Platform  Status
iOS Development i0S Valid

Provisioning Profiles Expiration Entitlements




Code Signing Certificate

Accounts

Accounts | Behaviors Navigation

Signing ldentities Platform  Status
iOS Development i0S Valid

Provisioning Profiles Expiration Entitlements




Create App IDs

® O 06 iOS App IDs - Apple Developer
j\ 4| p 1 \_ﬂ#] [ﬂ [ﬁ] |T @ Apple Inc. & developer.apple.com

g’
' Developer Technologies Resources Programs Support Member Center Q

Certificates, Identifiers & Profiles Dave Rahardja v

iOS Apps iOS App IDs + Q

v Certificates 11 App IDs Total

All Name

Pending DashitAll .apple.DashltAll

Development
Customers .apple.Customers

Production
NetZap .apple.NetZap

ID| Identifi : '
entiniers Directory .apple.Directory

App IDs
StockRoom .apple.StockRoom
Pass Type IDs

Website Push IDs MDM Control .apple.MDMControl

ScanBox .apple.ScanBox
Devices

All Persimmon .apple.Persimmon

Kumquat Lite .apple.KumquatLite
Provisioning Profiles




Create App IDs

® O 06 iOS App IDs - Apple Developer
j\ 4| p 1 \_ﬂ#] [ﬂ [ﬁ] |T @ Apple Inc. & developer.apple.com
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Create App IDs

® O 06 Register - iOS App IDs - Apple Developer
l | » 1 |Z| C] @] \T @ Apple Inc. & developer.apple.com

Development

Distribution

App ID Prefix

Value: | T5U57U)846 (Team ID) 3

App ID Suffix

Explicit App ID

If you plan to incorporate app services such as Game Center, In-App Purchase, Data
Protection, and iCloud, or want a provisioning profile unique to a single app, you must
register an explicit App ID for your app.

To create an explicit App ID, enter a unique string in the Bundle ID field. This string
should match the Bundle ID of your app.

Bundle ID: | com.apple.Tailgate

We recommend using a reverse-domain name style string (i.e.,

com.domainname.appname). It cannot contain an asterisk (*).

Wildcard App ID

This allows you to use a single App ID to match multiple apps. To create a wildcard App
ID, enter an asterisk (*) as the last digit in the Bundle ID field.




Create App IDs

® O 06 Register - iOS App IDs - Apple Developer

Create App |D tO (<> ] (2] (8] (L] [+] & Applenc.@ developer.apple.com

Development

begin development
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To create an explicit App ID, enter a unique string in the Bundle ID field. This string
should match the Bundle ID of your app.

Bundle ID: | com.apple.Tailgate

We recommend using a reverse-domain name style string (i.e.,

com.domainname.appname). It cannot contain an asterisk (*).

Wildcard App ID

This allows you to use a single App ID to match multiple apps. To create a wildcard App
ID, enter an asterisk (*) as the last digit in the Bundle ID field.




Create App IDs

® O 06 Register - iOS App IDs - Apple Developer

Create App |D tO (<> ] (2] (8] (L] [+] & Applenc.@ developer.apple.com

Development

begin development

App ID Prefix

A

Use Team ID prefix Value: | T5U57U)846 (Team ID) 3

App ID Suffix

Explicit App ID

If you plan to incorporate app services such as Game Center, In-App Purchase, Data
Protection, and iCloud, or want a provisioning profile unique to a single app, you must
register an explicit App ID for your app.

To create an explicit App ID, enter a unique string in the Bundle ID field. This string
should match the Bundle ID of your app.

Bundle ID: | com.apple.Tailgate

We recommend using a reverse-domain name style string (i.e.,

com.domainname.appname). It cannot contain an asterisk (*).

Wildcard App ID

This allows you to use a single App ID to match multiple apps. To create a wildcard App
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Create App IDs

Create Ap p | D tO [:Lml (2] (8] (2] [+ ] & Applemnc.@ developer.apple.com SO R e e e B

Development

begin development

App ID Prefix

Use Team ID prefix Value: | T5U57U)846 (Team ID) *

Use explicit App 1D, App ID Suffix

Explicit App ID

If you plan to incorporate app services such as Game Center, In-App Purchase, Data
Protection, and iCloud, or want a provisioning profile unique to a single app, you must
register an explicit App ID for your app.

To create an explicit App ID, enter a unique string in the Bundle ID field. This string
should match the Bundle ID of your app.

Bundle ID: | com.apple.Tailgate

We recommend using a reverse-domain name style string (i.e.,

com.domainname.appname). It cannot contain an asterisk (*).

Wildcard App ID

This allows you to use a single App ID to match multiple apps. To create a wildcard App
ID, enter an asterisk (*) as the last digit in the Bundle ID field.




Summary

Enroll in iOS Developer Enterprise Program
Agent and Admins should be employees
Contractors should be Team Members
Invite Team Members

Approve code signing certificate requests

Create App IDs to begin development
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Xcode Server

Hub for development
Install OS X Server from Mac App Store
Install Xcode

Enable Xcode service
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Setup

L og in with your Enterprise account

___indah
Alerts
.| Certificates
| Logs

Settings Repositories
|| Stats

S 1IAITE
VUMD

ACCess
_ Users

Groups Status: © Available on your local network at indah.local

.
B Permissions: Logged in users can create bots, anyone can view bots
4 | Caching
| 13
| Calengar Builds

: Contacts
Perform builds using: Xcode 6.0 (6A1790)

' File Sharing
. Mail Developer Teams: Apple Inc. - Business Markets Enterprise
L Messages
5> Profile Manager Devices
- Time Machine
<\ VPN
'Websites
“3| Wiki

|i| iPod touch




Setup

L og in with your Enterprise account

8 00

__| indah
Alerts

- | Certificates
| Logs

Settings Repositories
| Stats

Ln i b Access
_ Users

Groups Status: © Avallable Qn yogr lqcal netwgrk ~at mdah.local

.

B Permissions: Logged in users can create bots, anyone can view bots

4 | Caching
Calend 13
i Builds

. Contacts

Perform builds using: Xcode 6.0 (6A1790)

 File Sharing

« Mail Developer Teams: Apple Inc. - Business Markets Enterprise
L Messages

52 Profile Manager Devices

~ ) Time Machine
~+ VPN

) Websites

5| Wiki

lil iPod touch




Setup

Server gets own code signing certificate

® O 0O Keychain Access

.

l” “] Click to unlock the System keychain.
Keychains
login T iPhone Developer: indah (69G4BY6N6C)

Local Items o Issued by: Apple Worldwide Developer Relations Certification Authority
System L_I Expires: Thursday, May 28, 2015 at 1:45:00 PM Pacific Daylight Time

-3
System Roots

——T ] ST - - -
£ ‘- =3 ) 3 5 \ ) f
nis certincate is val

A Kind

Category com.apple.systemdefault certificate
All ltems | com.apple.xcs.credential certificate
Passwords Developer Authentication Certification Authority certificate
Secure Notes Developer ID Certification Authority certificate
My Certificates Entrust Certification Authority - L1C certificate
Keys indah.local certificate
indah.local certificate

x> T 547 S N S el A IS (P A SE =N XA e e e a WS AR P AT DL
™ p . r -~

k~ " ‘ . . . .. g -y - I'

g et o T NN YT TNy e Y A e RN S L R L L Y AN N e NSO Favlell® -

Certificates

nwk1l-scifi-acs-vip.corp.apple.com certificate
OS X Server: indah (69C4BYENEC) certificate
Server Fallback SSL Certificate certificate

| 4+ | i)l Copy | 23 items




Users
Create a user for each Admin and Team Member

()/'\f\

cropysernoD
- b

ERVI
Ll indah
= Bindi

. Alerts

.| Certificates

|~ | Logs
qlll| Stats Full Name: Ann Omura

Account Name: annomura

Email Address: ann_omura@icloud.com

... Groups

"RVICES Password: esessssecss

4 | Caching Verify; ssccsscse

B - Calengar o :
17 ] Allow user to administer this server

| Contacts

23] File Sharing Home Folder: | None - Services Only

S| Mail Keywords:
&) Messages
&2 Profile Manager Notes:

Time Machine

4 VPN

) Websites
o Wiki

Xcode
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users
Create groups

nf\f\

"

L_lindah / |

— 4 Bindi | ‘ GTOUpS
_ Alerts
.| Certificates

= Logs
glll| Stats

Local Groups Show only allowed groups

u Contractors

u In-House Developers

, Team Admins
4 | Caching

17| Calendar

| 4 Contacts

.| File Sharing

~  Mail

&) Messages

52 Profile Manager
Time Machine

4 VPN

Websites
| Wiki
Xcode




Users

Create access controls

{,;indah

4 Bindi
. Alerts
.| Certificates

Logs

| Stats

[N "\

. Users

Groups

i | Caching

| Calenagar
: Contacts

| File Sharing

. Mail

-, Messages

%2 Profile Manager

Time Machine

- VPN

Websites

| Wiki

Server

7 Bot Permissions

Bots can be created and viewed by

2% Administrators
21 In-House Developers

1% Team Admins

e

Also allow view-only access for

Devices

. bluesy

@l iPod touch

only some users

Add to Team




Code Repository



Code Repository

-_ indah
Alerts
| Certificates

1= Logs
qlll| Stats

Settings Repositories

ACCesSs
4 Users

Groups Hosted repositories can be accessed over HTTP and HTTPS

Hosted repositories can be created by: Logged in users

7| Calendar Repositories

|} Contacts Hosted Repositories
_..-| File Sharing = DashltAll

% Mail

-, Messages RockOnTeam

22 Profile Manager

' Scooter
Time Machine

VPN

) 'Websites
o Wiki




Code Repository

Git or Subversion
One repository per app

Create access controls



Initial Checkout
Add Server to Xcode

Accounts

—

General ['/Accounts | Behaviors Navigation Fonts & Colors Text Editing Key Bindings Source Control Downloads Locations

dann_omural

: : 1}
‘4 \{.\II

Or enter a server address:
indah.local

? Cancel




Initial Checkout

Welcome to Xcode

- ~ -t
£ ) "

K \" 2l 4 = . 7% ¥ f B /% | 7 l'.‘\’ \
version o.v \oAl/7390)

b  Create a new Xcode project
Start building a new iPhone, iPad or Mac application.

Check out an existing project
Start working on something from an SCM repository.

& Open Other...




Initial Checkout

Welcome to Xcode

- ~ -t
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b  Create a new Xcode project
Start building a new iPhone, iPad or Mac application.

Check out an existing project
Start working on something from an SCM repository.
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Initial Checkout

Check Qut

Choose an item:

Recents Favorites Repositories

e u” DashltAll
https://ind

ToTe b ~,),§_‘.\ ’,,);I,, "\.J:,‘ C 1. i+ {.T‘\I f‘;"{'
e 43 /T aAall.iUCa / \-J'.k/ LdSTHLA ,~,|[L

L —————

Or enter a repository location:

Cancel




Bots



Bots

Continuous Integration
Run Unit Tests on connected devices
Reports

Archives



reate Shared Scheme

1 DashltAll — .m AppDelegate.m

A > ] i0S Device DashltAll | Build DashitAll: Succeeded | Today at 4:33 PM

sl = » m | 4 P 7 DashitAll ) DashltAll ) m AppDelegate.m ) No Selection

= DashlitAll SR

2 targets, iOS SDK 8.0 // AppDelegate.m

DashltAll | % DashItAll

h AppDelegate.h // Created by Dave Rahardja on 5/28/14.

| // Copyright (c) 2014 Apple Inc. All rights reserved.
ol AP //

.h| ViewController.h
.m ViewController.m #import "AppDelegate.h"

. Images.xcassets

—r
v

@interface AppDelegate ()
¥ Supporting Files

. @end
.m main.m

E) Main.storyboard | @implementation AppDelegate
DashlitAllTests

Products V (BOOL)application: (UIApplication x)application didFinishLaunchingWithOptions: (NSDictionary )
launchOptions {
// Override point for customization after application Llaunch.
return YES;

}

— (void)applicationWillResignActive: (UIApplication x)application {

// Sent when the application is about to move from active to inactive state. This can occur for
certain types of temporary interruptions (such as an incoming phone call or SMS message) or
when the user quits the application and it begins the transition to the background state.

// Use this method to pause ongoing tasks, disable timers, and throttle down OpenGL ES frame rates.
Games should use this method to pause the game.
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return YES;

}

— (void)applicationWillResignActive: (UIApplication x)application {

// Sent when the application is about to move from active to inactive state. This can occur for
certain types of temporary interruptions (such as an incoming phone call or SMS message) or
when the user quits the application and it begins the transition to the background state.

// Use this method to pause ongoing tasks, disable timers, and throttle down OpenGL ES frame rates.
Games should use this method to pause the game.
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Create Shared Scheme

Remember to commit the scheme to the server
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Connect Test Devices
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.| Certificates
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—_——

.. Groups
Permissions: Logged in users can create bots, anyone can view bots

" T 4 4
~ AT AT "
ANV INGNG

i Caching Builds
17 | Calendar
Perform builds using: Xcode 6.0 (6A1790) Choose...

| 4 Contacts

.| File Sharing Developer Teams: Apple Inc. - Business Markets Enterprise Edit. ..
~  Mail

|- Messages Devices
%2 Profile Manager

i THnE Mecine ___iPhone 5c (Model A1507, A1516, A1526, A1529) / 8.0 RS
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i | Caching
17 | Calendar
| 4 Contacts
.| File Sharing

~  Mail
(D Messages
%2 Profile Manager

Time Machine

= VPN

. Websites
| Wiki

est Devices

Settings Repositories

ACCesSs

Status: © Available on your local network at indah.local

Permissions: Logged in users can create bots, anyone can view bots

Builds
Perform builds using: Xcode 6.0 (6A1790)

Developer Teams: Apple Inc. - Business Markets Enterprise

Devices

_iPhone Sc (Model A1507, A1516, A1526, A1529) / 8.0
iPod touch

Choose...

Edit...

Add to Team |




Connect Test Devices

Used for Unit Test

Connect a variety of devices

- iPad
* iPod touch

- iPhone

Development Provisioning Profile automatically updated



Create the Bot
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reate the Bot

© 0O 1 DashltAll — .m AppDelegate.m
b B /N l 10S Device DashlitAll | Build DashltAll: Succeeded | Today at 4:33 PM

m T Q A

v & DashltAll
2 targets, iOS SDK 8.

DashlitAll
.h| AppDelegate.

Create a new bot for continuous integration:

.17}

fer) i

h' ViewControlle

.m| ViewControlle

Scheme: | DashltAll Integration
. Images.xcasse

Y [ Supporting Y Name: DashltAll Commit Integration
| Info.plist
m main.m Server: indah
2] Main.storyboa
DashlitAllTests

Products

¥ Integrate immediately

ionary x)

can occur for

IS message) or
'ound state.

3L ES frame rates.

Cancel Previous




reate the Bot
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DashlitAll | Build DashltAll: Succeeded | Today at 4:33 PM

DashltAll — .m AppDelegate.m
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2 targets, iOS SDK 8.

A 4

DashitAll

.h| AppDelegate.

Lt -4

.h| ViewControlle

.m| ViewControlle

. Images.xcasse
' Supporting Fil
| Info.plist
.m main.m

2] Main.storyboa
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Cleaning:

On Commit
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Never = 4
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IS message) or
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3L ES frame rates.
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reate the Bot
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Create the Bot

© 00O 1 DashltAll — .m AppDelegate.m
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Create the Bot
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reate the Bot

06 6 1 DashitAll — .m AppDelegate.m
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v M DashlitAll
" 2 targets, iOS SDK 8.

DashltAll
.h| AppDelegate.

Your new bot is being created...
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lew Bot Reports

“® Calc.xcworkspace

p [ \ i0S_Calc » ] i0S Device Build i0S_Calc: Succeeded | Yesterday at 14:03

mITQ A =0 i « ¥ i0S_Calc-commit

“

By Group By Time Summary

, 7. Workspace

Yesterday, 21:12 iOS_Calc_Commit Integrate Now
%)

(St Sl Integration Results
. Integrate (28) Succeeded
Yesterday, 21:0
. Integrate (27) Start: 2014-06-05, 21:12
Yesterday, 20: Duration: 28 seconds
t Integrate (26) 1 commit by ernest@examp!..
Yesterday, 20:4
. Integrate (25)
Yestergay, 20:44
{. Integrate (24) Build History
Yesterday, 20:41
. Integrate (23)
Yesterday, 20:41 B Errors
f. Integrate (22) warnings €) 2 Tests Failed
Yesterday, 15:20 B A Al eciiag S _ ;
t Integrate (21) ot S e e & 4 Tests Succeeded
Yesterday, 13:21 Integration Test Resuits
1. Integrate (20}
Yesterday, 13:12

t. Integrate (19) Test Hlstory
Yesterday, 08:26 I ' ' l

4 .A egrate _v P B Failure




View Bot Report

https://servername/xcode/bots

Today
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3
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3
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4. Integrate (15)

3
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jJuns, 2014

Integrate (16)
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Latest Integration
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No new commits

Build History

Bl Analysis Issues
warnings

Ll Errors
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] Passed Tests
Failed Tests

m ."ijl\D

atr e rnr
OMIMIS

El +

Downloads

/

-

v

\"Y./ 153 KB

e
( 7 /AN )
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L= S )

Integrate
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Bot Output

Test results

Static analysis

Logs

Xcode project archives
Ad-Hoc signed products
Great for QA



Summary

Hub for development

Install OS X server and Xcode
Sign in with Enterprise account
Host code repository

Connect to test devices

Bots for continuous integration
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App Distribution Strategy

Custom B2B
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Distribution Provisioning Profile

Add - iOS Provisioning Profiles - Apple Developer
> 2] 8] [(L lTU Apple Inc. & developer.apple.com
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iOS Apps Add iOS Provisioning Profile
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All
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What type of provisioning profile do you

Development
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ID lIdentifiers

App IDs Development

Pass Type IDs

iOS App Development
Website Push IDs s o : ; ;
Create a provisioning profile to install development apps on test devices.

Devices

All

Distribution

Provisioning Profiles

All In House

Development To sign iOS apps for In House Distribution, you need a Certificate.

Distribution
Ad Hoc

Create a distribution provisioning profile to install your app on a limited number of registered
devices.
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Distribution Provisioning Profile
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Website Push IDs App ID. Wildcard App IDs use an asterisk (*) as the last digit in the Bundle ID field. Please
note that iOS App IDs and Mac App IDs cannot be used interchangeably.

Pass Type IDs

Devices
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Distribution Provisioning Profile
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Packaging for Distribution
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Packaging for Distribution

Organizer — Archives

5 N

Devices Projects ' Archives

DashltAll

DashitAll
Archive Type: iOS App Archive

Creation Date: May 29, 2014 at 7:25 PM Distribute...
Version: 1.0

Validate...

Identifier: com.appledev.dashitall
Estimated App Store Size: | Estimate Size

Name Creation Date v Comment
DashltAll May 29, 2014 at 7:25 PM ‘Version 1.0 for distribution




Packaging for Distribution

Organizer — Archives
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Archive Type: iOS App Archive
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Version: 1.0
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Packaging for Distribution

Organizer — Archives

If —

|

Devices Projects | Archives

Select the method of distribution:

Validate...

Distribute...
Submit to the iOS App Store

Sign, package and submit application to the iOS App Store.

(¢) Save for Enterprise or Ad Hoc Deployment

Sign and package application for distribution outside of the iOS ,

Export as Xcode .
Export the entire Xcode archive of this application.

Cancel




Packaging for Distribution
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Packaging for Distribution

Organizer — Archives

Ij' | ITI |

Devices Projects | Archives

Choose a profile to sign with:
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Provisioning Profile: IRAY UL UM RN
iOS Team Provisioning Profile: * (from ‘Apple Inc

Refresh code signing identity...

Symbols ™ Include symbols with submission

Cancel
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Packaging for Distribution

Organizer — Archives

MooBox

Save As: DashlitAll

Tags:
Validate...

sz B=N mm | imi |[ = v | [ &2 Distribution Distribute...

FAVORITES

| Dropbox

#\; Applications

"1l Documents

&+ Downloads

(_) Remote Disc

™V Save for Enterprise Distribution

Application URL: https://www.apple.com/apps/dashitall.ipa
Title: Dash It All
Subtitle: The Ultimate dashboard

Large Image URL: https://www.apple.com/apps/dashitall_large.png

Small Image URL: https://www.apple.com/apps/dashitalI_small|.png
Add Shine Effect to Images

New Folder Cancel \W
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Code Signing and Provisioning Profiles
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- Valid for three years
- Up to two valid certs at a time

+ Update app binary to renew
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- Valid for three years » Valid for one year

» Up to two valid certs at a time * Renew at any time

+ Update app binary to renew + No need to update app binary

- Update over MDM



Code Signing and Provisioning Profiles

Code Signing Certificates Provisioning Profiles

- Valid for three years » Valid for one year

» Up to two valid certs at a time * Renew at any time

+ Update app binary to renew + No need to update app binary

- Update over MDM

Enterprise Apps need valid code signing and provisioning profile to run
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Code Signing and Provisioning Profile

App A 1.0
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Best Practices

Notice code signing expiration date

Use newest code signing certificate

Embed a new provisioning profile

Host in-house apps using HTTPS

Use MDM to distribute apps and refresh provisioning profiles

App must be updated to change code signing certificate



App Distribution Strategy
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Xcode Server

App Distribution Strategy

Custom B2B



Custom B2B

Hosted in the App Store
Visible to limited audience
Reviewed by Apple

No provisioning profiles needed



Publishing Custom B2B

App Store Developer

Select the availability date and price tier for your app.

Use iTunes Connect
Check “Custom B2B”

Discount for Educational Institutions
Custom B2B App

Volume Purchase Program Customers

For a custom B2B app, you must enter at least one Apple ID that was created for use with the Volume
Purchase Program (the Apple ID is usually an email address). This app will only be available to the Volume
Purchase Program Apple IDs you specify here (you can add as many as you would like). To learn more about
the App Store Volume Purchase Program for Business, visit http://vpp.itunes.apple.com/faq. To learn more
about how your customers can sign up for the Volume Purchase Program, visit

! .
en H.vpi tunes.annie.con

Apple IDs

johnnyappleseed@apple.com

Unless you select specific stores, your app will be for sale in all App Store Volume Purchase
Programs for Business worldwide.
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Publishing Custom B2B

Specity customer Apple IDs

Select the availability date and price tier for your app.

Availability Date

Price Tier

Discount for Educational Institutions
Custom B2B App

Volume Purchase Program Customers

For a custom B2B app, you must enter at least one Apple ID that was created for use with the Volume
Purchase Program (the Apple ID is usually an email address). This app will only be available to the Volume
Purchase Program Apple IDs you specify here (you can add as many as you would like). To learn more about
the App Store Volume Purchase Program for Business, visit http://vpp.itunes.apple.com/faq. To learn more
about how your customers can sign up for the Volume Purchase Program, visit

en H.vpi tunes.annie.con

Apple IDs

johnnyappleseed@apple.com

Unless you select specific stores, your app will be for sale in all App Store Volume Purchase
Programs for Business worldwide.
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Specity customer Apple IDs

Select the availability date and price tier for your app.

Availability Date

Price Tier

Discount for Educational Institutions
Custom B2B App

Volume Purchase Program Customers

For a custom B2B app, you must enter at least one Apple ID that was created for use with the Volume
Purchase Program (the Apple ID is usually an email address). This app will only be available to the Volume
Purchase Program Apple IDs you specify here (you can add as many as you would like). To learn more about
the App Store Volume Purchase Program for Business, visit http://vpp.itunes.apple.com/faq. To learn more
about how your customers can sign up for the Volume Purchase Program, visit
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Apple IDs
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Unless you select specific stores, your app will be for sale in all App Store Volume Purchase
Programs for Business worldwide.




Purchasing Custom B2B

VP P P | Volume Purchase Program for Business

| ‘iPhone ‘ X iTunes

| — | —

Purchase licenses

Acme Inc.

Volume Purchase Program T ud

Push using MDM

All

To get started, search for an app or book.

Custom BZ2B Apps For Acme Inc.

Name Developer Category Released/Updated

Board Papers Pervasent Business 09/01/11
ScroliMotion Enterprise ScroliMotion Business
SM Enterprise ScroliMotion Business

indicates an app designed for both iPhone and iPad.




Custom B2B

Great for custom apps if you don’t own the code

Great for subsidiaries

Hosted by Apple

No code signing or provisioning profile expiration

Promo codes for beta testing



Managing Your Team

Xcode Server

App Distribution Strategy

Custom B2B



Managing Your Team

Xcode Server

App Distribution Strategy

Custom B2B



Summary

Agents and Admins should be employees
Contractors should be Team Members

Use Xcode Server for continuous integration

Keep an eye on code signing certificate expiration

Use Custom B2B if you don’t own the code
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Reinvent your enterprise witn 105,

IOS 8 is more advanced than ever for every line of business. Get the latest content from WWDC14
geared to IT and enterprise developers. Learn about key technologies in iOS including how to deploy

devices, secure corporate data, and build breakthrough custom apps.
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More Information

Paul Danbold
Core OS Technologies Evangelist

danbold@apple.com

Documentation
IOS Developer Program

http://developer.apple.com/enterprise

Apple Developer Forums
http://devforums.apple.com



Related Sessions

Managing Apple Devices Pacific Heights Tuesday 9:00AM

Building Apps for Enterprise and Education Pacific Heights Tuesday 10:15AM



Labs

Developing Apps for Enterprise and Education Core OS Lab A Wednesday 2:00PM

Managing Apple Devices Core OS Lab B Thursday 9:00AM






