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•File Provider Enhancements 
•Enumerating and modifying files in the cloud 
• Session 243

App Frameworks



•What is a file provider? 
•Enumerating files 
•Modifying files 
•Customizing your file provider



•What Is a File Provider? 
•At minimum, file providers fulfill file promises



But we’re here to talk about 
cloud-based, enumerating file providers
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Building Great Document-Based Apps in iOS 11 WWDC 2017

UIDocumentBrowserViewController

Document-Based 
applications



Document Browser

NSFileProviderExtension

File Providers



NEW



NEW



NEW



NEW



Browse Versus Recents

The “Browse” tab is for pulling new content from each file provider 

The “Recents” tab shows the working set 
• The working set is not folder-based 
• It spans multiple file providers
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•Creating a File Provider Extension



Creating a File Provider Extension 

Creating the project 

Providing an item 

Enumerating items 

Modifying items 

Custom actions 

Expose items services to third parties 
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Creating a File Provider Extension 

Use the Xcode template
• Subclass NSFileProviderExtension

Existing file provider
• Add NSExtensionFileProviderSupportsEnumeration 
to your Info.plist
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NSFileProviderExtension Subclass

Vend item metadata by implementing NSFileProviderItem

Identified by NSFileProviderItemIdentifier (String)

Materialized on disk through file URL

Expose folder contents by implementing NSFileProviderEnumerator
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You manage the disk storage
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File provider manipulates NSFileProviderItem and NSFileProviderItemIdentifier



File URL 

File provider manipulates NSFileProviderItem and NSFileProviderItemIdentifier

Document-Based apps consume file URLs
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Picking a file

File Provider ExtensionDocument-Based appFiles app

User taps on a file func urlForItem(with identifier:)
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User taps on a file func urlForItem(with identifier:)

return fileURL
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Open file by URL

Document-Based appFiles app

User taps on a file func urlForItem(with identifier:)

return fileURL
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File URL 
Under the hood

Store the item identifier in the file URL 
File Provider Storage/<itemIdentifier>/My Awesome Image.png

• Avoid database lookup
• Track item between renames

Keep a flat list—no need to replicate the folder hierarchy
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File Contents

NSURLSessionFile Provider ExtensionDocument-Based app

NSFileCoordinator read

Open file by URL

func startProvidingItem(at:completionHandler:)
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Metadata

File Provider ExtensionFiles app

func item(for itemIdentifier:) throws  
-> NSFileProviderItemRequest Item Metadata
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func item(for itemIdentifier:) throws  
-> NSFileProviderItemRequest Item Metadata

return an NSFileProviderItemDisplay Metadata
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var itemIdentifier: NSFileProviderItemIdentifier 
var typeIdentifier: String 
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Metadata 
NSFileProviderItem optional properties

var isShared: Bool 
var ownerNameComponents: PersonNameComponents 
var isDownloaded: Bool 
var isUploading: Bool 
var uploadError: Error? 
// … and more!
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Enumerating Items 
Why do we paginate?

Your extension is granted a tiny fraction of the 
memory your app is granted

Above this limit your extension is terminated

Dirty memory available*

Your App Your Extension

* Exact number varies between devices
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Enumerating Items 
Reducing memory usage

Use URLSessionDownloadTask and URLSessionUploadTask rather than URLSessionDataTask 

Use DispatchQueue(autoreleaseFrequency: .always)

Use « while () @autoreleasepool {} »

Performance Optimization on iPhone OS WWDC 2010
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observer.didFinishEnumerating( 
upTo: secondPage)

func enumerator(forContainer 
itemIdentifier:)

return an NSFileProviderEnumerator

Enumerating Items 

File Provider ExtensionFiles app

Display first Page of Items

enumerator.enumerateItems(for: observer, 
startingAt: initialPage)

Open a Folder

let enumerator = …
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Returning an enumerator

func enumerator(forContainer itemIdentifier: NSFileProviderItemIdentifier) 
     -> NSFileProviderEnumerator

itemIdentifier can be one of:
.workingSet
.rootContainer

• any of your folder item identifiers
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NSFileProviderEnumerator

func enumerateItems(for observer: NSFileProviderObserver, 
                    startingAt page: NSFileProviderPage)

observer 

System object receiving your items and the next page
page 

Data blob your extension previously returned (max 500 bytes)
or

NSFileProviderInitialPageSortedByDate, NSFileProviderInitialPageSortedByName
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Anatomy of a File Provider Extension

Item ID → metadata

Item ID ↔ file URL

Manage the disk storage

Enumerate folders and  
working set

ID Metadata URL

1 … …

2 … …

3 … …

4 … …

5 … …

 

 

 

 

 

Database Disk 
Storage

Enumerators

Working Set 
Enumerator

Folder 
EnumeratorFolder 
EnumeratorFolder 
Enumerator
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Caching policy is up to you

CloudFile Provider 
Extension

Files app
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Enumerate your local copy of 
the working set

Not the cloud

The working set must be 
available offline

CloudFile Provider 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Files Provider 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ID Metadata URL

1 … …
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Enumerating Items 
Working set versus folder

Working Set Folders

Read the Cloud Never OK

Read the Database Always OK
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Bump version numbers on changes
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0 11 9 13 14

5 7 8

Sync Anchor 

Current Version: 14
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Push Notification 
Under the hood

PKPushType is
PKPushTypeFileProvider

Topic name is
<bundle-identifier>.pushkit.fileprovider

Push payload must include
"container-identifier": NSFileProviderItemIdentifier

Introduction to Notifications WWDC 2016
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Signaling Changes

NSFileProviderManager.signalChanges(forContainer: NSFileProviderItemIdentifier)

When?
• Tell the system about the initial set of files
• Tell the system to reload after an account change
• For any change without a corresponding push, including the one made locally
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Signaling Changes 
Notes

After calling startProvidingItem(at:) the item may be downloading

If so, you should
signalChanges(forContainer: .workingSet) if the item is in the .workingSet
signalChanges(forContainer: item.parentItemIdentifier) if an enumerator is running
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Signaling Changes 
Under the hood

signalChanges() can be called from both your app and your file provider extension

You must call signalChanges() even for system-initiated changes

signalChanges() is cheap!



Creating a File Provider Extension 

Creating the project 

Providing an item 

Enumerating items 

Modifying items 

Custom actions 

Expose items services to third parties
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Wide variety of operations
• Move
• Create
• Modify attributes

Back user operations
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Modifying Items 
Walk through an action

The system gives you a file (URL)

You import it (= move it into your container)

Schedule a background upload

Call the completion handler

Upload the file in the background

func importDocument(at FileURL:, toParentItemIdentifier parent:, completionHandler:)



Modifying Items 
Walk through an action

NSURLSessionFile Provider Extension UIDocumentBrowser or

Files

Create/Paste/Drop a file



Modifying Items 
Walk through an action

NSURLSessionFile Provider Extension UIDocumentBrowser or

Files

Create/Paste/Drop a file importDocument(at fileURL:, toParent 
itemIdentifier:, completionHandler:)



Modifying Items 
Walk through an action

NSURLSessionFile Provider Extension UIDocumentBrowser or

Files

Create/Paste/Drop a file importDocument(at fileURL:, toParent 
itemIdentifier:, completionHandler:)

Make DB Entry



Modifying Items 
Walk through an action

NSURLSessionFile Provider Extension UIDocumentBrowser or

Files

Create/Paste/Drop a file importDocument(at fileURL:, toParent 
itemIdentifier:, completionHandler:)

Make DB Entry Schedule Upload



Modifying Items 
Walk through an action

NSURLSessionFile Provider Extension UIDocumentBrowser or

Files

Create/Paste/Drop a file importDocument(at fileURL:, toParent 
itemIdentifier:, completionHandler:)

Make DB Entry Schedule Upload

NSFileProviderManager.signalChanges()



Modifying Items 
Walk through an action

NSURLSessionFile Provider Extension UIDocumentBrowser or

Files

Create/Paste/Drop a file importDocument(at fileURL:, toParent 
itemIdentifier:, completionHandler:)

Make DB Entry Schedule Upload

NSFileProviderManager.signalChanges()Note that changes are pending



Modifying Items 
Walk through an action

NSURLSessionFile Provider Extension UIDocumentBrowser or

Files

Create/Paste/Drop a file importDocument(at fileURL:, toParent 
itemIdentifier:, completionHandler:)

Make DB Entry Schedule Upload

NSFileProviderManager.signalChanges()

Call completionHandler

Note that changes are pending



Modifying Items 
Walk through an action

NSURLSessionFile Provider Extension UIDocumentBrowser or

Files

Create/Paste/Drop a file importDocument(at fileURL:, toParent 
itemIdentifier:, completionHandler:)

Make DB Entry Schedule Upload

NSFileProviderManager.signalChanges()

Call completionHandler

Note that changes are pending

enumerator.enumerateChanges()



Modifying Items 
Walk through an action

NSURLSessionFile Provider Extension UIDocumentBrowser or

Files

Create/Paste/Drop a file importDocument(at fileURL:, toParent 
itemIdentifier:, completionHandler:)

Make DB Entry Schedule Upload

NSFileProviderManager.signalChanges()

Call completionHandler

Note that changes are pending

enumerator.enumerateChanges() Return imported item as part of change set
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Successful action resolution

NSURLSessionFile Provider 
Extension

Files

Parent Application

Upload Succeeded

signalChanges()Note that changes are 
pending

Re-enumerate Return changed item 
var isUploaded = true

Update DB Entry

 UIDocumentBrowser or
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Modifying Items 
Error case

NSURLSessionFile Provider 
Extension

Files

Parent Application

Upload Failed

signalChanges()Note that changes are 
pending

Re-enumerate Return changed item 
var uploadError = ...

Update DB Entry

 UIDocumentBrowser or
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Actions 
Error handling

Mark item status via error properties
var uploadError: Error?

Signal re-enumeration

Recovery depends on cause
• Intermittent error—retry
• Persistent error—suggest solution in error description
• Authentication error—custom action will be called by the system
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Custom actions 
UI implementation

File Provider 
Extension

File Provider 
UI Extension

Operations are scoped to files from 
your extension

Interface is provided by a UI extension

Subclass of 
FPUIActionExtensionViewController

Parent Application
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Custom actions 
Implementation details

Extension lists possible actions in Info.plist 
 
 
 
 
 
 

Matching using predicate for activation rule
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Modifying Items 
Walk through an action

Index
 UIDocumentBrowser or

Files

Long press

Return attributes

Display actions

Lookup attributes

Match predicate
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File Provider UI Extension
Files

override func prepareForAction(withIdentifier 
actionIdentifier: String, itemIdentifiers: 
[NSFileProviderItemIdentifier]) { 
    // prepare UI for this action 
}

func doneButtonPressed(_ sender: AnyObject?) { 
    self.extensionContext.completeRequest() 
}

User taps action

Present UI

 UIDocumentBrowser or



Modifying Items 
Walk through an action

File Provider UI Extension
Files

override func prepareForAction(withIdentifier 
actionIdentifier: String, itemIdentifiers: 
[NSFileProviderItemIdentifier]) { 
    // prepare UI for this action 
}

func doneButtonPressed(_ sender: AnyObject?) { 
    self.extensionContext.completeRequest() 
}

User taps action

Dismiss UI

Present UI

 UIDocumentBrowser or
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Custom Actions 
Authentication action

Called by the system in response to an authentication error

Method on FPUIActionExtensionViewController
override func prepareForAuthentication() { 
    ...  
}

Same as other actions otherwise



•Services 
•Direct communication based on an item
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Services 

Custom actions show up in the document browser interface

Sometimes, you need programmatic access
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Services are defined by a name and a protocol

This protocol must be known to you and the other developer using it

XPC rules—only secure codable parameters, return via completion block

Services 
Defining a service

Cocoa Interprocess Communication with XPC WWDC 2012
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Services 
Data flow

File Provider ExtensionThird-Party Application

supportedServiceSources(for itemIdentifier:)

return [NSFileProviderServiceSource]

getFileProviderServicesForItem(at 
url:completionHandler:)

completionHandler([NSFileProviderService]?, Error?)
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let proxy = messenger.remoteObjectProxy

NSFileProviderMessenger(interface:, 
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Services 
Data flow

makeListenerEndpoint

return NSXPCListenerEndpoint

newConnection.exportedObject = providerProxy 

File Provider ExtensionThird-Party Application

let proxy = messenger.remoteObjectProxy

proxy.myCustomMethod { (err) in /* ... */ }

NSFileProviderMessenger(interface:, 
protocol:)



listener(_:, shouldAcceptNewConnection:)

Services 
Data flow

makeListenerEndpoint

return NSXPCListenerEndpoint

newConnection.exportedObject = providerProxy 

func myCustomMethod(_ completion: (NSError?) -> 
())

File Provider ExtensionThird-Party Application

let proxy = messenger.remoteObjectProxy

proxy.myCustomMethod { (err) in /* ... */ }

NSFileProviderMessenger(interface:, 
protocol:)
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Summary

File provider extensions give you a way to integrate into the system

Expose items through enumerations to back browsing and the working set

Implement actions to allow modifications on the hierarchy



More Information
https://developer.apple.com/wwdc17/243
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Cocoa Interprocess Communication with XPC WWDC 2012

Building Great Document-Based Apps in iOS 11 WWDC 2017
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