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Elliptic Curves

New removal: <2048-bit RSA for TLS



Protocols



Protocols

http://

SSLv3

TLS 1.0

TLS 1.1



Protocols

http://

SSLv3

TLS 1.0

TLS 1.1

https://

TLS 1.2



Protocols

http:// https://
SSLv3 TLS 1.2
TLS 1.0
TLS 1.1

New addition: TLS 1.3 (draft)
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Reduced privacy compromise
Automatic updating

Faster connections
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SHA-1 signed certificates for TLS
Certificates using <2048-bit RSA for TLS
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Does not affect
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» Enterprise-distributed certificates
» User-installed certificates

e Client certificates
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What to Do Now?

Check your implementations, libraries, and servers

Server Developers
* Replace any SHA-1 certificates or weak RSA keys

» Upgrade servers to TLS 1.2 and authenticated encryption ciphers
» Use OCSP Stapling

» Check that your certificates are in CT logs

App Developers
* Avoid ATS exceptions
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Exception Updates

Expansion beyond WebKit
* AVFoundation loads
 WebView requests

e | ocal network connections

Certificate Transparency requirement



ATS-Compliant Services
Practice what you preach

APNSs IWork
Facelime Spotlight
Game Center IAd
Apple Services ITunes

ICloud Services (Mall, CloudKit) Software Update
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ATS adoption is increasing
Still more work to be done

Minimize or reduce exceptions
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TLS 1.0 TLS 1.1 TLS 1.2 TLS 1.3 (draft)

1999 2006 2008 2017
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How to Enable TLS 1.3 Beta?

It is not on by default

You can install a profile on 1I0S
https://developer.apple.com/go/?id=tls13-mobile-profile

You can enable system-wide TLS 1.3 on macOS

defaults write /Library/Preferences/com.apple.networkd tcp_connect _enable tlsl13 1
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TLS 1.3 Outlook

— IETF standardization (2017-2018)
— Third-party collaboration
‘ Enterprise preparation
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Takeaways

Implement best practices
Avoid new and future algorithm removals

Continue upgrading to modern TLS configurations

* Minimize or remove App Transport Security exceptions
e Tryout TLS 1.3



More Information
https://developer.apple.com/wwdc1//701



Related Sessions

Privacy and Your Apps Executive Ballroom Tuesday 11:20AM

Advances in Networking, Part 1 Executive Ballroom Wednesday 3:10PM

Advances in Networking, Part 2 Executive Ballroom Wednesday 4:10PM




Labs

Security & Privacy

Technology Lab D

Tue 1:50PM-3:50PM

Security & Privacy

Technology Lab J

Wed 1:00PM-3:30PM

Networking Lab

Technology Lab D

Thu 9:00AM-11:00AM

Networking Lab

Technology Lab J

Fri 1:50PM-3:50PM









