#WWDC18

Getting and Using a MapKit JS Key

Session 508

Eric Gelinas, MapKit JS

© 2018 Apple Inc. All rights reserved. Redistribution or public display not permitted without written permission from Apple.



Learn how MapKit JS authorization works
Create a MapKit JS Key
Create an authorization token

WV ELCERNE]S




Learn how MapKit JS authorization works
Create a MapKit JS Key
Create an authorization token

WV ELCERNE]e



The web is plaintext ¥



apple.com

&
‘ WWDC18 Overview Scholarships Attending

X L | O ) &, Qe

Elements {j} Debugger < Storage @ Network Q.| Search @ Timelines _] Resources -| Console —+ {CE}

[3) html ) {[3] body ) [[3] script = () B8 J/ RSN Computed Node  Layers

\\ 7/ »

<UdlVv CLasS5= center Lwarge—1v medium-11 Shidlil—=12 ~>

<{j div> Active Focus
</d1iv>
</section> Style Attribute
<section class="map overflow'>
<div class="grid">..</div>
</section>
<div class="section-details'>
» <d1v class="'section-content'>..</d1iv>
» <d1v class="'section-content">..</d1iv> =) Classes
» <div _class="section-content">.</div> =

Page _




The web is plaintext &



Authorization Overview
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Create a MapKit JS Key

Create a Maps ldentifier
Create a MapKit JS Key

Download your MapKit JS Key and saving it in a safe place



Create a MapKit JS Key
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Create a Maps Identifier

& Developer Discover Design Develop Distribute Support Account

1. Select "Maps IDs"” from the menu

i0S, tvOS, watchOS Register Maps IDs

Certificates

2. Click the + button in the upper right corner -
Develop::nt |D Registering a Maps ID

Keys

3. Give this identifier a description which

Identifiers associated private key.

should be the name of your website as it

Website Push IDs

[ . ‘
iCloud Containers 4 5 . .
pDescription Your Web Application
App Groups You cannot use special characters such as

Merchant IDs

Maps ID Description

NOTE: Enter the product name of your app that will appear to
users.

Music I1Ds

Maps I1Ds

4. Give this identifier a unique ID starting =

Enter a unigue identifier for your Maps ID, starting with the string 'maps’.
Apple TV

[ o
ll ,’ Apple Watch
W I e S r I I l g I I I a p S iPad We recommend using a reverse-domain name style string (i.e.,

. maps.com.exampie).
iPhone

iPod Touch

Provisioning Profiles
All
Development

Distribution
Cancel

developer.apple.com/account



Create a Maps Identifier

& Developer Discover Design Develop Distribute Support Account

1. Select "Maps IDs"” from the menu

i0S, tvOS, watchOS Register Maps IDs

Certificates

2. Click the + button In the upper right N
Develop::nt |D Registering a Maps ID

Keys

3. Give this identifier a description which

Identifiers associated private key.

should be the name of your website as it

Website Push IDs

o . ‘
iCloud Containers o =
Description:  Your Web Application
App Groups You cannot use special characters such as

Merchant IDs

Maps ID Description

NOTE: Enter the product name of your app that will appear to
users.

Music I1Ds

Maps IDs

4. Give this identifier a unique ID starting -

Enter a unigue identifier for your Maps ID, starting with the string 'maps’.
Apple TV

with the string “maps”

. .",‘u‘.;)':.(UH].L‘,XLU‘.TU;EI.
iPhone

iPod Touch

Provisioning Profiles
All
Development

Distribution
Cancel

developer.apple.com/account



Create a New Key

.’ Deve|0p€‘r Discover Design Develop Distribute Support Account
. 11 /1] 11 11 . . g
® I C O I l u I I ( E r ( E eyS S u ea I I lg I I l Certificates, Identifiers & Profiles FirstNamel LastNamel
i0S, tvOS, watchOS Create New Key
the left-hand menu
Certificates Create and configure services for this key.

All

Pending
Development Create a New Key

2. Click the “+" Icon In the header

All

Identifiers Key Description

App IDs

Pass Type IDs

3. Give this new key a name -

App Groups Key Services
MurchantiDs Enable and configure services for this key. Associating a service with this key allows you to use
the service and authenticate communication with the service,
Music IDs
o Maps IDs Enable Service
11 I
° ( ! C ( ! a I C ‘ ! C OX Devices Apple Push Notifications service (APNs)
All Establish connectivity between your notification server and the

Apple Push Notification service. One key is used for all of your
Apple TV apps. Learn more
Apple Watch

iPad

5. Click the "Configure” button

Provisioning Profiles MapKit JS

All

|

Development

Distribution

DeviceCheck
Access per-device, per-developer data that your associated server

can use in its business logic. One key is used for all of your apps.
Learn more

developer.apple.com/account




Configure your New Key

FirstNamel LastNamel «

® [ [ ® ® ® " Developer Discover Design Develop Distribute Support Account
1. Select an identifier to associate with this key Certifcates, Identifers & Profies

i0S, tvOS, watchOS Create New Key

° ° Certificates Create and configure services for this key.
2. Click continue
o

Pending

9, : .
Development Q Configure Key Service
Production U;

Keys

All Associate the MapKit JS private key with the Maps ID for your website. You can associate a

second key to a single Maps ID while you are revoking the first key.
Identifiers

PR Select a Maps ID for the MapKit JS service.
Pass Type IDs

Website Push IDs

iCloud Containers

App Groups

Merchant IDs

Music IDs

Maps IDs

Devices
All
Apple TV
Apple Watch
iPad
iPhone

iPod Touch

Provisioning Profiles

All
Development

Distribution

Cancel

developer.apple.com/account



Confirm your New Key

.
& Developer Discover Design Develop Distribute Support

1. Verify the information

Account

FirstNamel LastNamel «

i0S, tvOS, watchOS Create New Key

Certificates Create and configure services for this key.
® ®
2. Click "C N
IC ontirm
o

Pending

Confirm your key configuration.

Development

D 1 € Confirm that you have configured your key with the correct services and
: information.

Keys

All

Identifiers Name: Your Web Server Key
App IDs

Pass Type IDs
Key Services

Review services for this key, When you associate a service with this key allows you to use the
functionality and authenticate with the corresponding service.

Website Push IDs
iICloud Containers
App Groups

Merchant IDs
MapKit JS

Use Apple Maps on your websites. Show a map, display search results, provide directions,
Maps IDs and more. Le

Music IDs

Devices MapKit JS Configuration Info
Al Maps ID: Your Web Application (maps.com)

Apple TV
Apple Watch
IPad

IPhone

iPod Touch

Provisioning Profiles
All
Development

Distribution

developer.apple.com/account



Download Your MapKit JS Key

[ ll " & Developer Discover Design Develop Distribute Support Account
I I C k t I I e D OWI I I Oa d b u ttO I l Certificates, Identifiers & Profiles FirstNamel LastNamel ~
i0S, tvOS, watchOS Create New Key
° ° ° Certificates Create and configure services for this key.
his file will be saved to your computer
Pending

O :
Development O Your key is ready.

\
Production U/(

Keys

ou can only download this file once

Identifiers After downloading your key, it cannot be re-downloaded as the server copy is removed. If you
are not prepared to download your key at this time, click Done and download it at a later time.
App IDs Be sure to save a backup of your key in a secure place.

Pass Type 1Ds

Website Push IDs

iCloud Containers 0 Name: Your Web Server Key

Key ID: AlAIAIAIAL
Services MapKit JS

App Groups
Merchant IDs
Music 1Ds

Maps IDs

Devices
All
Apple TV
Apple Watch
IPad
iPhone

iPod Touch

Provisioning Profiles
All
Development

Distribution

Add More

developer.apple.com/account



Your MapKit JS Key

Downloads

SIS N -g-v @ ¢}

Favorites

[ src
Desktop
[’Sﬁ Documents

0 Downloads

> iCloud Drive AuthKey_AAAAAAAAAA.p8

:/'-\: Applications

@ Recents Name Size Kind
@) AirDrop B AuthKey_..AAAAA.pS8 257 bytes  Document

Devices

[ Eric's MacBoo...

Remote Disc




Revoking a MapKit JS Key

108, tvOS, watchOS

Certificates 4 Key(s) Total

All

Name Services Enabled

Pending
testkey ]

Development

Your Web Server Key 1
Production

i il Name: Your Web Server Key
All N Key ID:  AIAlAlAlAl

Services: Maps(S
Identifiers

App IDs Revoke
Pass Type 1Ds

Website Push IDs

developer.apple.com/account
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Authorization Overview

developer.apple.com

Token
Token




Authorization Overview

developer.apple.com

|

Token
Token

Token




MapKit Authorization Tokens are based on JWT

jwt.io

J lm T Debugger Libraries Introduction Ask Get a T-shirt! Crafted by gz% AuthO

3¢

JSON Web Tokens are an open, industry standard RFC 7519 method for representing
claims securely between two parties.

JWT.IO allows you to decode, verify and generate JWT.

Get the JWT Handbook for free! Spread the word and download it now.

Debugger

ALGORITHM HS256
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JWT Signing Libraries

e JWUT

iat check

x) jti check

Y José Padilla Y.y 1925

Verify

iss check
sub check
aud check
exp check
nbf check
iat check

jticheck

ﬁ Hsiaoming Yang ﬁﬁ? 429

Debugger

O View Repo

pip install pyjwt pip install python-jose pip install jwcrypto

O View Repo

pip install authlib npm install jsonwebtoken maven: com.auth® / java-jwt / 3.3.0

Libraries

iat check

jticheck

ﬁ Michael Davis

jwt.io

Introduction Ask

7 403

MINIMUM VERSION 4.2.2 ()

Sign
Verify

x) iss check

sub check

aud check

exp check

(x) nbf check
x) iat check

(*) jti check

JY Auth0 Yoy 7495

HS256
HS384
HS512
RS256
RS384
RS512
ES256
ES384

ES512

Get a T-shirt!

O View Repo Z” Simo Sorce

O View Repo

iat check

jticheck

Sign

Verify

iss check
sub check
aud check
exp check
nbf check
iat check

jticheck

Y Auth0 Yy 1755

Crafted by w AuthO

Y7 74

O View Repo

O View Repo



A JWT Token

eyJhbGc101JFUzIAN1IsImtpZCI6ImZha2U1fQ.eyJpc3M101ImYWEt1IiwiaWFOIjoxN
TISNTISNTk5LCIJ1eHA10JEIM]cIM]kINzksIm9yaWdpb1I6ImhO@dHBZz018vZmFrZWRvb
WFpb15YWt1In0.a5—-xFadXFUQlcqL7I7Awzhquwx feBKmdRWd—o00r1-XeI9N3V7YtNN
-0UJK_7I1tMk62174U-hphulFnI71HTUW



JWT Sections

eyJhbGc101JFUzIAIN1IsImtpZCI6ImZha2U1fQ.eyJpc3M101ImYWt1lIiwiaWFOIjoxN
TISNTISNTk5LCIJ1eHA10JEIM]cIM]kINzksIm9yaWdpb1I6ImhO@dHBZz018vZmFrZWRvb
WFpb15YWt1In0.a5—-xFadXFUQlcqL7I7Awzhquwx feBKmdRWd—o00r1-XeI9N3V7YtNN
-0UJK_7I1tMk62174U-hphulFnI71HTUW



JWT Sections

eyJhbGc101JFUzIAIN1IsImtpZCI6ImZha2U1fQ.eyJpc3M101ImYWEt1IiwiaWFOIjoxN
TISNTISNTk5LCIJ1eHA10JEIM]cIM]kINzksIm9yaWdpb1I6ImhO@dHBZz018vZmFrZWRvb
WFpb15YWt1In0.a5—-xFadXFUQlcqL7I7Awzhquwx feBKmdRWd—o00r1-XeI9N3V7YtNN
-0UJK_7I1tMk62174U-hphulFnI71HTUW



JWT Sections

eyJhbGc101JFUzIAN1IsImtpZCI6ImZha2U1fQ.eyJpc3M101ImYWEt1IiwiaWFOIjoxN
TISNTISNTk5LCIJ1eHA10JEIM]cIM]kINzksIm9yaWdpb1I6ImhO@dHBZz018vZmFrZWRvb
WFpb15YWt1In0.a5—-xFadXFUQlcqlL7I7Awzhquwx feBKmdRWd—o00r1-XeI9N3V7YtNN
-0UJK_7I1tMk62174U-hphulFnI71HTUW



JWT Sections

eyJhbGc101JFUzIAN1IsImtpZCI6ImZha2U1fQ.eyJpc3M101ImYWEt1IiwiaWFOIjoxN
TISNTISNTk5LCIJ1eHA10JEIM]cIM]kINzksIm9yaWdpb1I6ImhO@dHBZz018vZmFrZWRvb
WFpb15YWt1In0.a5—-xFadXFUQlcqL7I7Awzhquwx feBKmdRWd—o00r1-XeI9N3V7YtNN
-0UJK_7I1tMk62174U-hphulFnI71HTUW



We Recommend Two JWT Configurations

Short lived tokens

Long lived tokens



Short Lived Tokens

Short (we recommend 30 min) time to live
If copied, will stop working after expiry

Requires you to provide a server endpoint



JWT Sections: Payload

let payload = {
iss: "AL1A1A1A1A1l", /*x Issuer: Your Apple Developer Team ID x/
iat: Date.now() / 1000, /* Issued at: Current time in seconds x/
exp: (Date.now() / 1000) + 1800, /* Expiration: Time to explre 1n seconds x/

origin: "https://yourdomain.com" /x (recommended — a domaln restriction) x/



JWT Sections: Auth Key

let authKey = fs.readFile("./AuthKey_B1B1B1B1B1.p8");



JWT Sections: Header

let header = {
kid: "B1B1B1B1B1", /*x Key Id: Your MapKit JS Key ID s/
typ: "JIWT" /% Type of token */
alg: "ES256" /% The hashing algorithm being used s/

¥



JWT Sections: Pull It All Together

let authorizatonToken = jwt.sign(payload, authKey, { header: header });



JWT Sections: Pull It All Together

let authorizatonToken Jjwt.sign(payload, authKey, { header: header });

eyJhbGc101JFUzZIAIN1IsImtpZCI6ImZha2uifQ.eyJpc3M101ImYWtl1IiwiaWFOIjoxN
TI3SNTISNTk5LCI1eHA10JEIM]cIMJkINzksIm9yaWdpb1I6ImhOdHBz018vZmFrZWRvb
WFpb15YWt1In@.ab5—xFadXFUQlcgL7I7AwzhquwxfeBKmdRWd—o00r1-XeI9N3V7YtNN
—-QUJK_7I1tMk62174U-hphulFnI71HTUW



Create a Server Endpoint

app.get("/token", (req, res) => {
res.send/(
jwt.sign(payload, keyFile, { header: header })
) ;
r);



Create a Server Endpoint

app.get("/token", (req, res, next) => {
res.header("Cache-Control", "no-cache, no-store, must-revalidate");:
next():
}, (req, res) => {
res.send/(
jwt.sign(payload, authKey, { header: header })
) ;
P



Create a Server Endpoint

| ® < ] ://I : token ‘ U )

eyJhbGceiOiJFUzITNIilsInR5cClolkpXVClsimtpZCloljhLUVd
CSIcONDkifQ.eyJpc3WiOiJOOEsyUFRSWFoyliwiaWFOljox

NTI2MzU1Njg2LCJleHAIOJETMjYzZNTcOODZ9.NbOyetlYbfh
1UayPAXYuiwhCpdhnL228IZE8iyZHIO8ShEySJzDkgRpayi
tBNPUL3RfTBFbtolezoYXomVrgOQ

localhost:3000/token



Long Lived Token

Does not require a server
Can be used on static websites
Can be synced to your release cycle

"origin" claim strongly recommended



Creating a Long Lived Token

let payload = {
iss: "AL1A1A1A1A1l", /*x Issuer: Your Apple Developer Team ID x/
1at: Date.now() / 1000, /* Issued at: Current time 1n seconds 3/
exp: (Date.now() / 1000) + 15778800, /* Expiration time: Time to explre 1n seconds *x/

origin: "https://yourdomain.com" /x (recommended — a domaln restriction) x/



Creating a Long Lived Token

let payload = {
iss: "AL1A1A1A1A1l", /*x Issuer: Your Apple Developer Team ID x/
1at: Date.now() / 1000, /* Issued at: Current time 1n seconds 3/
exp: (Date.now() / 1000) + 15778800, /* Expiration time: Time to expilire 1n seconds x/

origin: "https://yourdomain.com" /x (recommended — a domain restriction) x/



\4 ! W

Now, we are ready to make a
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<IDOCTYPE html>
<html>

<div 1d="map"></div>

<script src="https://cdn.apple—-mapkit.com/mk/5.0.x/mapkit.js"></script>

<script>

mapkit.init({ authorizationCallback: function(done) {

fetch("/token")

.then(res => res.text())
.then(token => done(token)) /% If successful, return your token to MapKit JS *x/
.catch(error => { /* Handle error */ }):

Pr);

let map = new mapkit.Map("map", { center: new mapkit.Coordinate(37.32, -121.88) });

</script>

</html>
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<IDOCTYPE html>
<html>

<div 1d="map"></div>

<script src="https://cdn.apple-mapkit.com/mk/5.0.x/mapkit.js"></script>

<script>

mapkit.init({ authorizationCallback: function(done) {

fetch(”/token")

.then(res => res.text())
.then(token => done(token)) /% If successful, return your token to MapKit JS x/
.catch(error => { /* Handle error *x/ }):

Pr);

let map = new mapkit.Map("map", { center: new mapkit.Coordinate(37.32, -121.88) });

</script>

</html>
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<IDOCTYPE html>
<html>

<div 1d="map"></div>

<script src="https://cdn.apple—-mapkit.com/mk/5.0.x/mapkit.js”></script>

<script>

mapkit.init({ authorizationCallback: function(done) {

fetch("/token")

.then(res => res.text())
.then(token => done(token)) /% If successful, return your token to MapKit JS *x/
.catch(error => { /* Handle error */ }):

Pr);

let map = new mapkit.Map("map", { center: new mapkit.Coordinate(37.32, -121.88) });

</script>

</html>
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<IDOCTYPE html>
<html>

<div 1d="map"></div>

<script src="https://cdn.apple—-mapkit.com/mk/5.0.x/mapkit.js”></script>

<script>

mapkit.init({ authorizationCallback: function(done) {

fetch("/token")

.then(res => res.text())
.then(token => done(token)) /% If successful, return your token to MapKit JS *x/
.catch(error => { /* Handle error */ }):

Pr);

let map = new mapkit.Map("map", { center: new mapkit.Coordinate(37.32, -121.88) });

</script>

</html>



Long Lived Token in MapKit JS

<IDOCTYPE html>
<html>

<div 1d="map"></div>

<script src="https://cdn.apple—-mapkit.com/mk/5.0.x/mapkit.js”></script>

<script>

mapkit.init({ authorizationCallback: function(done) {

done("eyJhbGc101JFUzIAIN1IsImtpZCI6ImZha2UifQ.eyJpc3M101ImYWtlIiwiaWFOIjoxN

TISNTISNTk5LCI1eHA10JEIM]cIM]kINZzksIm9yaWdpb1I6ImhOdHBz018vZmFrZWRvb
WFpb15YWt1In0.a5—xFadXFUQlcqL7I7AwzhquwxfeBKmdRWd—o00r1-XeI9N3V7YtNN
—QUJIK_7I1tMk62174U-hphulFnI71HfUW") ;

Pr);

let map = new mapkit.Map("map", { center: new mapkit.Coordinate(37.32, -121.88) });

</script>

</html>
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<IDOCTYPE html>
<html>

<div 1d="map"></div>

<script src="https://cdn.apple—-mapkit.com/mk/5.0.x/mapkit.js”></script>

<script>

mapkit.init({ authorizationCallback: function(done) {

done("eyJhbGc101JFUzIAIN1IsImtpZCI6ImZha2UifQ.eyJpc3M101ImYWtlIiwiaWFOIjoxN

TISNTISNTk5LCI1eHA10JEIM]cIMIkINZzksIm9yaWdpb1I6ImhOdHBZz018vZmFrZWRvb
WFpb15YWt1In0.a5—xFadXFUQlcqL7I7AwzhquwxfeBKmdRWd—o00r1-XeI9N3V7YtNN
—-QUIK_7I1tMk62174U-hphulFnI71HfUW") ;

Pr);

let map = new mapkit.Map("map", { center: new mapkit.Coordinate(37.32, -121.88) });

</script>

</html>



Start Your Server

. &) remarkableproduct — node server — 80x24

Erics—MacBook—Pro-3:remarkableproduct eric$ node server
Your server 1s running on port 3000




Take a Look In Safari

localhost:3000
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Authorization Header Containing Your Token

& localhost:3000
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Learn how MapKit JS authorization works
Create a MapKit JS key
Create an authorization token
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Summary

Get your MapKit JS Key and store it In a safe place
Only send authorization tokens over the web.

If a key becomes compromised, revoke it on the Apple Developer Website
as sSoon as you have created a replacement



More Information

https://developer.apple.com/wwdc18/508

Introducing MapKit JS Executive Ballroom Tuesday, 5:00pm






