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Create a MapKit JS Key

Create a Maps Identifier 

Create a MapKit JS Key 

Download your MapKit JS Key and saving it in a safe place



Create a MapKit JS Key
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Create a Maps Identifier

1. Select “Maps IDs” from the menu 

2. Click the + button in the upper right corner 

3. Give this identifier a description which 
should be the name of your website as it 
will appear to users 

4. Give this identifier a unique ID starting 
with the string “maps”

developer.apple.com/account



Create a Maps Identifier

1. Select “Maps IDs” from the menu 

2. Click the + button in the upper right 

3. Give this identifier a description which 
should be the name of your website as it 
will appear to users 

4. Give this identifier a unique ID starting 
with the string “maps”

developer.apple.com/account



Create a New Key

1. Click on “All” under the “Keys” subheading in    
the left-hand menu 

2. Click the “+” icon in the header 

3. Give this new key a name 

4. Check the “MapKit JS” checkbox 

5. Click the “Configure” button

developer.apple.com/account



Configure your New Key

1. Select an identifier to associate with this key 

2. Click continue

developer.apple.com/account



Confirm your New Key

1. Verify the information 

2. Click “Confirm”

developer.apple.com/account



Download Your MapKit JS Key

Click the “Download” button 

This file will be saved to your computer 

You can only download this file once

developer.apple.com/account



Your MapKit JS Key



Revoking a MapKit JS Key

developer.apple.com/account
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MapKit Authorization Tokens are based on JWT

jwt.io

jwt.io
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JWT Signing Libraries

jwt.io

jwt.io



A JWT Token

eyJhbGciOiJFUzI1NiIsImtpZCI6ImZha2UifQ.eyJpc3MiOiJmYWtlIiwiaWF0IjoxN 

TI3NTI5NTk5LCJleHAiOjE1Mjc1Mjk1NzksIm9yaWdpbiI6Imh0dHBzOi8vZmFrZWRvb 

WFpbi5YWtlIn0.a5-xFadXFUQlcqL7I7AwzhquwxfeBKmdRWd-oOOr1-XeI9N3V7YtNN 
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JWT Sections
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We Recommend Two JWT Configurations

Short lived tokens  

Long lived tokens



Short Lived Tokens

Short (we recommend 30 min) time to live 

If copied, will stop working after expiry 

Requires you to provide a server endpoint



JWT Sections: Payload

let payload = { 
    iss: "A1A1A1A1A1", /* Issuer: Your Apple Developer Team ID */ 
    iat: Date.now() / 1000, /* Issued at: Current time in seconds */ 
    exp: (Date.now() / 1000) + 1800, /* Expiration: Time to expire in seconds */ 
    origin: "https://yourdomain.com" /* (recommended - a domain restriction) */ 
};



JWT Sections: Auth Key

let authKey = fs.readFile("./AuthKey_B1B1B1B1B1.p8");



JWT Sections: Header

let header = { 
    kid: "B1B1B1B1B1", /* Key Id: Your MapKit JS Key ID */ 
    typ: "JWT" /* Type of token */ 
    alg: "ES256" /* The hashing algorithm being used  */ 
};



JWT Sections: Pull It All Together

let authorizatonToken = jwt.sign(payload, authKey, { header: header });



JWT Sections: Pull It All Together

let authorizatonToken = jwt.sign(payload, authKey, { header: header });

eyJhbGciOiJFUzI1NiIsImtpZCI6ImZha2UifQ.eyJpc3MiOiJmYWtlIiwiaWF0IjoxN 
TI3NTI5NTk5LCJleHAiOjE1Mjc1Mjk1NzksIm9yaWdpbiI6Imh0dHBzOi8vZmFrZWRvb 
WFpbi5YWtlIn0.a5-xFadXFUQlcqL7I7AwzhquwxfeBKmdRWd-oOOr1-XeI9N3V7YtNN 
-0UJK_7ItMk62l74U-hphu1FnI7lHfUW



Create a Server Endpoint

… /* Set up express server */ 
 
app.get("/token", (req, res) => { 
    res.send( 
        jwt.sign(payload, keyFile, { header: header }) 
    ); 
});



Create a Server Endpoint

… /* Set up express server */ 
 
app.get("/token", (req, res, next) => { 
    res.header("Cache-Control", "no-cache, no-store, must-revalidate"); 
    next(); 
}, (req, res) => { 
    res.send( 
        jwt.sign(payload, authKey, { header: header }) 
    ); 
});



https://localhost:3000/token

Create a Server Endpoint

localhost:3000/token



Long Lived Token

Does not require a server 

Can be used on static websites 

Can be synced to your release cycle 

"origin" claim strongly recommended



Creating a Long Lived Token

let payload = { 
    iss: "A1A1A1A1A1", /* Issuer: Your Apple Developer Team ID */ 
    iat: Date.now() / 1000, /* Issued at: Current time in seconds */ 
    exp: (Date.now() / 1000) + 15778800, /* Expiration time: Time to expire in seconds */ 
    origin: "https://yourdomain.com" /* (recommended - a domain restriction) */ 
};



Creating a Long Lived Token

let payload = { 
    iss: "A1A1A1A1A1", /* Issuer: Your Apple Developer Team ID */ 
    iat: Date.now() / 1000, /* Issued at: Current time in seconds */ 
    exp: (Date.now() / 1000) + 15778800, /* Expiration time: Time to expire in seconds */ 
    origin: "https://yourdomain.com" /* (recommended - a domain restriction) */ 
};



Now, we are ready to make a 🗺



Make a Map

<!DOCTYPE html> 
<html> 
… 
<div id="map"></div> 
<script src=“https://cdn.apple-mapkit.com/mk/5.0.x/mapkit.js"></script> 
<script> 
mapkit.init({ authorizationCallback: function(done) { 
    fetch("/token") 
        .then(res => res.text()) 
        .then(token => done(token)) /* If successful, return your token to MapKit JS */ 
        .catch(error => { /* Handle error */ }); 
}}); 
let map = new mapkit.Map("map", { center: new mapkit.Coordinate(37.32, -121.88) }); 
</script> 
… 
</html>
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<html> 
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<div id="map"></div> 
<script src=“https://cdn.apple-mapkit.com/mk/5.0.x/mapkit.js"></script> 
<script> 
mapkit.init({ authorizationCallback: function(done) { 
    fetch(“/token") 
        .then(res => res.text()) 
        .then(token => done(token)) /* If successful, return your token to MapKit JS */ 
        .catch(error => { /* Handle error */ }); 
}}); 
let map = new mapkit.Map("map", { center: new mapkit.Coordinate(37.32, -121.88) }); 
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Make a Map

<!DOCTYPE html> 
<html> 
… 
<div id="map"></div> 
<script src=“https://cdn.apple-mapkit.com/mk/5.0.x/mapkit.js”></script> 
<script> 
mapkit.init({ authorizationCallback: function(done) { 
    fetch("/token") 
        .then(res => res.text()) 
        .then(token => done(token)) /* If successful, return your token to MapKit JS */ 
        .catch(error => { /* Handle error */ }); 
}}); 
let map = new mapkit.Map("map", { center: new mapkit.Coordinate(37.32, -121.88) }); 
</script> 
… 
</html>



Make a Map

<!DOCTYPE html> 
<html> 
… 
<div id="map"></div> 
<script src=“https://cdn.apple-mapkit.com/mk/5.0.x/mapkit.js”></script> 
<script> 
mapkit.init({ authorizationCallback: function(done) { 
    fetch("/token") 
        .then(res => res.text()) 
        .then(token => done(token)) /* If successful, return your token to MapKit JS */ 
        .catch(error => { /* Handle error */ }); 
}}); 
let map = new mapkit.Map("map", { center: new mapkit.Coordinate(37.32, -121.88) }); 
</script> 
… 
</html>



Long Lived Token in MapKit JS

<!DOCTYPE html> 
<html> 
… 
<div id="map"></div> 
<script src=“https://cdn.apple-mapkit.com/mk/5.0.x/mapkit.js”></script> 
<script> 
mapkit.init({ authorizationCallback: function(done) { 
   done("eyJhbGciOiJFUzI1NiIsImtpZCI6ImZha2UifQ.eyJpc3MiOiJmYWtlIiwiaWF0IjoxN 
         TI3NTI5NTk5LCJleHAiOjE1Mjc1Mjk1NzksIm9yaWdpbiI6Imh0dHBzOi8vZmFrZWRvb 
         WFpbi5YWtlIn0.a5-xFadXFUQlcqL7I7AwzhquwxfeBKmdRWd-oOOr1-XeI9N3V7YtNN 
         -0UJK_7ItMk62l74U-hphu1FnI7lHfUW"); 
}}); 
let map = new mapkit.Map("map", { center: new mapkit.Coordinate(37.32, -121.88) }); 
</script> 
… 
</html>



Make a Map

<!DOCTYPE html> 
<html> 
… 
<div id="map"></div> 
<script src=“https://cdn.apple-mapkit.com/mk/5.0.x/mapkit.js”></script> 
<script> 
mapkit.init({ authorizationCallback: function(done) { 
   done("eyJhbGciOiJFUzI1NiIsImtpZCI6ImZha2UifQ.eyJpc3MiOiJmYWtlIiwiaWF0IjoxN 
         TI3NTI5NTk5LCJleHAiOjE1Mjc1Mjk1NzksIm9yaWdpbiI6Imh0dHBzOi8vZmFrZWRvb 
         WFpbi5YWtlIn0.a5-xFadXFUQlcqL7I7AwzhquwxfeBKmdRWd-oOOr1-XeI9N3V7YtNN 
         -0UJK_7ItMk62l74U-hphu1FnI7lHfUW"); 
}}); 
let map = new mapkit.Map("map", { center: new mapkit.Coordinate(37.32, -121.88) }); 
</script> 
… 
</html>



Start Your Server



Take a Look in Safari

localhost:3000



Authorization Header Containing Your Token

localhost:3000
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Summary

Get your MapKit JS Key and store it in a safe place 

Only send authorization tokens over the web. 

If a key becomes compromised, revoke it on the Apple Developer Website  
as soon as you have created a replacement 



More Information
https://developer.apple.com/wwdc18/508

Introducing MapKit JS Executive Ballroom Tuesday, 5:00pm




