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Car + Internet = Big Change
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|dentity Basics

Who’s Who??
What's What?

Who can access \What and When?



Who's Who?

People
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Moridwide Sevvicey
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sign in

have a Macy's profile? don't have a Macy's profile?
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Privacy Poicy
Password:
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foradt your passwerd?
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What s What?

Services



quirnl 336‘

AW ININNS

Non-Person ldentity Attrlbutes

. IN JAPAN BY HONDA MOTOR CO..LTD: 27" 08
GVWR 4320LBS GAWR F 2160LBS R 2250LBS
THIS VEHICLE CONFORMS TO ALL APPLICABLE
15 FEDERAL MOTOR VEHICLE SAFETY.
o\ “ AND THEFT PREVENTION STANDARDS IN EFFECT

ON THE DATE 0/-' MANUFACTURE SHOWN ABOVE
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Digital ldentity

Carbon |dentities Digital Attributes Identity Stores

The information that makes something unique
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Establishing Digital Trust and Assurance
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Authorization: The Final Frontier

Yes or No”:
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Authorization: The Final Frontier

Local Authorization External Authorization

Who can access What and When?
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But wait, There's more...



& i ba:

Federation, Context, Privacy,
Relationships, and Digital Identity’s
Unique Role



UNITED FEDERATION of PLANETS



ldentity & Access Federation




Context
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Dynamic
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ldentity Attributes
Trusted Credentials
Knowledge
Variables
Perceived Risk
Incentive




and Consent

Privacy
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Privacy Challenges

Consumer Data Privacy Concerns Rising Rapidly

How Concerned are You About Data Privacy & How Companies Use Customer Data?

45%

Are more worried about thelr
Online privacy than one year ago

74%

Have limited their online activity
in the d
*Very C cr:m lu’l yoar due o privacy

# Somewhat Concerned
% Not Concamed
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User-Managed Access (UMA)

An emerging standard for privacy and consent

The ability to share
just the right amount

CONTEXT j§ CONTROL

The true ability to say no Regard for one's wishes
and change one's mind CHOICE RESPECT and preferences
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How individuals could control
personal data and device access in
the loT environment

MANRAGEMENT

S 88 MY MSOUNES USEN MECORD)

MHEALTH BCOND LEGAL DOCUMENT

DOCTOR ACCOUNTANY FAMSLY ML VBE
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Simplexity

The power of ldentity Relationship Management
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Relationships bring clarity to complexity

User Experience Authorization

Personalization  Safety Federation  Credentials

Context Trust Privacy Assurance Security

.....
.
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ldentity’s Unique Role

User Experience Security
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ldentity’s Unique Role

I E—

Function Privacy
“ Experience Integrity
Efficiency Availability

User Experience
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Security



ldentity’s Unique Role

I E—

Availability Integrity 4
“ Experience Availability ﬂ
Function Privacy
User Experience Efficiency Function Security
Privacy Experience
Integrity

Efficiency
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Digital Identity is Everywhere in Connected Cars




Digital Identity Inside and Outside of the Car

AGL Interconnected |' AGL Intra-Car

Systems
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Varying Roles for Users and Access

Driver Maintenance
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Protecting Car <-> Cloud Connections

lARGE BIGmmnmmmr""“"lS

STURAGE
i DATA St =

Use an AGL Binding as primary authentication and
authorization interface for all inbound/outbound
car <-> Internet connections
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Protecting Car <-> Cloud Connections

e User and role is known to the vehicle during operations

e User controls which data leaves the vehicle with UMA (all apps)
* AGL Infotainment as in-car Ul, or specify via web/mobile app
 Anonymous or Attributable on a per-app basis
* Insurance, Maintenance, Infotainment, Apps, etc.

* Inbound connections to the car are authenticated & authorized
* Federated login from multiple Identity Providers
* |dentity & Role passed down to lower-level AGL/CAN systems
* Connection between Internet and intra-car identity/credentials
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ldentify & Authenticate User -> Car

Use an AGL Binding to authenticate user from a digital
key, such as a smart phone app, which connects to
Vehicle/AGL via wireless protocol, i.e. BTLE or NFC
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ldentify & Authenticate User + Car -> X

Use an AGL Bindings to securely communicate
authenticated user and car identities and data to smart
cities, smart parking, smart homes, etc.
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Thank You
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