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V2X (Vehicle to Everything)

e Radio Communication (DSRC) + Positioning System (GNSS/GPS) + Vehicle Status (transmission, steering angle, brake, ...)

e U.S.is progressing Vehicle-to-Vehicle (V2V) communications Mandate for New Light Vehicles
- Notice of Proposed Rulemaking (NPRM) published at 01/12/2017, Comments Close at 04/12/2017
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V2X Protocol Standards - Overview

Safety & Non-Safety Applications

Vulnerable Road User Safety Message

.................................. L., DSRCMessage

SAEIIERE ” " Sublayer Transport Layer

§ (TCP/UDP)

o
IEEE 1609.2 —> 2

= Network &

-

§ Transport Layers Network Layer
IEEE 1609.3  efersmmssesssseenen ceedpene (WSMP) (|PV6)

LLC Sublayer
|IEEE 1609.4 > MAC Sublayer Extension
MAC Sublayer
IEEE 802.11
(IEEE 802.11p)
PHY Layer
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SAE J2945/9 2017 Minimum Performance Requirements

SAE J2945/1 2016 On-Board System quwrements for V2V
Safety Communications

SAE J2735 2016 DSRC Message Set Dictionary

IEEE 1609.2 2016 Security Services for Applications and
Management Messages

IEEE 1609.3 2016 Networking Services

|[EEE 1609.4 2016 Multi-Channel Operation

|[EEE 1609.12 2016 |dentifier Allocations

IEEE 802.11 2016 WAVE PHY and MAC

(IEEE 802.11p)
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V2X Protocol Standards - ASN.1* and Protocol Encapsulation

*http://standards.iso.org/ittf/PubliclyAvailableStandards/index.html

e IEEE 1609.3 and SAE J2735 use UPER (Unaligned Packet Encoding Rule)
e IEEE 1609.2 uses COER (Canonical Octet Encoding Rule)

=> [t is almost impossible to read or understand without a packet analyzer

WSMP Header
(IEEE 1609.3)

40CBAA3A 5108A512 ...

0] No extension values present in PersonnelRecord
1 Bitmap bit = 1 indicates "children" is present

0, No extension values present in "name"

0) Length is within range of extension root
0000.11 Length of name.givenName = 4

001011.10101010.0011 1010.01

010001

name.givenName = "John"

name.initial = "P"

< Example of UPER decoding from ISO/IEC 8825-2: 2015 PER >
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Unsecured
(IEEE 1609.2)

DSRC Message
(SAE J2725)

WSA
(IEEE 1609.3)

Signed
(IEEE 1609.2)

Unsecured
(IEEE 1609.2)

< V2X Protocol Encapsulation >

DSRC Message
(SAE J2725)

WSA
(IEEE 1609.3)
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Wireshark

Wireshark is the world's foremost and widely-used network protocol analyzer. It lets you see what's happening
on your network at a microscopic level and is the de facto (and often de jure) standard across many commercial
and non-profit enterprises, government agenciles, and educational institutions. Wireshark development thrives
thanks to the volunteer contributions of networking experts around the globe and 1s the continuation of a
project started by Gerald Combs in 1998. - https://www.wireshark.org

, /
I test cap WmE<
File Edit Yiew Go Capture Analyze Statistics Telephony Tools ~Internals  Help W I R E S H A R K

a a a_ »Y g = B b4 @ (2) | @\ @ D D Dissector tables 8 ) !@I W | @
| Supported Protocols (slow!) | . .
ke N e Deep inspection of hundreds of protocols
Mo. Time Source Destination Protocol 'Length 'Info
1 0.000000 192.168.0.2 Broadcast ARP 42 Gratuitous ARP for 152.168.0.2 (Hz' . . .
2 0.209139 192.168.0.1 192.168.0.2 NBNS 92 Name query NBSTAT ¥<00><00><00><( o LIV@ Capture CIHC/ Ofﬂlﬂe aﬂalySIS
| 30.209214 192.168.0.2  192.168.0.1  ICMP 70 Destination unreachable (Port uny
4 1.025659 192.168.0.2 224.0.0.22 IGMP 54 v3 membership Report / Join groug . . .
51.044366 192.168.0.2 152.168.0.1 DNS 110 standard query SRV _ldap._tcp.nbc o - f. :
61.048652 192.168.0.2 239.255.255.250 SSDP 175 M-SEARCH * HTTP/1.1 MUItI plat OrIm. WIHC/OWS’ LIHUX’ OSX’
7 1.050784 162.168.0.2 152.168.0.1 DNS 86 standard guery SoA nbl0061d.ww004
8 1.055053 192.168.0.1 152.168.0.2 SSDP 337 HTTP/1.1 200 OK "
e —_—_- » Captured network data can be browsed via GUI or console
10 1.111545 152.168.0.2 152.168.0.1 DNS 87 standard gquery A proxyconf.ww004.
11 1.226156 19592.168.0.2 152.168.0.1 TCP 62 ncu-2 > http [S¥YN] Seq=0 win=6424 .
12 1.227282  192.168.0.1 192.168. 0.2 TCP 60 http > ncu-2 [SYN, ACK] Seq=0 Acklv e [he most pOWQrfU/ C/ISplay ]Cllters
| | 2
# Frame 11: 62 hytes on wire (496 bits), 62 bytes captured (496 bits) " ff
# Ethernet II, Src: 192.168.0.2 (00:0b:5d:20:cd:02), Dst: Netgear_2d:75:%a (00:09:5b:2d:75:9a) b ¢ lee data Can be read rOm Etherﬂeta IEEE 8021 17

# Internet Protocol, Src: 192.168.0.2 (192.168.0.2), Dst: 192.168.0.1 (192.168.0.1)

o ee ports neuca Canogy e e SRS R RO SR o Decryption support: IPsec, SSL/TLS, WPA/WPA2, ...

Destination port: http (80)

[stream index: 5] . . 5

Seduence number: 0 (relative sequence nunber) L o Coloring rules can be applied to the packet lis
+ Flags: 0x02 (SYN)

window si2e value: 64240 0 o Output can be exported to XML, CSV, plain text, ...

0000 00 09 Sb 2d 75 9a 00 Ob 5d 20 cd 02 08 00 45 00 o [-u... ] ....E.
0010 00 30 18 48 40 00 80 06 61 2¢ <O a8 00 02 <O a8 08 . Sysenuss

0030 fa £0 27 46 00 00 05 04 03 b o1 01 04 02 . LS iinP e Dissector from ASN.1 (BER/PER, Aligned/Unaligned, asn2wrs.py*)

6 File: "Ciftest.cap” 14 KB 00:00:02 | Packets: 120 Displayed: 120 Marked: 0 Load time: 0:00.015 | Profile: Default

*https://wiki.wireshark.org/Asn2wrs
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https://www.wireshark.org
https://wiki.wireshark.org/Asn2wrs

Wireshark Patches for the Latest V2X Protocols
GitHub - https://github.com/wayvties/wireshark - “v2x” branch, based on 2.2.6 tag

packet-llc.c: tweak for IEEE Std. 802, EPD packet-wsa.c: add support for WAVE Service Advertisement

[EEE Std. 1609.3 uses |[EEE Std.802 EPD (EtherType Protocol WAVE Service Advertisement (WSA) dissector generated from ASN.1
Discrimination), so it needs a little tweak to call a dissector by Ref. IEEE Std. 1609.3-2016

ethertype without SNAP header

packet-wsm.c: add support for WAVE Short Message packet-ieee1609.c: call WSA dissector from IEEE 1609.2
WAVE Short Message (WSM) dissector generated from ASN.1 files VWhen WSA header version is Ox3X, it will call WSA dissector
Ref. IEEE Std. 1609.3-2016 Ref. [EEE Std. 1609.3/2 - 2016
packet-ieeel609.c: add support IEEE 1609.3/ 2 packet-j2735.c: add support for SAE J2735 DSRC Message Set
IEEE 1609.3 WSM dissector and IEEE 1609.2 UnsecuredData and packet-j2/35.c: add support for SAE J2/735 DSRC Message Set
SignedData(Partial) by direct implementation
Ref. [EEE Std. 1609.3/2/12 - 2016 SAE 12735 dissector generated from ASN.1 file and it will be
called by IEEE 1609.2 Unsecured/SignedData
Caution: It does't not include any SAE J27/35 related contents,
Ref. SAE J2/35 DSRC Message Set Dictionary - Mar. 2016
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Logical Link Control

Frame 1: 288 bytes on wire (2304 bits), 288 bytes captured (2304 bits)

IEEE 802.11 QoS DSAP= SSAP= Control= Protocol E EThtr T [ o

OxAA OxAA 0Ox03 D= Ethertype 802.11 radio information
IEEE 802.11 QoS Data, Flags: ........
LPD (LLC Protocol Discrimination) T DSAP: Unknowns (6x58)

1000 100. = SAP: Unknown

cevs +..0 = IG Bit: Individual
v SSAP: Unknown (@xdc)

1101 1160. = SAP: Unknown

.e++. ...0 = CR Bit: Command
v Control field: U, func=Unknown (©x0B)

EEO. 10.. = Command: Unknown (0x02)

..11 = Frame type: Unnumbered frame (0x3)

IEEE 802.11 QoS | Ethertype » Data (221 bytes)

Ethertype =
O0x88DC : WSMP, 0x86DD : IPvé

. o« e . ROE G0 7mil mQas Sote, sl m g ... .
EPD (EtherType protocol discrimination) " Logical-Link concrol :
ype: v X

v Internet Protocol Version 6, Srdk 3ffe:507:0:1:200:86ff:fe@5:80da, Dst: 3ffe:507:0:1:260:97ff:Ted7:6
0110 .... = Version: 6 I

- o SO o W omom = Traffic class: 0x0@ (DSCP: CS®, ECN: Not-ECT)

iS_Sﬂap = (dSap == SAP_SNAP) S&& (Ssap == SAP_SNAP), cee. 0000 BO.. ... e e e e = Differentiated Services Codepoint: Default (©)

.......... @0 .... .... ++v+ +ue. .... = Explicit Congestion Notification: Not ECN-Capable Tra
............ OO0 PPEO PEEE OPEE OO = Flow label: OxOEEOO

/* tweak for IEEE Std. 802, EPD(EtherType Protocol Discrimination) */ Nert headers Towpvs (58)

. s Hop limit: 64
|f (.IS_Snap) { Source: 3ffe:507:0:1:200:867f:fe@5:80da

S SA MAC: Gat C_05:80:da (00:00:86:05:80:d
etype = tvb_get_ntohs(tvb, 0); besting i507:0:1 tr ]

Destipatiqn: 3ffe:507:0:1:260:97ff:fe@7:69ea
neXt_tVb _ tvb_ﬂeW_SUbset_remaiﬂiﬂg(tvb, 2)’ [Destination SA MAC: 3com _07:69:ea (00:60:97:07:69:ea)]

[Source GeoIP: Unknown]

if (dissector_try_uint(ethertype_subdissector_table, etype, next_tvb, pinfo, tree)) {

proto_tree add_uint(llc_tree, hf Ilc_type, tvb, O, 2, etype); [ype: mcho (ping) request (128)

return tvb_captured_length(tvb); T e Toornser]
} Identifier: ©x7b26
Sequence: ©
v [No response seen]
v [Expert Info (Warning/Sequence): No response seen to ICMPv6 request in frame 6]
[No response seen to ICMPv6 request in frame 6]

epan/dissectors/packet-llc.c Foraup: sequenoel 0]
v Data (8 bytes)

- Try ethertype dissector without SNAP header Data: 19c9e73044e0000¢

[Length: 8]
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IEEE 1609.3 - WAVE Short Message (1/2)

WSMP
: Extension WAVE WSM
Version PSID Fields Element Length Data
ID
1 byte 4 bytes variable variable 2 bytes variable
WSMP-N-Header WSMP-T-Header*
WSMP-N- WAVE
Header WSMP Information WSM WSM
Subtype Option Version Element TPID PSID Length Data
Indicator Extension
4 bits 1 bits 3 bits variable 1 byte variable variable variable

*WSMP-T-Header format for TPID =0

148

Wave Short Message Protocol(IEEE P16©9.3)
Version: 11
PSID: Ox00000003
Transmit Power:
Channel: 172
Data Rate: 12
WAVE element id: WSMP (128)
WSM Length: 52995

v

[Malformed Packet: wswp]
v [Expert Info (Error/Malformed): Malformed Packet (Exception occurred)]
[Malformed Packet (Exception occurred)]
[Severity level: Error]
[Group: Malformed]

2017 © Wayties Inc.

configure.ac
epan/dissectors/CMakeLists.txt
epan/dissectors/Makefile.am
epan/dissectors/asnl/CMakeLists.txt
epan/dissectors/asnl/Makefile.am

// Add “wsm” to Config & Makefiles

epan/dissectors/asnl/wsm/CITSapplMgmtIDs.asn™
epan/dissectors/asnl/wsm/CMakeLists.txt
epan/dissectors/asnl/wsm/Makefile.am
epan/dissectors/asnl/wsm/packet-wsm-template.c /7 Add “
epan/dissectors/asnl/wsm/packet-wsm-template.h
epan/dissectors/asnl/wsm/wee.asn*
epan/dissectors/asnl/wsm/wsm.asn*
epan/dissectors/asnl/wsm/wsm.cnf

wsm” dissector

// Generate “wsm” dissector
// It will generate following dissector files
epan/dissectors/packet-wsm.c

./autogen.sh
cd epan/dissectors/asnl

make epan/dissectors/packet-wsm.h
cd -

Jconfigure // reconfigure and rebuild wireshark

make

*https://github.com/certificationoperatingcouncil/
TCI ASN1/tree/master/TCI%20Interface/ASN1/1609dot3
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IEEE 1609.3 - WAVE Short Message (2/2)

1. Fix ASN.1 file
2. Assign Root PDU : ShortMsgNpdu
- Use #.PDU of “wsm.cnf”
3. Process Object Identifier of “Extension” Tag

- Add id variable at “packet-wsm-template.c”
- Use #. FN PARS, # FN BODY of “wsm.cnf”
- Add dissect_per open_type with dissector for i1d

4. Fix “unused function” error
- Use # OMIT ASSIGNMENT of “wsm.cnf”

Wireshark - Decode As...

Field Value Type Default Current

 Ethertype - | ox88dc v | Integer, base 16 WSMP | WSM -

L+ L= e

Help | Save .1|, Cancel || OK

Menu -> Analyzer -> Decode As...
Assign Ethertype 0x88dc to new “wsm” dissector
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IEEE 1609.3 - WAVE Short Message

v ShortMsgNpdu
v subtype: nullNetworking (©)
¥ nullNetworking
version: c-shortMsgVersionNo (3)
v nExtensions: 3 1tems
v Item ©
v ShortMsgNextension
extensionId: c-TxPowerUsed80211 (4)
v value
txpowerge2ili: 20
v Item 1
v ShortMsgNextension
extensionId: c-ChannelNumber8e2il (15)
v value
channelNumberg8e2il: 172
v Item 2
v ShortMsgNextension
extensionId: c-DataRate86211 (16)
v value
dataRate80211: 12
v transport: bcMode (0)
v bcMode
v destAddress: content (0)
content: 32
body: ©38081cbh001280c708000100102Tea7732d8c9cc49934880. ..

v Data (207 bytes)

Data: 038081cbh001280c708000100102Tea7732d8c9cc49934880. ..
[Length: 207 ]

One Step Ahead




IEEE 1609.2 - WAVE Security Service

Direct Implementation of WSM dissector
- “ileeel1609” dissector
- epan/dissectors/packet-ieee1609.c
- Naming and hierarchy that described in Standard

Direct Implementation of 1609.2 dissector
- Currently, Wireshark does not support OER
- “ileee1609dot2” dissector
- UnsecuredData : fully support
- SignedData : UnsecuredData and Length only

Menu -> Analyzer -> Decode As...
Assign Ethertype 0x88dc to new “ieee1609” dissector

2017 © Wayties Inc.

v Logical-Link Control
Type: (WAVE) Short Message Protocol (WSM)
IEEE 1609.3 - WAVE Short Message Protocol

v WSMP-N-Header
peee .. Subtype: ©
A I Option Indicator: 0x1
011 Version: 3
v WAVE Information Element Extension
Transmit Power Used: 20 dBm
Channel Number: 172
Data Rate: 6.0 Mb/s
TPID: ©
v WSMP-T-Header
PSID: 32 (8x208)

i
I Protocol Version: 3

: .000 0008 = Content: Unsecured Data (0)
D Data Length: 203

(@x88dc)

o
| 50S i ecure Se CE
Protocol Version: 3
.000 0001 = Content: Signed Data (1)
v Signed Data
Hash Algorithm: SHA-256 (0)
Protocol Version: 3
.000 0000 = Content: Unsecured Data (0)

Data Length: 65

One Step Ahead



IEEE 1609.3 - WAVE Service Advertisement

[ ] [ ] [ ] ( ] 1 l— 1 k \ l
Do work similar to “wsm" dissector using “wsa.asn” , T e R
- ; ) » IEEE 1609.2 - WAVE Secure Service
_ 1eee1609d0t3_wsa dlssector IEE. 9.3 - WAVE Service Advertisement
v SrvAdvMsg
3 ¥ version
- FIX ASN]- ﬁle messagelID: saMessage (0)
rsvAdvPrtvVersion: 3
- Assign Root PDU : SrvAdvMsg v body
v changeCount
- Process Object Identifier of “Extension” Tag S count: 7
v extensions: 3 items
- Fix “unused function” error iteme o
v SrvAdvMsgHeaderExt
(e » 3¢ extensionId: c-RepeatRate (17)
- Call from “ieeel1609dot2” dissector v unlue
repeateRate: 10
v Item 1

v SrvAdvMsgHeaderExt
extensionId: c-3Dlocation (6)

next_tvb = tvb_new _subset_length(tvb, offset, datalen);

v value
/* call_data_dissector(next_tvb, pinfo, tree); */ v latitude
, : fill: @@ [bit length 1, 7 LSB pad bits, ©... .... decimal value 0]
wsa_version = tvb_get_guint8(tvb, offset); lat: 294604395
longitude: -986262172
elevation: 2020
/* When WSA version is matched */ v Item 2
. . v SrvAdvMsgHeaderExt
If ((Wsa_ver5|on & OXFO) == OX30) extensionId: c-advertiserID (7)
. . . v value
call_dissector(ieee1609dot3 wsa_handle, next_tvb, pinfo, tree); advertiserTdentifier: Hm
v serviceInfos: 2 items
else v Ttem ©
call data_dissector(next_tvb, pinfo, tree); v ServiceInfo

v serviceID: content (@)

content: 125

epan/dissectors/packet-ieeel1609.c _ channelIndex: notused (0)
- After Checking WS A version’ Call “Wsa” disseCtor O 7 |EEE 1609.3 - WAVE Service Advertisement (wsa), 169 bytes
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SAE J2735 - Mar. 2016

Prepare J2735 201603 ASN.1 file
- Copyright, not publishable
- Issued: 2016-03-30

- http://standards.sae.org/j2735asn_ 201603/

1. Put ASN.1 file into epan/dissectors/asn1/j2735
2. Run c.sh

- It will generate fixed ASN.1 file
3. Do work similar to “wsm" dissector

- Assign Root PDU

- Process Object Identifier Tag

- Fix “unused function” error
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SAE J2735 DSRC Message Set Dictionary

v MessageFrame
messageld: basicSafetyMessage (20)
v value
v coreData
msgCnt: ©
id: 0EEEEEOO
secMark: @
lat: -900000000
long: -1799999999
elev: -4096
¥ accuracy
semiMajor: ©
semiMinor: ©
orientation: ©
transmission: neutral (©)

speed: ©
heading: ©
angle: -126
v accelSet
long: -2000
lat: -2000
vert: -127
yaw: -32767
v brakes

wheelBrakes: 8 [bit length 5, 3 LSB pad bits, 1111 1... decimal value 31]
traction: unavailable (©)
abs: unavailable (0)
scs: unavalilable (0)
brakeBoost: unavailable (0)
auxBrakes: unavailable (0)
v size

width: ©
length: @

v partII: 3 items

ra
|

O ¥ SAE J2735 DSRC Message Set Dictionary (j2735), 206 bytes

One Step Ahead
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Wireshark V2X Message Dissector Demo

DEMO

e MAP (MapData)

e BSM (Basic Safety Message)

e TIM (Traveler Information Message)
e WSA (WAVE Service Advertisement)
e JPvé6 Echo Request over IEEE 1609.3

2017 © Wayties Inc. One Step Ahead



Conclusion & Summary

e Now, we have opened Wireshark dissector for the latest V2X message protocol
with some limitations

e DONE

- Logical Link Layer

- IEEE 1609.3 - WAVE Short Message

- IEEE 1609.2 - WAVE Security Service - Unsecured & Signed (Partial Implementation)
- IEEE 1609.3 - WAVE Service Advertisement

- SAE J2735 Mar. 2016 - DSRC Message Set Dictionary

e TODO
- IEEE 1609.2 - WAVE Security Service - Full Direct Implementation

- or implementation OER (Octet Encoding Rule) support of asn2wrs.py
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@ Wayties
One Step Ahead

Thank you

5F, 320 Gangnam-daero Gangnam-gu,
Seoul, 06252 Republic of Korea

Contact: CEO, Steve Kwon
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