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Personal Research

Personal Views

Doesn't represents views of my Employer.

Vulnerabilities discussed in the paper are
fixed by Google.
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co-founder “n|u - open security community”

Working on Security of NetBackup Product family
at Symantec

Research on Critical Information Infrastructure
Security.
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POPULAR: hack , mobi

HOME NEWS IN DEPTH REVIEWS EVENTS SC AWARDS

WHAT WERE FOLLOWING: RSA 2013 - Carding and fraud - Jobs - Print edition

Home / Security News / Networks

Indian Govt pays bounty for botnet probe

Darren Pauli on Mar 12 n4

Text file dropped on server, but organiser says botnet was not attacked.

Eilke | 7 W Tweet || 14 2+ - tﬁj Share 1 Comment and 14 Reactions

A government bug bounty competition pitting white hat hackers a
live botnet has ruffled the feathers of some in the security industry

Delegates at the security event in Goa last month were tasked
with in ating the command and control servers used in a recent

attack against Indian Government infrastructure
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Navigation

About us
Blogs

Honeynet Project Blog
Funding/Donations
Challenges
Chapters
Papers
Projects
Code of Conduct
Google SoC 2009
Goodle SoC 2010

A new infosec era? Or a new infosec error?

to see who
could take over a botnet. The Times of India reported that the prize money was provided
by an Indian government official and was awarded to the Garage4Hackers team. The co-
founder of the Nullcon conference, Antriksh Shah, said "At Nullcon Goa 2013, for the first
time in the world the government has come forward and announced a bounty prize of Rs
35,000 to whoever provides critical information on the command and control servers of a
malware recently found in one of the government installations in India," and then
tweeted, "Dawn of new infosec era. Govt of India announced (and actually paid) first ever
bounty (Rs. 35 k) at nullcon to take down a c&c." When asked whether this was a live
botnet, or a simulated botnet held within a safe and isolated virtual network where no
harm could result, Nullcon tweeted, "it was a live campaign up since a couple of yrs and
the malware was found in a gov. Infra."
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Thank yOu “
Questions ?

Can you hack Gmail/Facebook Account?

Can you hack the banks and make big
money??
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It involves both :
1. Hacking Gmail or a google account

&

2. Then Hack the Bank Accounts to make money
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About: design and gap in Google's Play store along with few
XSS vulnerabilities discovered in late last year.

Aimed : To create awareness about an interesting attack possibility
called Applanting.

Not Claims : success of the attack as Google has been very
fast and better in fixing the security issues in their services

Definetely Claims : Similar attacks in future on platform other than Android
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Motivations -

http://nullcon net nIU

Internet Banking
in INDIA?

Ajit Hatti

ajit.hatti.sec@gmail.com

nullcon International Security Conference delhi 2012

bl(égk —

=l 2013




A~

AL T

e e

N

Sl '*;

of Q?‘!'J g |
Bank Identifies'y

» ABNAMRO /‘ AXIS BANK

ABN AMRO BANK AXIS BANK BANK OF INDIA

citibank

CITIBANK BANK .
ACCOUNT ONLINE CORPORATION BANK FEDERAL BANK HDFC DIRECT PAY

wrfta 2z ¥s

S scicizank Il @) IDBI BANK D sute B o nas

PUNJAB STATE BANK OF
R RUSLL SR NATIONAL BANK INDIA

(1)) Union Bank W

UNION BANK
OF INDIA YES BANK and many more.
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Fr: DBS ec-banking-Increase
daily limit of fund transfer to
100000.00, Tran

Ref: 1234567800, please use
this One Time Password
{OTP):FAAW-B4 356501,
Thank you.
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Debit Account 861-123-456789-0 HED Current
Withdrawal Amount HKD 15,000.00

To 861-123-987654-9

Transfer Amount HKD 15,000.00

Exchange Rate N/A

Transfer On 31-0CT-2010

Template remarks

Please authenticate to confirm the transaction

Mobile Phone: 91234567

SMS Reference: 000001

One Time [——7
Password: b

Confirm Cancel

EUJ 2013

N, -{@{na ,

31/10/2010
06:22 pm

ICBC(ASIA)
FUND TRANSFER

A/CNO, ¥¥****-789-0
HKD15,000.00
SMS REF. 000001

s PIN:1234ABCD
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Your Phone Is your Identity
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Your Facebook One-tsme

password is tgMhztXd ‘ {ou
(valid for 20 min) . i

Text your status to 92322! &
(92FACEBOOK) to update {ws
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/\/0/77 [he man at
the door says he is
my dad and his
Mobile number is
saved in your cell
phone as "Rascal’,
should I open the
door?
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Lt. Col MS Dhoni, Planting Campaign
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Search Images Maps Play YouTube News Gmail More ~

SHOP ANDROID APPS MY ANDROID APP

NullCon Delhi 2012

nullcon

* % & * (3)

This app is compatible with your
IDEA Motorola MB525.
3T

10 viewed th
ABOUT THIS APP

Mobile Ar

Google Apps Device Policy

¢ J
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Hcc~pt LanUdgw en-UsS
Hcc~pt Encwd1ng gzip, dwfldtw
ser-Agent: rmﬂldr’ 0 (comp ; MSIE 16.0; Windows NT 6.1; WOW64;

NullCon Delhi 2012

nullcon

5884901.1454077777.1354703478.1354703478.1354710207.2;
.5.10.135 —thLDr Nz=4588 01 l3 4:034m 1.1. UU'IC r=
FREF I[I (}3‘*bd

'JFFHHIPPFﬁ ngnHT3Fu FMCOTgaK

#.2lefl‘\1F"3E492L-.'5|::;E"1’C; S#.F'iSID:lﬂI}E}lTnIJCtEF.'.TtE"fI.’MLfE#HURqSlqg]ﬂ:gﬁ[]
This app is compatible with your
IDEA Motorola MB525.

om.nullcon.androld&offerType=1&device=q2ed6aBbed@731246&feature=search_re
%3A1354698436060

¢ D
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Id=com.nullcon.android&
offerType=1&
device=g2ed6a8be00731246&

xhr=1&

token=QRnhw2PHSRv6icuuUn1z9wyEl U%3A1354698436000
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Steal the Cookie and then.....
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javascript:alert(initProps['userEmail] + " | ' + initProps['token’] + ' | * + initProps|'selectedDeviceld’]

POST /store/install HTTP/1.1

Host: play.google.com

Cookie: _ utma=<cookie from XSS>

Content-Type: application/x-www-form-urlencoded;charset=utf-8

Content-Length: 139

id=com.company.app_name&device=<19 digit phone ID>&xhr=1&token=<41 char token>
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Possible M

Javascript: ‘document.getEIemen‘tByfél('I

"\‘.“ ‘

nstall’).click():

OR

$("a").click(); //by tag.
$("a[href="#"]").click(); //by tag with href property
$(".side_link").click(); //by class
$("div#tssomeld a.side_link").click();
// This would work if the link was a child of a div with Id = someld
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SHOP ANDROID APPS

NullCon Delhi 2012

nullcon

* wkok x ()

—

OVERWVIEW

This app is compatible with your
IDEA Motorola MB525.
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Gmail ~

COMPOSE

Inbox (3,469)
Important
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Drafts (95)

Circles &

Finance
HEV (4)
Personal
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null.co.in/section/events/meets/

New Pictures Posted
. SR € mail.com>

Hello Evader,
We have posted new pics on our site.
Cheke them out :

htt] ull.co.in/section/events/meets/

ICICI Bank Debit Card

Get 10X PAYBACK Reward Points for international shopping. Know more!
icicibank.com/Debit_Cards

black hat
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Add to circles
12:00 AM (0 minutes ago)

Ads - Why these

@ TaxACT.com

Free Means Free

Free - It's How We
ACT. Free to

= Prepare, Print and
eFile IRS Taxes.
E-file Now for a Fast
Refund.

More Promotions (6)
Ads — Why s
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| ™ NewPhe open security community nju | Meets - Mozilla Firefox
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& New Pictures Posted -

"l null - The open security co...

B~ utCtime now

HOME  JOBS

BLOG  ATHENEUM

NullCon

nullcon

Meets

null Chennai Chapter January 2013 Meet -2 .
Solutions

Hlaniian: ACHy ANAN N AA Pammanta . IFuania Mansis

Users who vi

Email Develope
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SMS Forwarder
TOOLS

(324)

SMS Forwarder
COMMUNICATION

Auto SMS (Autoresponder)
COMMUNICATION

blggk hat
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SMS Forwarder
TOOLS

(324)

SMS Forwarder

Auto SMS (Autore

Fr: DBS ec-banking-Increase
daily limit of fund transfer to
100000.00, Tran
Ref:1234567890, please use
this One Time Password
{OTP):FAAW-54356501.
Thank you.
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> ABN-AMRO /‘ AXIS BANK

ABN AMRO BANK

citibank

CITIBANK BANK
ACCOUNT ONLINE

-

ICICI BANK

AXIS BANK

CORPORATION BANK

(D) IDBI BANK

IDBI BANK

(m Union Bank m

UNION BANK
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OF INDIA

YES BANK

BANK OF INDIA

FEDERAL BANK HDFC DIRECT PAY

o o A

PUNJAB S
NATIONAL BANK

and many more.

s 2z ¥s
State Bank of India

TATE BANK OF
INDIA
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SMS Forwarder
TOOLS
(324)

SMS Forwarder
COMMUNICATION
63)

Auto SMS (Autoresponder)
COMMUNICATION

1
»

Your Facebook One-time 2

password is tgMhztXd .
a'

(valid for 20 min)

Text your status to 923223:
(92FACEBOOK) to update.
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Jon Oberheide ( )
Thomas Cannot (

Google
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http://jon.oberheide.org/
http://thomascannon.net/
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Future of £

Man in mobile — very powerful exploitation Vector
Applanting is about to start grow and be a Challenge

The Challenge : As a third party, you cant differentiate between
App installation by Choice or by Force

w
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App-Forking -
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Conclusion’ -

Concerns : Mobile is your strongest Identity &
single point to screw your life.

Applanting : Flaws in App stores can be leveraged to
Install applications Silently.

Challenge : Cant differentiate between user chosen
application installation and Applanting.

w

-

Awareness : Make sure you did installed that app
on your mobile.
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Also
BIG Thanks to

Team Black Hat

Vivek Ramchandran Lt. Col MS Dhon,
(Inspiring India)

nullcon & Jailbreak team
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