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KILLING THE MYTH OF CISCO 108§ DIVERSITY

PRIOR WORK

X, 2003

LYNN, 2005

UPPAL, 2007

DAVIS, 2007

MUNIZ, 2008

X, 2009

MUNIZ AND ORTEGA, 2011

NOT COMPREHENSIVE, BUT IS A GOOD START
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KILLING THE MYTH OF CISCO 108§ DIVERSITY

MOTIVATION
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KILLING THE MYTH OF CISCO 108§ DIVERSITY

MOTIVATION

CISCO 1OS IS A HIGH VALUE TARGET
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KILLING THE MYTH OF CISCO 108§ DIVERSITY

MOTIVATION

CISCO IOS IS “UNDEFENDED”
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KILLING THE MYTH OF CISCO 108§ DIVERSITY

MOTIVATION

CISCO IOS 1S “UNMONITORED”
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KILLING THE MYTH OF CISCO 108§ DIVERSITY

MOTIVATION

CISCO IOS CAN BE EXPLOITED, JUST LIKE EVERYTHING ELSE
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KILLING THE MYTH OF CISCO 108§ DIVERSITY

MOTIVATION

BUT THERE THE PROBLEM OF SOFTWARE DIVERSITY
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KILLING THE MYTH OF CISCO 108§ DIVERSITY

MOTIVATION

BUT THERE THE PROBLEM OF SOFTWARE DIVERSITY

APPROXIMATELY 300,000 UNIQUE 1OS IMAGES
NO RELIABLE BINARY INVARIANT
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KILLING THE MYTH OF CISCO 108§ DIVERSITY

MOTIVATION

THE (LAST) MAJOR OBSTACLE IN LARGE-SCALE 1OS EXPLOITATION
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KILLING THE MYTH OF CISCO 108§ DIVERSITY

RELIABLE SHELLCODE

« [OS DIVERSITY MEANS BINARY DIVERSITY
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KILLING THE MYTH OF CISCO 108§ DIVERSITY

RELIABLE SHELLCODE

« [OS DIVERSITY MEANS BINARY DIVERSITY, NOT FUNCTIONAL DIVERSITY
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KILLING THE MYTH OF CISCO 108§ DIVERSITY

RELIABLE SHELLCODE

« [OS DIVERSITY MEANS BINARY DIVERSITY, NOT FUNCTIONAL DIVERSITY
« IN FACT, 1OS IS RICH IN FUNCTIONAL INVARIANTS

« FOR EXAMPLE:

Router>
Router>enable

Password: FUNCTIONAL MONOCULTURE IN
Password: EVERY BOX!

Password:
% Bad secrets
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KILLING THE MYTH OF CISCO 108§ DIVERSITY

« GENERAL STRATEGY TO OVERCOME [OS DIVERSITY

RELIABLE SHELLCODE

« USE FUNCTIONAL INVARIANTS TO RESOLVE BINARY TARGETS

« FOR EXAMPLE: (SEE FX, 2009)

&2 COLUMBIA UNIVERSITY
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text

.data
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KILLING THE MYTH OF CISCO 108§ DIVERSITY

RELIABLE SHELLCODE

« GENERAL STRATEGY TO OVERCOME [OS DIVERSITY
« USE FUNCTIONAL INVARIANTS TO RESOLVE BINARY TARGETS

« FOR EXAMPLE: (SEE FX, 2009)

text .data
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KILLING THE MYTH OF CISCO 108§ DIVERSITY

RELIABLE SHELLCODE

« GENERAL STRATEGY TO OVERCOME [OS DIVERSITY
« USE FUNCTIONAL INVARIANTS TO RESOLVE BINARY TARGETS

« FOR EXAMPLE: (SEE FX, 2009)

B: xref
text .data

&2 COLUMBIA UNIVERSITY BLACKHAT BRIEFINGS USA 8.3.2011

IN THE CITY OF NEW YORK



KILLING THE MYTH OF CISCO 108§ DIVERSITY

RELIABLE SHELLCODE

« GENERAL STRATEGY TO OVERCOME [OS DIVERSITY
« USE FUNCTIONAL INVARIANTS TO RESOLVE BINARY TARGETS

« FOR EXAMPLE: (SEE FX, 2009)
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KILLING THE MYTH OF CISCO 108§ DIVERSITY

DISASSEMBLING SHELLCODE #1

« THERE IS A CATCH (CALLED THE WATCHDOG TIMER)

Router> COMPUTE TOO LONG, AND YOU
*May 1 16:22:56.599: %SYS-3-CPUHOG: Task is running for (2020)msecs, WILL GET CAUGHT!

more than (2000)msecs (3/2) ,process = Exec.

-Traceback= 0x62641C3C Ox6068D914 Ox606A9BD8 Ox6074E780 Ox6074E764

*May 1 16:22:58.599: %SYS-3-CPUHOG: Task is running for (4020)msecs, SHELLCODE IS HEAVILY RESOURCE
more than (2000)msecs (3/2) ,process = Exec. CONSTRAINED.,.

-Traceback= 0x62641C3C Ox6068D914 Ox606A9BD8 Ox6074E780 Ox6074E764

*May 1 16:23:00.603: %SYS-3-CPUHOG: Task is running for (6020)msecs,

more than (2000)msecs (4/2) ,process = Exec. MUST RESOLVE BINARY TARGET

-Traceback= Ox62641C3C 0x6068D914 Ox606A9BD8 Ox6074E780 Ox6074E764 USING FAST, (SUB)LINEAR
*May 1 16:23:02.599: %SYS-3-CPUHOG: Task is running for (8012)msecs, ALGORITHMS.

more than (2000)msecs (5/2) ,process = Exec.

-Traceback= 0x62641C3C Ox6068D914 Ox606A9BD8 Ox6074E780 Ox6074E764

*May 1 16:23:03.103: %SYS-3-CPUYLD: Task ran for (8516)msecs, more t

han (2000)msecs (5/2) ,process = Exec
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KILLING THE MYTH OF CISCO 108§ DIVERSITY

INTERRUPT-HIJACK SHELLCODE

« LET’S KILL 3 BIRDS WITH ONE STONE
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KILLING THE MYTH OF CISCO 108§ DIVERSITY

INTERRUPT-HIJACK SHELLCODE

« LET’S KILL 3 BIRDS WITH ONE STONE
« FASTER

« ENABLE-BYPASS SHELLCODE: 2N ALGORITHM
« INTERRUPT-HIJACK SHELLCODE: TWICE AS FAST
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KILLING THE MYTH OF CISCO 108§ DIVERSITY

INTERRUPT-HIJACK SHELLCODE

« LET’S KILL 3 BIRDS WITH ONE STONE

« STEALTHIER

« ENABLE-BYPASS, VTY REBIND, ETC REQUIRES PERSISTENT TCP
CONNECTION

* INTERRUPT-HIJACK USES THE PAYLOAD OF PROCESS-SWITCHED
PACKETS AS A COVERT COMMAND AND CONTROL CHANNEL

« C&C IS BIDIRECTIONAL THANKS TO IOMEM SCRUBBER
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KILLING THE MYTH OF CISCO 108§ DIVERSITY

INTERRUPT-HIJACK SHELLCODE

« LET’S KILL 3 BIRDS WITH ONE STONE

« MORE CONTROL

« NO NEED TO BE CONSTRAINED BY [OS SHELL
« ROOTKIT RUNS @ SUPERVISOR MODE. WE CAN EVEN WRITE TO
EEPROM (SEE LAST SLIDE)
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KILLING THE MYTH OF CISCO 108§ DIVERSITY

INTERRUPT-HIJACK SHELLCODE

« 15T STAGE:
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KILLING THE MYTH OF CISCO 108§ DIVERSITY

INTERRUPT-HIJACK SHELLCODE

« 15T STAGE: UNPACK 2NP STAGE

text

&2 COLUMBIA UNIVERSITY BLACKHAT BRIEFINGS USA 8.3.2011

IN THE CITY OF NEW YORK



KILLING THE MYTH OF CISCO 108§ DIVERSITY

INTERRUPT-HIJACK SHELLCODE

« 15T STAGE: HIJACK ALL INT-HANDLERS

MEMORY : 605614BC  # ———— === == m == e e e e

tort:.B05614BC s sat. MEMORY : 605614BC sw $at, dword_623733D4
.text:805614C0 1d $k0, 0xDO($sp) N ony e e I it ”(;;(§SP)
.text:805614C4 1d Sat, &($sp) — MEMORY : 605614C8 1d sta, ,‘fSSP)
.text:805614C8 1d $t4, 0x60($sp) MENORY : 605614CC 1d $sp, OxES($sp)
.text:805614CC 1d $sp, OxEZ($sp) MEMORY : 605614D0 sync

.text:805614D0 sync MEMORY :605614D4 jr $gp
.text:805614D4 eret MEMORY :605614D8 nop

MEMORY : 605614D8 # —————mm—mmmmmmm e

&
N A > > SGP o
S & S &
T T ¢ S
text
|
A
A
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KILLING THE MYTH OF CISCO 108§ DIVERSITY

INTERRUPT-HIJACK SHELLCODE

e 15T STAGE: COMPUTE
HASH ON ADDRESSES OF ‘ERET” INSTRUCTIONS (WHY?)

MEMORY : 605614BC  # ———— === == m == e e e e

.text:805614BC sw $at, NSRS MEMORY : 6056 14BC sw $at, dword 623733D4
.text:805614C0 1d $k0, 0xDO($sp) N ony e e I il i
-text:805614C4 14 sat, o($sp) —) MEMORY : 605614C8 1d sta, ‘("fS)SP)
.text:805614C8 1d St4, 0x60($sp) MEMORY : 605614CC 1d Ssp, 0xE8 ($5P)
.text:805614CC 1d $sp, OxEZ($sp) MEMORY : 605614D0 sync '
.text:805614D0 sync MEMORY:605614D4 jr $gp
.text:805614D4 eret MEMORY : 605614D8 nop
—att NENORY : 60S614D8  # ===
F
SGP  °
i
&
checksum: 0x3e27f3de >
N
f»
text
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KILLING THE MYTH OF CISCO 108§ DIVERSITY
INTERRUPT-HIJACK SHELLCODE

« 2ND-STAGE: EXCEPTION HIJACK AND IOMEM SNOOPING « THE (MIPS) ERET, OR

EXCEPTION-RETURN IS AN

ARCHITECTURE
ISR #1 ISR #2 ISR #3 ISR #N INVARIANT
1
« ISR ENTRY POINT IS A
BINARY INVARIANT,
TYPICALLY FOUND AT
v 0x600080180, ETC
2nd-stage shellcode: init « CAN JUST HIJACK ENTRY
POINT, BUT THERE IS AN
Load Code ULTERIOR MOTIVE
IOMEM Packet
:; Execute Code + USE ERET LOCATIONS IN
Scrubber THE IMAGE TO
y FINGERPRINT [0S
Exfiltrate Data VERSION
2nd-stage shellcode: exit
¢ INTERRUPT-HIJACK SHELLCODE FREES US FROM THE
TYRANNIES OF THE WATCHDOG TIMER.
[ erelt |
PERPETUAL, STEALTHY EXECUTION!
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KILLING THE MYTH OF CISCO 108§ DIVERSITY

INT-HIJACK SHELLCODE: FINGERPRINT
EXFILTRATION

Victim Router * ICMP IS CONVENIENT, BUT

RX Queue ealals ANY “PROCESS-SWITCHED”
—» PACKET WILL SUFFICE
el « C&C INSIDE PAYLOAD OF
icmlp “NORMAL” TRAFFIC
reply

« COMPLEX THIRD-STAGE
PAYLOADS CAN BE ASSEMBLED
IN A “PROTOCOL-SPREAD-
SPECTRUM” MANNER

Interrupt
Hijack

Shellcode  PING, DNS, PDUS, TCP, ALL

THE SAME AS LONG AS IT IS
PROCESS-SWITCHED

1: Attacker

ds ICMP
f:guesst with Attacker
magic pattern in
payload.
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KILLING THE MYTH OF CISCO 108§ DIVERSITY

INT-HIJACK SHELLCODE: FINGERPRINT

Victim Router * ICMP IS CONVENIENT, BUT
RX Queue ol ANY “PROCESS-SWITCHED”
— > 5: Packet data PACKET WILL SUFFICE
copied to IOMEM.
request, | Packer et « C&C INSIDE PAYLOAD OF
| iamp “NORMAL” TRAFFIC
reply
« COMPLEX THIRD-STAGE
PAYLOADS CAN BE ASSEMBLED
IN A “PROTOCOL-SPREAD-
SPECTRUM” MANNER
Interrupt
Hijack
Shellcode  PING, DNS, PDUS, TCP, ALL
THE SAME AS LONG AS IT IS
PRCOESS-SWITCHED
1: Attacker
sends ICMP
request with Attacker
magic pattern in
payload.
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KILLING THE MYTH OF CISCO 108§ DIVERSITY

INT-HIJACK SHELLCODE: FINGERPRINT
EXFILTRATION

Victim Router e ICMP IS CONVENIENT, BUT

RX Queue TX Queue ANY “PROCESS-SWITCHED”
— 2: Packet data PACKET WILL SUFFICE
copied to IOMEM.
request, | Packer et « C&C INSIDE PAYLOAD OF
o “NORMAL” TRAFFIC
...magic-pattern...

« COMPLEX THIRD-STAGE
PAYLOADS CAN BE ASSEMBLED
IN A “PROTOCOL-SPREAD-

| {Exfiltrated Data} |

e 3: Shellcode SPECTRUM” MANNER
Hijackp ‘ locates magig-
Shellcode pat;j;bf;‘éemﬁtes « PING, DNS, PDUS, TCP, ALL
exfiltrated data. THE SAME AS LONG AS IT IS
PRCOESS-SWITCHED

1: Attacker

sends ICMP

request with Attacker

magic pattern in
payload.
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KILLING THE MYTH OF CISCO 108§ DIVERSITY

INT-HIJACK SHELLCODE: FINGERPRINT
EXFILTRATION

Victim Router * ICMP IS CONVENIENT, BUT

RX Queue TX Queue ANY “PROCESS-SWITCHED”
— 2: Packet data PACKET WILL SUFFICE
copied to IOMEM.
request | Packet Dot « C&C INSIDE PAYLOAD OF
icmlp “NORMAL” TRAFFIC
reply
...magic-pattern... |
« COMPLEX THIRD-STAGE
4: ICMP
| (Exfiltrated Data} | request PAYL?ADS CAN BE ASSEMBLED
serviced by IN A "PROTOCOL-SPREAD-
CPU. Packet ”
s 3: Shellcode e, SPECTRUM” MANNER
Hijack ‘ locates magic- TX Queue.
Shellcode pat;j;bzzemﬁtes « PING, DNS, PDUSs, TCP, ALL
exfiltrated data. THE SAME AS LONG AS IT IS
PRCOESS-SWITCHED
1: Attacker
sends ICMP
request with Attacker
magic pattern in
payload.
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KILLING THE MYTH OF CISCO 108§ DIVERSITY

INT-HIJACK SHELLCODE: FINGERPRINT
EXFILTRATION

Victim Router * ICMP IS CONVENIENT, BUT
RX Queue TX Queue ANY “"PROCESS-SWITCHED
— > 5. Packet data (I— PACKET WILL SUFFICE
copied to IOMEM.
request | Packet Data » C&C INSIDE PAYLOAD OF
icmp NORMAL™ TRAFFIC
reply
...magic-pattern... |
958 « COMPLEX THIRD-STAGE
v e ol PAYLOADS CAN BE ASSEMBLED
{Exfiltrated Data} | request p
serviced by IN A "PROTOCOL-SPREAD-
. CPU. Packet SPECTRUM” MANNER
Interrupt 3: She”COde Data linked to
Hijack ‘ locates magic- TX Queue.
Shellcode pa“eml’ o‘ée"’,‘;[]'tes « PING, DNS, PDUS, TCP, ALL
payload wi
e THE SAME AS LONG AS IT IS
PRCOESS-SWITCHED
1: Attacker 5: Exfiltrated data
sends ICMP b < sent via ICMP RUNTIME FINGERPRINT GIVES
request with Z;) response back to US POSITIVE ID ON THE VICTIM
magic pattern in ttacker. Win! ’
sayload. aftacker. TN ROUTER'S HARDWARE
PLATFORM AND [OS VERSION!
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KILLING THE MYTH OF CISCO 108§ DIVERSITY

RELIABLE SHELLCODE

« GENERAL STRATEGY TO OVERCOME [OS DIVERSITY
« USE FUNCTIONAL INVARIANTS TO RESOLVE BINARY TARGETS
« [OS DIVERSITY IS (VERY) FINITE

« HOW DO YOU DEFEAT ADDRESS SPACE RANDOMIZATION?
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KILLING THE MYTH OF CISCO 108§ DIVERSITY

RELIABLE SHELLCODE

« GENERAL STRATEGY TO OVERCOME [OS DIVERSITY
« USE FUNCTIONAL INVARIANTS TO RESOLVE BINARY TARGETS
« [OS DIVERSITY IS (VERY) FINITE

« HOW DO YOU DEFEAT ASR IF THERE ARE ONLY 300,000
POSSIBLE PERMUTATIONS?
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KILLING THE MYTH OF CISCO 108§ DIVERSITY

RELIABLE SHELLCODE

« GENERAL STRATEGY TO OVERCOME [OS DIVERSITY
« USE FUNCTIONAL INVARIANTS TO RESOLVE BINARY TARGETS
« [OS DIVERSITY IS (VERY) FINITE

« HOW DO YOU DEFEAT ASR IF THERE ARE ONLY 300,000
POSSIBLE PERMUTATIONS?

« BUILD A LOOKUP TABLE!
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KILLING THE MYTH OF CISCO 108§ DIVERSITY

GENERALIZED RELIABLE EXPLOITATION OF IOS (IN 4 SIMPLE STEPS)

Phase 1.a

exercise
exploit ==
— Victim
-Q'J:/ I0S Device

y 4

Attacker

IOS Database

&2 COLUMBIA UNIVERSITY
IN THE CITY OF NEW YORK

1.A: EXPLOIT VULNERABILITY,
LOAD AND RUN 15T STAGE ERET-
HIJACK ROOTKIT (~400 BYTES,
PIC, WILL RUN ANYWHERE)
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KILLING THE MYTH OF CISCO 108§ DIVERSITY

GENERALIZED RELIABLE EXPLOITATION OF IOS (IN 4 SIMPLE STEPS)

Phase 1.b

exfiltrate >
E]l . ) Victim
= fingerprint I0S Device

4

Attacker

IOS Database
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1.A: EXPLOIT VULNERABILITY,
LOAD AND RUN 15T STAGE ERET-
HIJACK ROOTKIT (~400 BYTES,
PIC, WILL RUN ANYWHERE)

1.B: 15T STAGE CODE LOCATES/
HIJACKS ALL ERET
INSTRUCTIONS, EXFILTRATE
HASH (FINGERPRINT) OF ERET-
ADDRS BACK TO ATTACKER (VIA
[CMP, ETC)
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KILLING THE MYTH OF CISCO 1OS DIVERSITY

GENERALIZED RELIABLE EXPLOITATION OF [OS (IN 4 SIMPLE STEPS)

Attacker

Phase\2. ID Victim Router

IOS Database

&2 COLUMBIA UNIVERSITY
IN THE CITY OF NEW YORK

Ua
Victim
IOS Device

1.A: EXPLOIT VULNERABILITY,
LOAD AND RUN 1°T STAGE ERET-
HIJACK ROOTKIT (~400 BYTES,
PIC, WILL RUN ANYWHERE)

1.B: 15T STAGE CODE LOCATES/
HIJACKS ALL ERET
INSTRUCTIONS, EXFILTRATE
HASH (FINGERPRINT) OF ERET-
ADDRS BACK TO ATTACKER (VIA
[CMP, ETC)

2.A: ATTACKER CONSULTS
OFFLINE [OS FINGERPRINT
DATABASE, MAKES POSITIVE ID
(HARDWARE PLATFORM, 10S
VERSION)
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KILLING THE MYTH OF CISCO 1OS DIVERSITY

GENERALIZED RELIABLE EXPLOITATION OF [OS (IN 4 SIMPLE STEPS)

Ua
Victim
IOS Device

Attacker

Phase 2.b (WIN!)

IOS Database
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1.A: EXPLOIT VULNERABILITY,
LOAD AND RUN 1°T STAGE ERET-
HIJACK ROOTKIT (~400 BYTES,
PIC, WILL RUN ANYWHERE)

1.B: 25T STAGE CODE LOCATES/
HIJACKS ALL ERET
INSTRUCTIONS, EXFILTRATE
HASH (FINGERPRINT) OF ERET-
ADDRS BACK TO ATTACKER (VIA
[CMP, ETC)

2.A: ATTACKER CONSULTS
OFFLINE [OS FINGERPRINT
DATABASE, MAKES POSITIVE 1D
(HARDWARE PLATFORM, 1OS
VERSION)

2.B: CONSTRUCT VERSION
DEPENDENT 3RP STAGE
PAYLOAD. UPLOAD USING 2NP
STAGE C&C (AGAIN, USING
[CMP, ETC)... WIN!

BLACKHAT BRIEFINGS USA 8.3.2011



KILLING THE MYTH OF CISCO 108§ DIVERSITY

3RD STAGE PAYLOADS!

« MORE DEMOS

« THIRD-STAGE PAYLOADS TO:
e« DISABLE [OS INTEGRITY VERIFICATION COMMAND “SHOW SUM”
« DISABLE PASSWORD AUTHENTICATION

« REMOTE BRICKING OF ROUTER MOTHERBOARD
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KILLING THE MYTH OF CISCO 10S DIVERSITY

REMOTELY
BRICKING
ROUTER USING
3RD-STAGE
PAYLOAD OVER
ICMP!

|3
COLUMBIA UNIVERSIT BLACKHAT BRIEFINGS USA 8.3.2011
IN THE CITY OF NEW YORK



KILLING THE MYTH OF CISCO 108§ DIVERSITY

WHAT' S NEXT (OFFENSIVE)?

* MORE COMPREHENSIVE FINGERPRINT DATABASE
« ~3,000 IMAGES IN THE FINGERPRINT DB. ROUGHLY 1%
COVERAGE.
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KILLING THE MYTH OF CISCO 108§ DIVERSITY

WHAT' S NEXT (OFFENSIVE)?

* MORE COMPREHENSIVE FINGERPRINT DATABASE
« ~3,000 IMAGES IN THE FINGERPRINT DB. ROUGHLY 1%
COVERAGE.

« EEPROM RESIDENT MALWARE
« CURRENT ROOTKIT WILL NOT SURVIVE [OS UPDATE
« BETTER TO LIVE IN EEPROM
* LINE CARDS
« NETWORK MODULES
* MOTHERBOARD EEPROM
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KILLING THE MYTH OF CISCO 108§ DIVERSITY

WHAT' S NEXT (OFFENSIVE)?

* MORE COMPREHENSIVE FINGERPRINT DATABASE
« ~3,000 IMAGES IN THE FINGERPRINT DB. ROUGHLY 1%
COVERAGE.

« EEPROM RESIDENT MALWARE
« CURRENT ROOTKIT WILL NOT SURVIVE [OS UPDATE
« BETTER TO LIVE IN EEPROM
* LINE CARDS
« NETWORK MODULES
* MOTHERBOARD EEPROM

 LAWFUL INTERCEPT HIJACKING, ROUTING SHENANIGANS, BE
CREATIVE!
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KILLING THE MYTH OF CISCO 108§ DIVERSITY

WHAT' S NEXT (DEFENSIVE)?

« SOFTWARE SYMBIOTES
« GENERIC HOST-BASED DEFENSE FOR EMBEDDED DEVICES.
« “DEFENDING LEGACY EMBEDDED SYSTEMS WITH SOFTWARE
SYMBIOTES”
«TO APPEAR IN RAID 2011. LOOK OUT!

CONTROL-FLOW INTERCEPTS

SYMBIOTE
&
PAYLOAD
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KILLING THE MYTH OF CISCO 108§ DIVERSITY

WHAT' S NEXT (DEFENSIVE)?

« CISCO 10S ROOTKIT DETECTORS CONTROL-FLOW INTERCEPTS

« RUNS ON REAL CISCO IRON T S

* DEPLOYED IN REAL NETWORKS
« WILL CATCH REAL [OS MALWARE

SYMBIOTE
& \
PAYLOAD
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KILLING THE MYTH OF CISCO 108§ DIVERSITY

WHAT' S NEXT (DEFENSIVE)?

« CISCO [IOS ROOTKIT DETECTORS CONTROL-FLOW INTERCEPTS
« RUNS ON REAL CISCO IRON
« DEPLOYED IN REAL NETWORKS
« WILL CATCH REAL IOS
MALWARE

« A FRIENDLY SHOOTOUT TO
TEST OUR DEFENSES? -)

SYMBIOTE

« PLEASE CONTACT US! & 1
PAYLOAD
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KILLING THE MYTH OF CISCO 108§ DIVERSITY

ANSWERS!

« FEEL FREE TO CONTACT US
e {ANG |[SALI@CS.COLUMBIA.EDU

* PLEASE CHECKOUT OUR PUBLICATIONS AND ONGOING RESEARCH
« HTTP://IDS.CS.COLUMBIA.EDU

 This work was partially supported by:
* DARPA Contract, CRASH Program, SPARCHS, FA8750-10-2-0253
* Air Force Research labs under agreement number FA8750-09-1-0075
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KILLING THE MYTH OF CISCO 108§ DIVERSITY

* ORIGINALLY PRESENTED BY FELIX LINDER

text:829EB62C
text:829EB630
text:829EB634
text:B829EB638
text:829EB63C
text:829EB640
text:B829EB644
text:829EB648
text:B829EB64C
text:829EB64C
text:829EB64C
text:829EB650
text:829EB654
text:B829EB658
text:829EB65C
text:829EB660
text:829EB660
text:829EB660
text:B829EB664
text:829EB668
text:829EB66C
text:829EB66C
text:829EB66C
text:829EB670
text:829EB674
text:829EB678
text:829EB67C
text:829EB680
text:B829EB684
text:829EB688
text:829EB68C
text:829EB6BC

DISASSEMBLING SHELLCODE #1

move
addiu
beqz
move
jal
nop
bnez
1i

loc_B29EB64C:
slti
bnez
move
lui
addiu

loc_B829EB660:
jal
nop
move

loc_B29EB66C:
1w
1w
1w
1w
1w
1w
1w
jr
addiu

$a0, $s2

$al, $sp, 0x90+var_70
$v0, loc_829EB64C
$az2, Szero
sub_829EB50C

$v0, loc_829EB66C

$vo,
# CODE XREF: sub_829EB5C4+701j
$v0, $s0, 3
$v0, loc_829EB60C
$a0, $s5
svl,

$a0, $vl, aBadSecrets # "\n%% Bad secrets\n

# CODE XREF: sub_829EB5C4+2C|j
sub_B806607AC

$v0, Szero

§# CODE XREF: sub_B829EB5C

$ra, 0x90+var_B8($sp)

$85, 0x90+var_C($sp)

$84, 0x90+var_10($sp)

$83, 0x90+var_14($sp)

$82, 0x90+var_18($sp)

$81, 0x90+var_1C($sp)

$80, 0x90+var_20($sp)

$ra

$sp, 0x90

# End of function sub_829EB5C4
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SOMEWHERE IN EVERY
[OS IMAGE...

FLAG = PASSWORDISRIGHT()

[F (FLAG!=0){
ROOTME()
}
ELSE {
PRINTF(“BAD SECRETS —(“)
}

&
<
& S
Q )
NI >
& &
</ B: xref S A:str

text .data
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KILLING THE MYTH OF CISCO 108§ DIVERSITY

* ORIGINALLY PRESENTED BY FELIX LINDER

text:829EB62C
text:829EB630
text:829EB634
text:B829EB638
text:829EB63C
text:829EB640
text:B829EB644
text:829EB648
text:B829EB64C
text:829EB64C loc_B29EB64C:
text:829EB64C
text:829EB650
text:829EB654
text:B829EB658
text:829EB65C
text:829EB660
text:829EB660 loc_829EB660:
text:829EB660
text:B829EB664
text:829EB668
text:829EB66C
text:B829EB66C loc_829EB66C:
text:829EB66C
text:829EB670
text:829EB674
text:829EB678
text:829EB67C
text:829EB680
text:B829EB684
text:829EB688
text:829EB68C

DISASSEMBLING SHELLCODE #1

move
addiu
beqz
move
jal
nop
bnez
1i

slti
bnez
move
lui
addiu

jal
nop
move

1w
1w
1w
1w
1w
1w
1w
jr
addiu

$ao,
sal,
$vo,
saz,

$s2

$sp, 0x90+var_70
loc_829EB64C
$zero

sub_829EB50C

$vo,
$vo,

$vo,
$vo,
$ao0,
$vi,
$ao0,

loc_B829EB66C

# CODE XREF: sub_829EB5C4+701j

$s80, 3
loc_B829EB60C
$85

$vl, aBadSecrets # "\ni% Bad secrets\n

# CODE XREF: sub_829EB5C4+2C|j

sub_B06607AC

$vo,

$ra,
$s85,
$s4,
$83,
$s2,
$s1,
$s0,
$ra

$sp,

$zero

§# CODE XREF: sub_B829EB5C
0x90+var_8($sp)
0x90+var_C($sp)
0x90+var_10($sp)
0x90+var_14($sp)
0x90+var_18($sp)
0x90+var_1C($sp)
0x90+var_20($sp)

0x90

text:829EB6BC # End of function sub_B829EB5C4
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SOMEWHERE IN EVERY
[OS IMAGE...

FLAG =1

[F (FLAG!=0){
ROOTME()
}
ELSE {
PRINTF(“BAD SECRETS —(“)
}

B
<
& S
I3
& >
S >
</ B: xref S A:str

BLACKHAT BRIEFINGS USA 8.3.2011



KILLING THE MYTH OF CISCO 108§ DIVERSITY

COMPARISON OF POTENTIAL FINGERPRINT
FEATURES

* FAIRLY RANDOM, CAN BE USED TO
FINGERPRINT [OS

Distribution of "Bad Secrets" string x-ref in IOS (32-bit memory space)

* A SINGLE FEATURE FINGERPRINT

o * ONE FIRMWARE, ONE ADDRESS

200 Q) OO o
£ o © © Q;O O% o & * POTENTIAL FOR COLLISION
& 150 o 00 o & P @0 O
i o 00 o HIGHER THAN THE NEXT OPTION
° o oo °© 3 @ © @8 o
S 100 0 08009 ® o
S ()Q)GD ® ® o° O o

5 o O%@ o ® %o %3

O o)
OOOOO o o)
0

4000
2000 3000

2000
1000

0
0x000 — Oxfff 0 0x000 — Oxfff
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KILLING THE MYTH OF CISCO 108§ DIVERSITY

COMPARISON OF POTENTIAL FINGERPRINT

« CONCENTRATED IN A
Distribution of ERET instruction in 10S (32-bit memory space) PREDICTABLE RANGE IN 10S
MEMORY
250 * YET DIVERSE ENOUGH TO

UNIQUELY IDENTIFY
UNKNOWN FIRMWARE
VERSION

0x00 — Oxff

« ALSO NEEDED IN 2NP STAGE
ROOTKIT, KILL 2 BIRDS WITH
ONE STONE

« IN OUR OPINION, A PRETTY
4000 GOOD TARGET, BUT THERE ARE
MANY OTHERS.

0x000 — Oxfff 0 o

0x000 - Oxfif * MULTI-VECTOR FEATURE.
EACH IMAGE CONTAINS
APPROXIMATELY 6-30 ERET
INSTRUCTIONS.
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KILLING THE MYTH OF CISCO 108§ DIVERSITY

THE BASIC IDEA

« REDUCE (BINARY) DIVERSE TARGET TO A (FUNCTIONAL) MONOCULTURE
« TAKE ADVANTAGE OF OFFLINE PROCESSING

« USE A TWO-PHASE ATTACK
« BUILD A DATABASE OF DEVICE FINGERPRINTS

« MACRO-IZE 3RP STAGE PAYLOADS, GENERATE DEVICE SPECIFIC
PAYLOADS ON THE FLY
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KILLING THE MYTH OF CISCO 1OS DIVERSITY

FOR EXAMPLE

DOTPLOT OF TWO MINOR

REVISIONS OF 12.4 10S
IMAGES FOR THE SAME

HARDWARE

[OS 12.4-23B VS 12.4-12
CISCO 7200 / NPE-200
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