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Disclaimer

Any views expressed in this talk are my own and not those
of my employer.

This talk discusses work performed in my spare time
analyzing malware | personally received. Analysis was
published with the EFF and Citizen Lab, independently of
Google.
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Cute Cats Theories

Ethan Zuckerman - The Cute Cat Theory of Digital Activism

“Sufficiently usable read/write platforms
will attract porn and activists”

(and lolcats)
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Cute Cats Theories
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Cute Cats Theories

Morgan Marquis-Boire - The CuteCats.exe Theory of Digital Activism

“Once a platform attracts a critical mass
of activists, it will be used to target
them”
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Anti-Dissident Campaign

Anti-Dissident
Operations Discovered

Skype
[Deliver Malware]

Fake Facebook
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Civil Unrest Begins
January 26, 2011 v
CNN Reporting
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Burhan Ghalioun Facebook Hack
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Burhan Ghalioun Facebook Hack
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Burhan Ghalioun Facebook Hack
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Suicide Bombing and Phishing
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Emotional Social Engineering

https://www.eff.or
phishing-attack
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Fake You Tube Phishing
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Fake Revolutionary Plans
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Zero-Hour Plan for Aleppo
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Encription... can haz?
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Warning!
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Anti-Hacker.exe

Anti Hacker

¥ou PC is Protect now thank For using our Product
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Tools & Actors
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REMOTE ADMINISTRATION TOOL
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Group 1 - Alosh

Domains:

alosh66.no-ip.info
alosh66.myftp.org
alosh66.servecounterstrike.net
alosh66.linkpc.net

Distinguishing feature:
Predictable C2 domain naming convention.

Tools:
Dark Comet RAT
BlackShades RAT
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Group 1 - Alosh

Attacks:

March - Fake You Tube Website
* You Tube Credential Phishing
* DarkComet RAT

June / July / August - Skype Phishing
* BlackShades RAT (4 different variants)
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Group 2 - Meroo

Domain:
meroo.no-ip.org

Distinguishing feature:
Repeated use of 216.6.0.28 as C2.

Tools:
Dark Comet RAT
Xtreme RAT
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Group 2 - Meroo

Duration:
November 2011 - June 2012

Distinct Campaigns

Zero Hour plan for city of Aleppo
Plans for a revolutionary high council
Skype Encryption Application
Anti-Hacker Tool

and many more...

17 Dark Comet samples connecting to 216.6.0.28
1 Xtreme Sample connecting to 216.6.0.28
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Pro-Regime Electronic Actors - Libya

Duration:
2011

Campaigns
Tactical Social Engineering against military operations
rooms.

Implant
BlackShades RAT

Command and Control
lyone.no-ip.biz

Thursday, August 16, 12



Bahrain
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Activists Targeted
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From Bahrain with love...
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From Bahrain with love...

|GNU MP: Cannot a|
| LLlocate memory (|
|size=%u)....GNU |
|[MP: Cannot reall]
|ocate memory (ol]
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From Bahrain with love...

FINFISHER

( 19 st )
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More detalls

https://citizenlab.org/2012/07/from-bahrain-with-love-
finfishers-spy-kit-exposed/
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Response / Notification

Notification
Blog Posts ELECTRONIC FRONTI'ER FOUNDA‘TI,ON
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Open to ideas...

Thursday, August 16, 12




Posts

Bahrain (FinFisher):
htth /[citizenlab.org/wp-content/uploads/2012/08/09-2012- frombahraan|thIove Qdf

Syria:
https://www.eff.org/deeplinks/2012/03/how-find-syrian-government-malware-your-computer-and-remove-it
https://www.eff.org/deeplinks/2012/03/fake-youtube-site-targets-syrian-activists-malware
https://www.eff.org/deeplinks/2012/03/pro-syrian-government-hackers-target-syrian-activists-facebook-
phishing-attack
https://www.eff.org/deeplinks/2012/04/campaign-targeting-syrian-activists-escalates-with-new-surveillance-
malware

https [Iwww.eff. orq/deeollnks/2012/04/new -wave- facebook phishing-attacks- tarqets svr|an act|V|sts

dellvers

https://www.eff.org/deeplinks/2012/05/trojan-hidden-fake-revolutionary-documents-targets-syrian-activists
https://www.eff.org/deeplinks/2012/06/darkshades-rat-and-syrian-malware

https://www.eff.org/deeplinks/2012/07/new-blackshades-malware
https://www.eff.org/deeplinks/2012/08/syrian-malware-post
https://citizenlab.org/2012/06/syrian-activists-targeted-with-blackshades-spy-software/

Iran:
http://citizenlab.org/2012/05/iranian-anti-censorship-software-simurgh-circulated-with-malicious-backdoor-2/
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