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A journey into the secrets of Industrial Firmware



  

Who is this guy?Who is this guy?

Ruben SantamartaRuben Santamarta
Security Researcher at IOActiveSecurity Researcher at IOActive



  

What is this talk about?What is this talk about?

● Reverse Engineering
● Industrial Devices
● Backdoors

What is this talk NOT about?What is this talk NOT about?

● FUD
● Opinions



  

A decade ago...A decade ago...

securitysecurity contextcontext securitysecurity contextcontext

Present dayPresent day

When the context matters...When the context matters...



  

HUNTING FOR BACKDOORSHUNTING FOR BACKDOORS

What do we usually need?What do we usually need?

● IDA + Tools
● Firmware/Software
● Documentation
● Target device (optional)
● Time



  

A VERY BASIC EXAMPLEA VERY BASIC EXAMPLE

Mindmap Read Advisory 
Fix = Firmware Update

Read vendor's doc on how to 
Update firmware

No authentication needed
Do they use a backdoor?

Reverse updater Ask support staf

Samsung Data Management Server vulnerable to SQLi  (HVAC)
http://www.us-cert.gov/control_systems/pdf/ICSA-11-069-01.pdf



  

5 Minutes later...remote root shell 



  

Researching Into The FirmwareResearching Into The Firmware



  

IDENTIFYING KEY POINTSIDENTIFYING KEY POINTS

HeadersHeaders



  

Magic bytesMagic bytes



  

File systemsFile systems



  

PlatformPlatform

Igor Skochinsky – Intro to embedded reverse engineering for 
PC reversers (Recon 2010)



  

High entropy zonesHigh entropy zones

( Radare output )



  

StringsStrings



  

Basic approachBasic approach
●  Identify compressed blobsIdentify compressed blobs

● Binwalk, entropy zones, header information...Binwalk, entropy zones, header information...
●  RebaseRebase

● 'Load immediate' instructions'Load immediate' instructions
●   Switch statements – JumptablesSwitch statements – Jumptables
● Boot loader, headers...Boot loader, headers...

●  Detect functionsDetect functions
● Prolog PatternsProlog Patterns

●  Rebuild symbolsRebuild symbols
● VxWorks Symbol tableVxWorks Symbol table
● Libc identification / ManuallyLibc identification / Manually
● Look for well-structured patternsLook for well-structured patterns

  



  

SIEMENS SCALANCE X200 
Demo time! 

1.- VxWorks - ARM

2.- Reconstruct Symbols

3.- Undocumented debug account
debug:ELSdebug

4.- Embedded Webserver



  

HeaderHeader



  

SymbolsSymbols



  

VxWorks WindWebVxWorks WindWeb

Pagepack             WindWeb          compiler                firmwarePagepack             WindWeb          compiler                firmware
        + VxWorks + VxWorks 



  

ADVANTECH EKI-1528

Demo time!
1.- Custom Redboot - LZO
2.- Reconstruct Partial Symbols 
3.- Decompress ramdisk
4.- Emulate binaries by using qemu



  

Emulate binaries
●  Enlarge your...ramdiskEnlarge your...ramdisk

● We need to copy qemu-arm binary so..We need to copy qemu-arm binary so..
● Create a new one with a larger size (mknod+mkfs+mount)Create a new one with a larger size (mknod+mkfs+mount)
● Copy original ramdisk into the new oneCopy original ramdisk into the new one
● Umount + dd = suitable ramdisk for emulating binaries Umount + dd = suitable ramdisk for emulating binaries 

●  Setup cross-compile environmentSetup cross-compile environment
●  Compile qemu (static)  to support user-mode emulationCompile qemu (static)  to support user-mode emulation
●  Enable additional executable formats in the kernel (binfmt)Enable additional executable formats in the kernel (binfmt)
●  Copy ramdisk '/lib' to '/usr/gnemul/qemu-src'Copy ramdisk '/lib' to '/usr/gnemul/qemu-src'
●  Mount new 'ramdisk', copy qemu-�{arch} and chroot itMount new 'ramdisk', copy qemu-�{arch} and chroot it
●  qemu-{arch}  -g (remote gdb) qemu-{arch}  -g (remote gdb) 
●  Enjoy!Enjoy!



  

Schneider - Powerlogic ION Smart MetersSchneider - Powerlogic ION Smart Meters

●  DocumentationDocumentation      [OK][OK]
●  FirmwareFirmware  BackdoorBackdoor                 [OK][OK]
●  Software BackdoorSoftware Backdoor     [OK][OK]
●  Remote access Remote access     [OK][OK]
●  Confidential documents exposed Confidential documents exposed     [OK][OK]



  

●  Revenue Smart Meters  - Locked from factoryRevenue Smart Meters  - Locked from factory

●  Regular Login → basic  functionalityRegular Login → basic  functionality

●  Factory Login Factory Login 



  

Reversing the firmwareReversing the firmware

● From SRECORD to BinaryFrom SRECORD to Binary

●  RebaseRebase

●  Detect functionsDetect functions
●  Rebuild symbols – no symbol table but...Rebuild symbols – no symbol table but...



  

Rebuild symbols by matching c to assemblyRebuild symbols by matching c to assembly



  

Image → Boot Loader + Compressed OSImage → Boot Loader + Compressed OS

Extracted file → Decompressed Smart Meter OSExtracted file → Decompressed Smart Meter OS

AMX PPC32 Kernel



  

Sure,a backdoor password. Ok. Wait... what ?!Sure,a backdoor password. Ok. Wait... what ?!

Serial == 0xE bytesSerial == 0xE bytes

  Serial len ?Serial len ?



  

seed
seed



  



  



  Behind the ScenesBehind the Scenes



  

Schneider decided to implement  a backdoor but ...why?Schneider decided to implement  a backdoor but ...why?

●  First step was taking a look at IONSetup.exe  First step was taking a look at IONSetup.exe  

It turns out there is a backdoor also in the software :)It turns out there is a backdoor also in the software :)
●  Demo time!Demo time!



  

Then I googled 'pml1998' and...Then I googled 'pml1998' and...

●  First result was an open fp server containing First result was an open fp server containing 
confidential documentation from the vendorconfidential documentation from the vendor

●  Some of those documents were detailing theSome of those documents were detailing the
  backdoor functionalitybackdoor functionality



  

1. ICS-CERT and Schneider were informed.

2. After few hours, the ftp was closed and Google removed 
it from the cache as well.

3. Schneider acknowledged the backdoor.

4. A new set of firmwares is ready and some of them are 
being already deployed.

5. Forever - DAY.



  

CONCLUSIONSCONCLUSIONS

1. I hope someone can use this info to better secure their1. I hope someone can use this info to better secure their
  devices.devices.

2. I hope someone can use this info to research into other 2. I hope someone can use this info to research into other 
  devices.devices.

3. I hope someday both of them  share that research   3. I hope someday both of them  share that research   
    somewhere :)somewhere :)  



  

Thank you so much for coming...have fun!

rubens (at) ioactive (dot) com

@reversemode
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