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Introduction




Introductlon

* TrueType Font is a digital font mcIudes many different klnd of
information used by rasterizer and operating system software to
display characters on the computer screen or print out in other
device, for instance: printer

Two groups of categories are exist:

- GDI Font: raster, vector, TrueType &OpenType

- Device Font

Foundation of TrueType font:
— Outline : Glyph shapes are described by font outline, a glyph outline
consists of a series of contours

— FUnit : Describe the TrueType font file point location in the em square

Reference: TrueType 1.0 Font File, Technical Specification Revision 1.66 August 1995
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Introduction

* Foundation of TrueType font:
— Em Square : An imaginary square that is used to size and align glyphs
— Grid : Two dimensional coordinate system; x-axis describes
movement in a horizontal direction; y-axis describes

movement in a vertical direction
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Introductlon

* Process glyphs from a TrueType font ﬁle to be dlsplayed on
raster devices:

— The outline stored in the font file is scale to the requested size.

— Scaler converts FUnits to pixel coordinates and scales outline to
the size requested by application.

— Instructions associated with glyph are carried out by the

interpreter. Interpreter executes instructions associated with
glyph and grid fits.

— The result is a grid-fitted outline for the requested glyph.

— The outline is then scan converted to produce bitmap that can
be render on the targeted device.

Reference: TrueType 1.0 Font File, Technical Specification Revision 1.66 August 1995
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Font Scaler Engine

* TrueType Font Scaler creates the necessary bitmap at a particular
resolution when a specific point size is requested by an
application.

The conversion of an outline into a bitmap is referred to as scan
conversion.

* To solve the low resolution issue in outline to bitmap conversion,

each glyph include a set of instructions that instruct the font scaler
to modify the shape of the glyph before scan conversion.

Reference: TrueType 1.0 Font File, Technical Specification Revision 1.66 August 1995
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Font Scaler Engine

Font Scaler consists of a set of API functions. User can pass
parameters to the Font Scaler through the fs_GlyphlnputType data
structure and receive information from the fs_GlyphlnfoType
record.

Functions for Engine exported interface:
— Win32k!fs_OpenFonts - Win32k!fs NewSfnt

Win32k! fs NewGlyph - Win32k!fs WinNTGetGlyphIDs
Win32k!fs ContourScan - Win32k!fs_ConvertGrayLevels
Win32k!fs FindBitMapSize - Win32k!fs_NewControurGridFit
Win32k!fs SetUpKey - Win32k!fs_GetGlyphlDs
Win32k!fs_Initialize

Reference: TrueType 1.0 Font File, Technical Specification Revision 1.66 August 1995
Credit to : Understanding Windows Kernel Font Scaler Engine Vulnerability, Wang Yu SyScan 360 2012
¢
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Font Scaler Engine

* Functions for Engine internal interface:
— Win32k!fs_ Contour - Win32klfs_ NewTransformation

* Functions for Engine converter function:
— Win32k!fsc_SetupScan - Win32k!fsc_FillGlyph
— Win32k!fsc_FillBitMap - Win32kl!fsc_CalcSpline
— Win32k!fsc_MeasureGlyph - Win32kl!fsc_CalcLine

* Functions for Engine support interface:
— Win32k!fsg CreateGlyphData - Win32k!fsg GridFit
— Win32k!fsg ExecuteGlyph - Win32k!fsg_PrivateFontSpaceSize

Reference: TrueType 1.0 Font File, Technical Specification Revision 1.66 August 1995
Credit to : Understanding Windows Kernel Font Scaler Engine Vulnerability, Wang Yu SyScan 360 2012
¢
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Font Scaler Engine

* Functions for Bitmap related:
— Win32k!sbit_GetMetrics - Win32k!sbit_GetBitmap
— Win32kl!sbit ValidateScaleY - Win32k!sbit_ValidateScaleX

e Functions for Instruction Virtual Machine:

— itrp_Execute - itrp_InnerExecute
— itrp_CALL - itrp_FDEF

e Functions for Font Structure Parser:
— Win32kl!sfac_GetSbitMetrics - Win32k!sfac_SearchForStrike

Reference: TrueType 1.0 Font File, Technical Specification Revision 1.66 August 1995
Credit to : Understanding Windows Kernel Font Scaler Engine Vulnerability, Wang Yu SyScan 360 2012
¢
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Fuzzing Infra




Fuzzing Infra

 We use 2 servers in our fuzz farm speaﬁc for TrueType Font
fuzzing on Windows Platform.
 We build with:

— Custom built server with Memory 32GB, Storage 1 TB, 1
wireless card

— Ubuntu server 10.04 64-bits (we don’t really care about the

latest version)
Each Ubuntu server installed VMWare Workstation 9.0
Each Ubuntu server able to switch on 18 Windows 8 Pro
operating system
Total fuzzing test case per day ~300,000
Total Hardware cost YRM 10K
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Fuzzing Infra

* Since Windows 8 Pro, kernel debugging over an Ethernet network
is supported. The reverse engineer not need to suffer set up the
kernel debugging via serial port, 1394 port etc.

* Toset up WinDBG kernel debugging through the network:
— Target computer (Debuggee):
* bcdedit /debug on

* bcdedit /dbgsettings net hostip:w.x.y.z port:n

Host computer (Debugger):
* windbg —k net:port=n, key=Key

Reference: http://msdn.microsoft.com/en-us/library/windows/hardware/hh439346(v=vs.85).aspx
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Fuzzing Infra

Windbg —k net:port=n1, key=Key1
Windbg —k net:port=n2, key=Key2

Each server running with ~18 Windows 8
Pro OS enable kernel mode debugging
over an ethernet network

69 *
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Fuzzing Infra
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Bug Hunting with

TrueType Font Fuzzer




TrueType Font Fuzzer -

* Fuzzingis a software testing methodology, aims to provide invalid,
mutated or malformed inputs of application in the hope that the
application exhibits some security issue

0011223344...
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TrueType Font Fuzzer -

* Dumb fuzzing:

— Simple modification of legitimate data feeding the targeted
application without awareness of its data structure

— Dumb fuzzing is not the good method in TrueType Font Fuzzing

 Smart fuzzing:

— Generate inputs that are malformed but mostly compliant with
the consideration of data structure such as ‘checksum’, ‘offset’,
‘relations’” and ‘encoding’
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TrueType Font Format:

The 010 Binary Editor parses a variety of file into a hierarchical
structure formats using a binary template

- Free 30-day trial ©!!
- Support multiple platform: Windows, Mac OSX
- Free binary templates (*.bmp, *.zip, *.wav)

We developed the TrueType (*.ttf) and OpenType (*.otf) binary
template for the internal usage

Reference: http://www.sweetscape.com/010editor/
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TrueType Font F

4 010 Editor - C:\Users\Iclee_vx\Desktop\Oday_1_Analysis\src\fonts\fuzzed_2.ttf

File Edit Search View Scripts Templates Tools

"D2-H@ B %
Workspace

Open Files

C:\Users\Iclee_wvx\Desktop\...\src\fonts\fuzzed_2.ttf

* Favorite Files

“ Recent Files
C:\Users\Iclee_wvx\Desktop\Oday_1_ver5.0\sample_1.ttf
C:\Users\Iclee_vx\Desktop\Oday_1_ver5.0\fuzzed_1.ttf
C:\Users\Iclee_vx\Desktop\Oday_1_verd.0\sample_2.ttf
C:\Users\Iclee_vx\Desktop\Oday_1_verd 0\fuzzed_2.ttf
C:\Users\Iclee_vx\Desktop\...\CFF_Explorer\test.bin
C:\Users\Iclee_wvx\Desktop\Oday_1_verd.0\sample_1.ttf
C:\Users\Iclee_wvx\Desktop\Oday_1_verd 0\fuzzed_1.ttf

PO I P vy Y PP N 5 YA 1 GRS G | QR P o 1Y ]

Files Explorer
Inspector

Type
Signed Byte 71
Unsigned Byte 71
Signed Short 17479
Unsigned Short 17479
Signed Int 1178944583
Unsigned Int 1178944583
Signed Int64 288245770493445191
Unsigned Int64 288245770493445191
Elaat 12A25 N7

= P | 3 3
=2] Auto %5 Variables | f=] Bookmarks | Functions
Output

Heap Address Heap Size  Local Start

| Output | [ Find |

{ Find in Files

| Compare i’ Histogram | [£] Checksum

Window Help

fuzzed_2.ttf &

0000n: OO0 01 00 00 00 13 01 00 00 04 00 30
oJshNe).FMO0 OE 00 04 00 00 1F 40 00 00 00 1(Q
0020n: D2 85 E7 EO 00 00 1F SC 00 00 01 38

01 04 OB 03 00 00 02 24 00 00 00 O7
Al 1A 96 CO 00 00 01 B8 00 00 00 €0

Template Results - fuzzed_1.bt

Name
4 struct FontOffsetTable OffsetTable
TT_Fixed SFNT_Version
USHORT numTables
USHORT searchRange
USHORT entrySelector
USHORT rangeShift

struct FontTable

struct FontTableDirectory Table[2]
struct FontTableDirectory Table[3]
struct FontTableDirectory Table[4]
struct FontTableDirectory Table[5]
struct FontTableDirectory Table[6]
struct FontTableDirectory Table[7]
struct FontTableDirectory Table[8]
struct FontTableDirectory Table[3]

Meodule

[*™] Process

Start: 12 [Ch]

Sel: 16 [10h]

Ch
4h
2h
2h
2h
2h

Size: 8340 ANSI

LIT

W OVR

Selected: 16 [10h] bytes (Range: 12 [Ch] to 27 [1Bh])
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TrueType Font Format:

A TrueType font file contains data, in table format that comprises
an outline font.

The TrueType font file begins at byte 0 with the Font Offset Table
Offset Table is divided into 5 subtable:
sfnt version : 65536 (0x0001 0000) for version 1.0
numTables : Number of tables
searchRange : (Maximum power of 2 < numTables)x16
entrySelector :Log2(Maximum power of 2< numTables)
rangeShift :numTablesx 16 - searchRange

Reference: TrueType 1.0 Font File, Technical Specification Revision 1.66 August 1995
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TrueType Font Format:

fuzzed_2.ttf &)

slelele). MO0 O1 OO0 00 00 13 01 00 00 04 00 30
0010nh: 00 OE 00 04 00 00 1F 40 00 00 00 1C
0020n: D2 85 E7 EO 00 00 1F 5C 00 00 01 38
0030nh: 01 04 OB 03 00 00 02 24 00 00 00 O7
0040nh: Al 1A S6 CO 00 00 01 B8 00 00 00 60

(01 I VY IY SR ) B
m N mWw»n

Template Results - fuzzed_1.bt
Name

TT_Fixed SFNT_Version
USHORT numTables
USHORT searchRange
USHORT entrySelector
USHORT rangeShift

4 struct FontTableDirectory Table[19]

struct FontTableDirectory Table[0]
struct FontTableDirectory Table[1]
struct FontTableDirectory Table[2]
struct FontTableDirectory Table[3]
struct FontTableDirectory Table[4]
struct FontTableDirectory Table[5]
struct FontTableDirectory Table[&]
struct FontTableDirectory Table[7]
struct FontTableDirectory Table[8]
struct FontTableDirectory Table[S]

it
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TrueType Font Format:

 The Font Table Directory entries is followed after the Font
Offset Table, begins at byte 12.

Entries in the Table Directory must be sorted in ascending
order by ‘tag’ name

Font Table Directory Header:
tag : 4 byte identifier
checkSum : Checksum of the table

offset : Beginning offset of the font table entry
length : Length of the table

Reference: TrueType 1.0 Font File, Technical Specification Revision 1.66 August 1995
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TrueType Font Format™

O000n 00 03 00 00|00 13 01 00|00 049 00 30

0010nh OO0 OE OO 04 00 OO 1F 40 00 00 00 1CG

0020n DZ 85 E7 EO0 |00 00 1'F S5€C |00 00 03 38 é...(;é. e B
0O030n 01 04 OB O3 00 00 02 2494 00 OO0 OO0 O7

O040n A3l 1A 96 CO 00 OO0 O1 B8 00 00 00 60 T WVDMX
Template Results - fuzzed_ 1.bt

Name value i Color

struct FontOffsetTable OffsetTable - Bag:
4 struct FontTabl E Bg:

union Tag ) - Bg:
ULONG checkSum - Bg:
ULONG offset : Bag:
ULONG length C Bg:
struct FontlableDirectory Table[1] : Bag:
struct FontTableDirectory Table[2] - Bg:
struct FontTableDirectory Table[3] : Bag:
struct FontTableDirectory Table[4] - Bag:
struct FontTableDirectory Table[5] : Bag:
struct FontTableDirectory Table[&] , - Bag:
struct FontTableDirectory Table[7] = Bg:
struct FontTableDirectory Table[8] : Bag:
struct FontTableDirectory Table[9] : Bg:
struct FontTableDirectory Table[10] : Bag:
struct FontTableDirectory Table[11] : Bag:
struct FontTableDirectory Table[12] - Bg:
struct FontTableDirectory Table[13] : Bag:
struct FontTableDirectory Table[14] = Bg:
struct FontTableDirectory Table[15] . Bag:
struct FontTableDirectory Table[16] : Bg:
struct FontTableDirectory Table[17] = Bag:
L struct FontTableDirectory Tablel13] ; B
4 struct GDEF GDEFDirectoryEntry z Bag:
ULONG version - Bag:
SHORT GlyphClassDefOffset = Bg:
struct GlyphClassDefTable - Bag:
SHORT AttachListOffset = Bg:
SHORT LigCarelListOffset : Bag:
SHORT MarkAttachClassDefOffset : Bag:
SHORT ClassFormat - Bg:
SHORT ClassRangeCount - Bag:
struct ClassRangeRecord Bg:
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TrueType Font Format'

* Required Tables in Font Offset Table
cmap : character to glyph mapping
glyf : glyph data
head : font header
hhea : horizontal header

hmtx : horizontal metrics

loca : index to location

maxp > maximum profile

name :naming table

post : PostScript information

0S/2 : 0S/2 and Windows specific metrics
idicnat
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TrueType Font Format

* QOptional Tables in Font Offset TabIe

cvt : Control Value Table

EBDT : Embedded bitmap data
EBLC : Embedded bitmap location data
EBSC : Embedded bitmap scaling data

fpgm : font program

gasp : grid-fitting and scan conversion procedure
hdmx : horizontal device metrics

kern : kerning

LTSH : Linear threshold table

prep : CVT Program

PCLT : PCL5

black h=
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TrueType Font Format:

Optional Tables in Font Offset Table:
VDMX : Vertical Device Metrics table
vhea : Vertical Metrics header
vmtx : Vertical Metrics

)
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COSOn o le S o le s ¢ O = sC OO0 0O el < | 63 T76 T4 =290
OO0O&0n e le 00O o0 OO o0 o3 DO o0 o0 OO o= &6 TO s7 sSD
OO0 70N TE o& =Eo o0 o0 o0 oC o0 L e = =3 =1 sS7 sC = s s

OoOSOn 18 D3 S99 48 OO0 O3 E4a OO OO0 OO0 BC 58 6S 61 &4
OO0O9SO0On B2 28 9S54 00 O3 89 A8 00 00 00 36 &S &S sS S
OO0OAOnNn OO 16 00 BE OO o3 B9 EO e le OO0 OO0 24 &S SsD T4 e
NN N N - -~~~ - - -~~~ - - -~~~ -~ D> - ™ -~ - -~ - - > - -

Template Results - TTR_template.bt

Name
struct FontOffsetTable OffsetTable Ok
- Struct FontTableDirectory Table[16] Ch
struct FontTableDirectory Table[0O] = Ch
struct FontTableDirectory Table[ 1] 1Ch
struct FontTableDirectory Table[ 2] S 2h
struct FontTableDirectory Table[3] 3Ch
struct FontTableDirectory Table[<]) “SCh
struct FontTableDirectory Table[S) sSCh
struct FontTableDirectory Table[&] sCh
FontTableD-rectory Table[?] glyf (173 7Ch
ont s8] |head (17.__|SCh _
union Tag SCh
ULONG checkSum 3685886 SOh
ULONG offset 293136 S<Fh
UL ONG lengtih S<3 SSh
struct Font 'oéieDu e hhea (17 SCh
=truct FomntTableDirector hmtx (17 AChHh
struct FonmntTableDirectory loca (181 BCh
struct FontTableDirectory Ta maxp (1 CCh
struct FontTableDirectory Table name (1 DCh
struct FontTableDirectory Table[ post I8 s
struct FontTableDirectory Table[1S °
e T Never ever use dumb fuzzin
struct DataEBLC ebic g

struct DataEBSC ebsc

i = Fead -
e — methodology to these fields:
struct DataMAXP maxp ,
SUCt DrntyOata post post | ‘checkSum’, ‘offset’, ‘length’ and
struct DataFPGM fpgm

=truct GenericDirectoryEntry prep prep ‘ ’
struct DataOosS2 OsS_2 4 a e
struct DataCMAPFP cmap

s=truct Locations loca
struct DataGLYF glyf

Ln

TT7TT
OOOOS‘D

Bg
Bg
Bg
B8g
g
Bg
Bg
B8g
B89
&2
B9
Bg
Bg
[=3

Bg
Bg
Bg
Bg
e

ul
)
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Bug Hunting with
TrueT e Font Fuzzer. -

struct FontTableDirectory Table(6] fogm (17... 6Ch
struct FontTableDirectory Table[7] gyf (173... 2¢h
4 struct FontTableDirectory Table[8] head (17... 8Ch
union Tag 8Ch
ULONG checkSum 3685886... 90h
ULONG offset 244136 9
ULONG length 54 96h

Struct rontiadieLirectory labie
“ "“"3b|‘°n""'"" = Wlgfer®

1. python code is used to determine

the checksum of ‘head’ table
def chk(tab):
total data=0
foriin range(0O, len(tab), 4):
data=unpack(“>1”, tab[i:i+4]) [0]
total data += data
final_data=0xFFFFFFFF &total data
return final _data

SEFFFIE S

STUL( Da@.o ebsc

m leed /ersion

TT_Fixed fontRevision

ULONG chedkSumAdjustment

ULONG magichumber

USHORT flags

USHORT unitsPerEm

LONGDATETIME created

LONGDATETIME modif

SHORT xMn

SHORT yMin

SHORT xMax

SHORT yMax

USHORT macStyle

USHORT lowestRecPPEM

SHORT fontDrrectionHint

SHORT indexToLocFormat

SHORT glyphDataFormat
struct DataHHEA hhea

"

2. The checksum calculation implies 4
byte boundaries for the entire table,
and pad the remaining space with

zeros

grvvvevvvnrrsvs s s sf]
888388888888888888;.

RO O v e O e e O O
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Bug Hunting with
TrueT 0e Font Fuzzer. -

struct FontTableDirectory Table[6) fiogm (17 :
struct FontTableDirectory Table[7] ayf (173 . B 3. ‘Offset’ p0|nt5 to the beglnnlng of

4 struct FontTableDirectory Table(8) head (17... 8 : : ‘ ,
uionTag LBy DataHEAD’ structure
ULONG checkSum 3685886 : : '

ULONG offset 24413
ULONG length % : : ‘ , . .
STUCK FONTTaDIEOT ectory 1201 Thea (17 T 4. Length defines the size of

“ EaniTyblalirartae = Wafe®
‘DataHEAD’ table

su( Datato. . ebsc

TT _Fixed version

TT_Fixed fontRevis

ULONG checkSumAdjustmen

ULONG magichumber

USHORT flags

USHORT mLf.r"efEm

LONGDATETIME created

LONGDATETIME modk

SHORT xMn

SHORT yMin

SHORT xMax

SHORT yMax

USHORT macStyle

USHORT lowestRecPPEM

SHORT fontDrrectionHint

SHORT indexToLocFormat

SHORT glyphDataFormat
struct DataHHEA hhea

"

grvvvevvvnrrsvs s s sf]
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Bug Hunting with
oe Font Fuzzer. -

3: BOA SC .o

3:B9BON; Pt R L
3:B9COn: @ LY PRS- e
3 )0 © .o

Termplate Resudts - TTP _template bt

Mame
struct FontOffsetTable OffsetTable
e Pearr e ey ikt e9oT (11 20m 3:B3A0R: 00 00 00 00 7F 5C 00 00 [INEUEINLIIEER:
ey amoc (11126 . TS 7 Th 1 SF OF 3C £5 00 09 08 00 00 00 00 OOz, .<B........

struct ForntTableDwectory Table([3) Os/2 (13

etruct PentTableDrectery Table(3) 0872 (13...| 3¢ ' ' L0509 94 1596 00 00 00 00 CA 69 0A 3 00 00 00 0ofls.-... E1.0....
struct PontTableOrectory Table(5) ot (166... sch : : T 0Pl00 0100 0100 00 00 0¢ 00 02 00 00 00 ofERER

struct FortTableDwectory Table([6) foom (17 oCh
struct FontTableOvectory Table(7] ovf (173 7Ch 10 3:BYEOh: 00 01 00 00 00 00 00 00 00 00 00 64 00 0R 00 59 ...vvvveruidilY
struct FontTableOwectory Table([8) head (17 ach
urson Tag sCh
LA ONG chechcSum 68 5886 SOn
ULONG offset 2494136 9
LLONG length S4 L)
struct ForntTableDwectory Table(9) e (17 any
- ’ e =

Suuw. vatacos  cOsc . I def Chk(tab):

|___stuctDataHEADhead | ___ [389A8h | Fo: Bo: total_data:O

TT_Fixed version 65536 389A8h
AONG e SeTraE5 | anh foriin range(0, len(tab), 4):
UnoaT s 5 osech data=unpack(“>l’, tab[i:i+4]) [0]
total_data += data
final_data=0xFFFFFFFF & total_data
return final_data

USHORT unitsPerEm 2048 389BAh
LONGDATETIME created 3898Ch
LONGDATETIME modified 389C4h
SHORT xMin
SHORT yMin
SHORT xMax
SHORT yMax
USHORT macStyle
USHORT lowestRecPPEM
SHORT fontDirectionHint
SHORT indexToLocFormat
SHORT glyphDataFormat
struct DataHHEA hhea
struct DirEntryData_hmtx hmtx
struct P aMAXP may

bk gt g b g g SR
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Bug Hunting with
TrueType Font Fuzzer. -

 We can fuzz a font by:

a. Byte flipping of the entire TrueType font table
(1 byte, 2 bytes, 4 bytes...)
b. During fuzzing, every flipping test requires to fix the checksum

value
c. Filling in a LOGFONT structure
d. Calling ‘CreateFontindirect’ to return a font handle (HFONT)
e. Work with fonts at a lower level through font APIs:
GetFontData, GetGlyphiIndices, ExtTextOut with
ETO_GLYPH_INDEX flag
T
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Bug Hunting with
TrueType Font Fuzzer. -

Every fuzzed TrueType font will:
a. automatically install the crafted font in ‘C:\WINDOWS\Fonts’

folder
htr=windll.gdi32.AddFontResourceExA(fileFont, FR_PRIVATE, None)

b. Register a window class and creating a new window to

automate the font text display in the range of font size

c. Remove the fonts in ‘C:\WINDOWS\Fonts’ folder
windll.gdi32.RemoveFontResourceExW!(fileFont, FR_PRIVATE, None)

Part of the fuzzer’s source code is shared in github:
https://github.com/lingchuanlee/FontFuzzer

¢ *
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Bug Hunting with
TrueType Font Fuzzer. -

* Create the window class and define LOGFONT structure
If =win32gui.LOGFONT/()
htr=windll.gdi32.AddFontResourceExA(fileFont, FR_PRIVATE, None)
w=mainWindow()
hwnd=w.CreateWindow()

hdc=windll.user32.GetDC(hwnd)

black hot
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Bug Hunting with
TrueType Font Fuzzer. -

* Defined a character map of a TrueType font

z=[
chr(0),chr(1),chr(2),chr(3),chr(4),chr(5),chr(6),chr(7),chr(8),chr(9),
chr(10),chr(11),chr(12),chr(13),chr(14),chr(15),chr(16),chr(17),chr(18),chr(19),

[......]
chr(250),chr(251),chr(252),chr(253),chr(254),chr(255)

/
array types=c_wchar*256
varl=array types()
foryinrange(1, 256, 1):
varlly]=z[y]
[...]

blackhat
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Bug Hunting with
TrueType Font Fuzzer. -

* Arange of font size
for fontsize in range (1, 100, 1):

If.IfHeight=fontsize
If.IfFaceName="Droid"
If.IfWidth=0
If.IfEscapement=0
If.IfOrientation=0
If IfWeight=FW_NORMAL
If.Ifltalic=False
If.IfUnderline=False
If.IfStrikeOut=False
If.IfCharSet=DEFAULT _CHARSET
If.IfOutPrecision=OUT_DEFAULT _PRECIS
If.IfClipPrecision=CLIP_DEFAULT PRECIS
If.IfPitchAndFamily=DEFAULT _PITCH|FF_DONTCARE

bléck' at
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Bug Hunting with
TrueType Font Fuzzer. -

* Draws text using the selected font

windll.gdi32.ExtTextOutW(
hdc,

ETO_GLYPH_INDEX,
None,

varl,

len(varl),

None)

0 1"#$%&'()*+,-./0123

black hat
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Demonstration




Windows Kernel Font

Attack Vector




GDI Font Kernel Attack

The Graphics Device Interface (GDI) is part of the core OS
component. Responsible for graphical object and transmitting
output to devices such as video displays as well as printers

* There are different types of font available on Windows. Two
groups of categories: GDI fonts and device fonts

GDI fonts, based in Windows consists of three types: raster, stroke
and true type

bléck' at
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Font Attack Vector

We identify font vulnerability as one of the likely weak points and
accessible via browser (Firefox, Chrome), Microsoft Office

Documents (*.docx, *.pptx) and other application Adobe Portable
Document format (.pdf)

Local Windows Kernel Exploit - copy and execute a crafted font on
Windows system to raise the attacker’s privilege as super user

Remote Windows Kernel Exploit - included social engineering and
requires the target to open the crafted Microsoft Word (*.docx)
or website

bléck' at
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Local Font Attack Vector 3

* The attacker copy and execute a crafted font in Windows system
to raise the user privilege as super user

(OpenType Layout, TrueType Outlines
abcdefghijkimnopqrstuvwxyz ABCDEFGHIJKLMNOPQRSTUVWXYZ
e 1234567890.:,; ' " (1?) +-*/=
,aw «fl12  The quick brown fox jumps over the lazy dog. 1234567890
{1z The quick brown fox jumps over the lazy dog. 1234567890

’ . The quick brown fox jumps over the lazy dog. 1234567890
L. The quick brown fox jumps over the lazy d.

L. The quick brown fox jumps ove
2. The quick brown fox jum
The

0 1"#$%&'()*+,-./0123
black hot
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Remote Font Attack Vec.tor-'

* The font vulnerability could allow remote code execution if the
victim opens the crafted web page embedded with TrueType font

LUSA 2013



Remote Font Attack Vec.tor"

* The attacker can use CSS @font-face property to embed crafted
TrueType font onto the web page

@font-face{ ] — :
font-family: ”Crafted Font"; Web Browser Fuzzing x \

src: url("sample.ttf") format('truetype’);

/ @ 1"#8% &' ()*+,-./0123456789:

O e o <=>?@ABCDEFGHIJKLMNOPQRSTUVWX
ﬁzzzzgkmﬁe o [YZ[}]". abcdefghllkhnnopq1stuvwxvz{\}

font-style:normal; € af” %OS((E Z = e D & ZY |C£U¥!

font-weight=bold; 1§ C*a«— - pY- 0% Yy AAAAAAAECE

font-stretch=0; EEEIIIIDPNOOOOO X @UUUUYDBaaaaaaeegee

! ¢€11110f100000+ounGiyDY
</style> | S
|
|
|

C [ filey///C:/Users/Iclee_vx/Desktop/browser.html

</head>

<body>
&#0; &#1; &#3; &#4; &#5; &#6;
[.....]

</body>

black h=1
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Remote Font Attack Vec.tor-'

* The font vulnerability could allow remote code execution if the
victim opens the crafted Microsoft Office Word file(*.docx)

& J )
black ot
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Remote Font Attack Veg:.tor~'

ODTTF is an embedded font file type used in Microsoft Office XML
format and Microsoft’s XML Paper Specification Format(XPS)

Embedded font obfuscation prevents end-users from using
standard ZIP utilities to extract fonts from OpenXPS or Office
document files and install them on the systems

* To perform embedded font obfuscation, a 128 bit (16 bytes) GUID
(Globally Unique Identifier) is generated for the font to be
obfuscated

bléck' at
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Remote Font Attack Ve’c.t'or-’

Microsoft Office 2007 is adopted an XML-based file format for
Excel 2007, Word 2007 and PowerPoint 2007

* The new file format called Office Open XML Format improve file
and data management, data recovery and extend the support
with the earlier versions

C:N\Users\Nlclee_ux\DesktopN\DocxGenNlib>di» A 0 s b
C:N\UsersN\Nlclee_ux\DesktopN\DocxGenNlib'._»els
C:N\UsersN\Nlclee_ux\DesktopN\DocxGenNlib'.customZml
C:N\UsersN\Nlclee_ux\DesktopN\DocxGenNlib'.docProps
C:N\UsersN\Nlclee_ux\DesktopN\DocxGenNlib'.word
C:NUsersN\lclee_ux\DesktopN\DocxGenNlib'.[Content_Types 1.>xml
C:N\UsersN\Nlclee_ux\DesktopN\DocxGenNlib'.customZml~_x»els
C:NUserxsN\lclee_ux\DesktopN\DocxGenNlib.customZmlNiteml .>xml
C:N\UsersN\Nlclee_ux\DesktopN\DocxGenNlib'.customZmlNitemProps1l _.>xml
C:N\UsersN\lclee_ux\Desktop\DocxGenNlibl.customZml~_r»elsNiteml._.>xml._.»els
C:N\UsersN\Nlclee_ux\DesktopN\DocxGenNlib'.docPropsN\app.>xml
C:N\UsersN\lclee_ux\Desktop\DocxGenNlib'.docPropsN\core.xml
C:N\UsersN\Nlclee_ux\DesktopN\DocxGenNlibt.word~_xr»els
C:NUsersN\lclee_ux\Desktop\DocxGenNlib.word\fonts
C:N\UsersN\Nlclee_ux\DesktopN\DocxGenNlib'.word\theme
C:N\UsersN\lclee_ux\Desktop\DocxGenNlib'.wordNdocument .>xml
C:N\UsersN\Nlclee_ux\DesktopN\DocxGenNlibtwwordNfontTable .>xml
C:\NUsersN\lclee_ux\Desktop\DocxGenNlibl.wordi\settings .>xml
C:N\UsersN\Nlclee_ux\DesktopN\DocxGenNlibtwwordistyles .>xml
C:NUsersN\Nlclee_ux\DesktopN\DocxGenNlib .wordN\webSettings .>xml
C:N\UsersN\lclee_ux\DesktopN\DocxGenNlib .wwordN\fonts\fontl_odttf
C:NUsersN\Nlclee_ux\DesktopN\DocxGenNlib .wordNthemeNthemel .>xml
C:N\UsersN\Nlclee_ux\DesktopN\DocxGenNlib'.word~_r»elsNdocument.xml_.»els
C:NUsersN\Nlclee_ux\DesktopN\DocxGenNlib word~_relsN\fontTable.xml_»els
C:>:\UsersN\Nlclee_ux\DesktopN\DocxGenNlib'._»els\_.»els

O O O O O O

black hat
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Remote Font Attack Vec.tor-'

* Editing components of a document in the XML to force the Office
Word use the crafted obfuscated TrueType Font (*.odttf)

/~path~/Office Word/word/fontTable.xml, we set the Globally
Unique Identifier (GUID) value in “w:fontKey”

* Perform an XOR operation on the first 32 bytes of the binary data

of the font with the generated GUID Key

<l version="1.0" encoding="UTF-8" standalone="yes"?:
<y fonts xming:r="hitp:Iis LhEHl:I Lopenxmiformats.orglofiiceDocument2006/elationships' xming:w="httn:ischemas.openxmiformats.orgiwordprocessingmii2006main"s
i fontwname=" Dmid

W char setwval- [ll]
“wiamily wyal="auto’l
W pitch wval="variable" /-
s wush0="00000003" w:ush1="00000000" wush2="00000000" w.ush3="00000000" w:csh0="00020001" w:csh1="00000000" =
“wembedRegular rid="rid2fwontKey="{F 81ED817-36AD-4C71-8803-ESAB2F BAF B34} /-

black a1
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Remote Font Attack Ve'c.t'or-’

Key[0] fontKey[i] ;i Key[15]
F8 1E D8 17 36 AD 4C 71 88 D3 E5 A6 2F BA F8 34

fuzzed_2.ttf |

fontKey = keys.decode("hex")
obfFontString = open(ttfFontFile, 'rb').read()
fontString = [ord(x) for x in obfFontString]
foriinrange(16):
fontString[i] = ord(obfFontString[i]) * ord(fontKey[15-i])
fontString[i+16] = ord(obfFontString[i+16]) * ord(fontKey[15-i])
W -
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Remote Font Attack Ve'c.t'or-’

Key[0] fontKey[i] ;i Key[15]
F8 1E D8 17 36 AD 4C 71 88 D3 E5 A6 2F BA F8 34

fuzzed_2.ttf |

fontKey = keys.decode("hex")
obfFontString = open(ttfFontFile, 'rb').read()
fontString = [ord(x) for x in obfFontString]
foriinrange(16):
fontString[i] = ord(obfFontString[i]) * ord(fontKey[15-i])
fontString[i+16] = ord(obfFontString[i+16]) * ord(fontKey[15-i])
W -

LUSA 2013




Remote Font Attack Ve’c.t'or-’

Key[0] fontKey[i] ;i Key[15]
F8 1E D8 17 36 AD 4C 71 88 D3 E5 A6 2F BA F8 34

— J*MTTH

fuzzed_2.ttf |

fontKey = keys.decode("hex")
obfFontString = open(ttfFontFile, 'rb').read()
fontString = [ord(x) for x in obfFontString]
foriinrange(16):
fontString[i] = ord(obfFontString[i]) * ord(fontKey[15-i])
fontString[i+16] = ord(obfFontString[i+16]) * ord(fontKey[15-i])
W -
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Remote Font Attack Vec.tor"

e /~path~/Office Word/word/document.xml, we defined the value
of “w:rFonts w:ascii”, “w:hAnsi”, “w:sz w:val”, “w:szCs w:val”

=W hody=
=wep wersidR="000B1EDS" wirsidRPr="00E75B86" wirsidRDefault="00E75B86" >

oyl This element specifies a font

WIPr which shall be used to format

=w rFonts wiascii="MyFont' w:hAnsi="MyF ont'/= I
“hwIPr ! all characters
< pPr=
“wrwirsidRPr="00E75B86">
WP

=W IFonts wiascii="MyF ont" whAnsi="MyF ont'/=

R e This element specifies the
i font size. The element’s val
“wt: attribute are expressed as

&#112,8#113; .
> | half-point values

:"w r:

:“W p:

<y sectPrwirsidR="000B1EDA" w.rsidRPr="00E75B86" wrsidSect="000B1EDA"=
W pgSz ww="12240" w:h="15840">
=w pghar witop="1440" wiright="1440" wbottom="1440" w:left="1440" w header="720" w.footer="7 20" w.gutter="0"/=
“w.cols wispace="720"=
=W docGrid wlinePitch="360"/=

“hw sectPr=

< hody=

bléck' at
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Remote Font Attack Vector

v

» DocxGen »

o2

C:\Windows\system32\cmd.exe |

Organize v

 Favorites

fiw! Open ~

Bl Desktop
& Downloads

Recent Places

44 Libraries

| Documents
@' Music
b=/ Pictures

B videos

18 Computer
&, Local Disk (C:)
® Shared Folders (\\vn

€l Network

Sample.docx

Microsoft Office W

Share with ¥ Print

Name

lib
0] Sample.docx
v samplettf
~ ttfEmbeddedDocx.py

Title: Add a title

ord Document Authors: Add an auth

allfiles:

C:\Users\lclee_ux\Desktop\DocxGen>python ttfEmhbeddedDocx.py lih

*1ib\\docProps\\app.xml’ .
ble .xml’ .
prd\\theme\\themel.xml’ ]

[’ 1ib\\[Content_Typesl.xml’,

*1lib\\word\\settings.xml’ ,

*1lib\\docProps\\core.xml’ .,

?1lib\\custom&ml\\iteml .xml’ ,

*1lib\\word\\styles.xml’ .

F81ED81736AD4C?188D3ES5A62FBAF834
F81ED81736AD4C7188D3ESA62FBAF834

?1ib\\custom&m
? 1ib\\word\\document .xml’ .

’1lib\\word\\wehSettings .xml’ .,

libN\custom&ml\iteml .xml
lib\custom&ml\itemPropsl.xml
lib\custom&ml\_rels\iteml.xml.rels
lib\docProps\app.xml
lib\docProps\core.xml
lib\word\document .xml
lib\word\fontTable.xml
lib\word\settings.xml
lib\word\styles.xml
lib\word\wehSettings.xml

C:\Users\lclee_ux\Desktop\DocxGen>

M) e

Home Insert Page Layout References

Droid 140 ~|A A \5’/‘4

B 7 U ~abe x, x* Aa~||®~ A~

=|

Paste

Clipboard Font

Mailings Review View

| AaBbCeDc | AaBbCeDC AaBbC
|

T Normal

=|[i=-|

124 9|

7 No Spaci... Heading1l

IN\\itemPropsl.xml’
? 1ib\\word\\fontTa
? 1ib\\wo

( LA
Change | Editing
Styles ~ Y

Testing only!!

(] [

Page:1of1 = Words: 2

LUSA 2013







TrueType Fént Bugs

Microsoft has provided “exploitable” Windows debugging
extension for WinDBG, a powerful automated crash analysis and

security risk assessment tool

The tool was created by the MSEC Security Team and the latest
version 1.6.0 supported ARM crash dump

Based on our experience, the tool doesn’t much help in Windows
kernel crash dump

Use “lanalyze —v “ and manual tracing kungfu “ph”, “th”

VirtualKD is cool and improves your kernel debugging
performance with VMWare / VirtualBox , plus it is supported

Windows 8 now!!

bléck' at
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Bug #1 (CVE-2013-3129)

EXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXNXR
*

Bugcheck Analysis *
*

X XXXXXEHXXXXXEXXXEXXXXXXXXXXXXXXXXXXXXXXXXXXHXXXXXXEHXXXXXXHHXXXXXXXXXXXXXRNXXX

Uze lanalvze -v to get detailed debugging information.

BugCheck 50, {9079d004, 1, 8fdadS3e, 0}

Probably caused by : wind2k.sys ( wind2k!AddVertSmartScantSh )

Follovup: MachineQOwner

nt IRt lpBreakiithStatusInstruction:
81145304 cc int 3
kdy !load winext\msec.dll

kd» lexploitable

lexploitable 1.6.0.0

Warning: Unable to read from the TEB in the current thread.

Warning: Unable to read from the TEB in the current thread.

Exploitability Classification: EXPLOITABLE

Recomnended Bug Title: Exploitable - Write Access Violation in Kernel Memory starting at nt!RtlpBreakWithStatusInstruction+0xz0000000

?77?

A1l kernel node write access violations in kernel memory are exploitable.

- x—
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Bug #1 (CVE-2013-3129)

lkd> lanalvze —v
€ IE IE IE IE IE IE IE IE IE IE IE IE IE IE IE IE IE IE IE I IE IE IE IE IE IE I IE IE IE IE IE IE I IE IE IE IE IE IE I IE IE IE IE I IE I IE IE IE IE I IE I IE IE IE IE I IE IE IE IE I IE I IE I IE I I I I I
E 3
Bugcheck Analvy=sis %
E 3
€ IE IE IE IE IE IE IE IE IE IE IE IE IE IE IE IE IE IE IE I IE IE IE IE IE IE IE IE IE IE IE IE IE I IE IE IE IE IE I IE IE IE IE IE I IE I IE IE IE IE I IE I IE IE IE I IE I IE IE IE IE IE I IE I IE I I I I I

PAGE FAULT TN _HNONPAGED AREA (50)
Invalid system memory was referenced. This cannot be protected by trv—e=xcept.
it must be protected by a Probe. Tyvpically the addres=s i= just plain bad or it
is pointing at freed memoxry.
Arguments:
: 9079d004, memory referenced.
: 00000001, walue 0 = read operation. 1 = write operation.
8f453453e., If non—zero. the instruction address which referenced the bad memory
address.
00000000, {(reserved)

Debugging Details:

WRITE_ADDRESS: 9079d004 Paged =session pool
FAULTING_TIP:

win3zZk! AddVertSmartScan+5hb

8f45453= 668930 mow word ptr [esax].=1
MM _THTERNAL CODE: 0

IMAGE HAME: win3zZk =svs=

DEBUG_FLR_TMAGE TIMESTAMP: 51633932
MODULE_NAME: win32k

FAULTING_MODULE: 8f422000 win3Zk
DEFAULT_BUCKET__ID: WINS_DRIVER_FAULT
BUGCHECK_STR: AV

PROCESS HAME csress . exe

bléck' =14
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EXEXXXXXEXXEXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX
*

Bugcheck Analysis *
*

363636 36 3 36 3 36 3 36 3 36 3 36 3 36 3 36 3 36 3 36 3 36 3 36 3 36 3 36 3 36 3 36 3 36 2 36 26 36 36 36 26 36 26 36 26 36 26 36 26 36 26 36 26 36 36 36 2636 2636 3636 3636 36 36 36 36 K XK XK KX
Use lanalyze -v to get detailed debugging information.
BugCheck 7F, {8, 80£94000, 0, 0}

Probably caused by : wind2k.sys { win32k!itrp_CALL+8 )

Followup: MachineOwner Instruction virtual
machine??

nt IRt 1pBreakWithStatusInstruction:
81211304 cc int 3
kdy !load winext\msec.dll

kdy lexploitable

lexploitable 1.6.0.0

Warning: Unable to read from the TEBE in the current thread.

Exploitability Classification: UNKNOWN

Recomnended Bug Title: BugCheck starting at nt!RtlpBreakWithStatusInstruction+0x0000000000000000 (Hash=0xdl2ccbla.(x712c

4 BugCheck was detected, but no further information about the severity could be determined. ??7?

blackhat
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Bugcheck Analvsis

€ IE IE IE IE IE IE IE IE IE IE IE IE IE IE IE IE I IE IE I IEIE IE IE I IE I IEIE I IE I IEIE I IE I IE I IEIE I IE I IE I IE IE I IEIE IE I IE I IE IE I IE I I IE I IE I I IE I IE I I I I I I I

UNEXPECTED KERNEL MODE_TRAP (7f)
Thi= means a trap occurred in kernel mode, and it's a trap of a kind
that the kernel isn't allowed to have-catch (bound trap) or that
i= always instant death (double fault). The first number in the
bugcheck param= i= the number of the trap (8 = double fault., etc)
Con=ult an Intel =86 family manual to learn more about what these
traps are. Here is a *portion* of those codes:
If kv shows a taskGate

use .t== on the part before the colon. then kw.
El=e i1f kv shows a trapframe

use .trap on that wvalue
El=se

.trap on the appropriate frame will show where the trap was taken
{(on =86, thi= will be the ebp that goes with the procedure KiTrap)

Endif
kb will then show the corrected stack.
Arguments:
00000008, EXCEPTIOH_ _DOUBLE FAULT
80£94000
goooooDoOo
goooo0ooo0

Debugging Details:

BUGCHECK_STR: 0=7f_8

TSS gooooo28 — [  t== 287

cax=8f8eb5b3 ebx=ala8?ct ecx=alaBidide ed=x=0000002b e=si=alag8dide edi=ala870c0
=1p=8f8ebSbb e=p=8b728ffd4 ebp=8b72901c iopl=0 nv up i ng nz na po nc
c==0008 ===0010 d==0023 e==0023 f==0030 g==0000 efl=00010282
win3dzZklitrp CALTL+0=x8:

8f8ebSbb 56 push esi

Resetting default scope

DEFAULT BUCKET_ID: WINS_DRIVER FAULT
PROCESS HAME : cEr==.exXe ]

black"at
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36 36 36 36 36 36 36 36 36 36 36 36 36 36 36 36 36 6 36 36 36 36 36 36 6 36 36 36 36 36 36 6 36 36 36 36 36 36 6 36 36 36 36 36 36 36 36 36 36 36 36 36 6 36 36 36 36 36 36 6 36 36 36 36 36 36 6 36 36 36 36 36 36 36 3 XX ¥
*

Bugcheck Analysis *
*
36 36 36 36 36 36 36 36 I 36 36 3 3 I I I IE 6 I I I I I IE I I I I I I IE I I I I I I IE I I I I I I IE I I I I I I I I I I I I I I 6 I I I I I I I I I I I I I HHH

Uze lanalvze -v to get detailed debugging information.
BugCheck 7F, {8, 81136000, 0, 0}
Probably caused by : win3d2k.sys ( win3d2k!itrp MDRP+31 )
. MachineOwner
Instruction virtual
machine??

kd> !load winextmsec.dll
kd> lexploitable

lexploitable 1.6.0.0

Warning: Unable to read from the TEE in the current thread.

Exploitability Classification: UNKNOUWN

Recommended Bug Title: BugCheck starting at nt!RtlpBreakWithStatusInstruction+0x0000000000000000 (Hash=0xdlZccbla.0x5d94

A BugCheck was detected, but no further information about the severity could be determined.

-
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363636 36 36 36 36 36 36 36 36 36 36 36 36 36 36 36 36 36 36 36 36 36 36 36 36 36 36 36 36 36 36 36 36 36 36 36 36 36 36 36 36 36 36 36 36 36 36 36 36 36 36 36 36 36 36 36 36 36 36 36 36 36 36 36 36 36 36 36 36 3 3 H K XX
*

Bugcheck Analysis *
*

3636 36 36 36 36 36 36 3 36 36 36 36 3 36 36 3 3 36 36 36 3 36 36 3 3636 36 36 I 36 36 3 36 I 36 36 I 366 3 36 I I 3 I I 6 I 36 I I 3 I I3 I I I I3 I I3 I I I I I I KK HH
se lanalyze -v to get detailed debugging information.
ugCheck 7F, {8, 812de6000, 0, 0}

robably caused by : win32k.sys ( win32klitrp DIV+6e )

Followup: MachineOwner Instruction virtual
machine??

nt |RtlpBreaklWithStatusInstruction:
81557304 cc int 3
kd> !load winext\msec.dll

kd> lexploitable

lexploitable 1.6.0.0

arning: Unable to read from the TEB in the current thread.

Exploitability Classification: UNKNOWN

ecommended Bug Title: BugCheck starting at nt!RtlpBreakWithStatusInstruction+0x0000000000000000 (Hash=0xdlZ2ccbla.0=x24f3

A BugCheck was detected, but no further information about the severity could be determined.

-
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Many crash dump happened in our fuzzing process. Now what we
concern is, exploitable? Or able to control EIP?? Or just BSOD??

In bug #1, we fuzzed on GLYPH table in TrueType Font files.

For bug#2, bug#3, bug#4, we fuzzed on FPGM table in TrueType
Font files

Some bugs very interesting and able to embed into Microsoft
Office Word or browser to launch the remote Windows kernel
attack

Some bugs just didn’t work once the font is embed into Office
Word or browser

bléck' at
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Demonstration




Some thes.,.

* Delete the glyph from the TrueType Font sample and concentrate
on a few glyph before you start to fuzz, or else the reverse
engineering or root cause finding process going to kill you!!

 Two TrueType font tests need to include:
— Open the TrueType Font file using FontView.exe

— Calling the glyph index from character map and display the
text in different size

Do not fuzz and display the text start at font size 0, Microsoft
Office does not accept font size 0

bléck' at
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Some thes.,.

* Many open source tool help you on TrueType Font fuzzing:
— FontForge
— Microsoft Typography Tools — FontTools.exe
— 010 Binary Editor
— VirtualkKD
* Many commercial (SS) tool help you on TrueType Font editing:
— Fontlab Studio 5
— Fontographer
— BitFonter
* Happy TTF Fuzzing!!

bléck' at
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