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whoami	
  

• BSEE,	
  digital	
  communica0ons	
  
• Many	
  years	
  as	
  a	
  network	
  engineer	
  
• Santa	
  Clara	
  University	
  Law	
  student	
  
• Research	
  assistant	
  providing	
  technical	
  exper0se	
  
on	
  privacy	
  audits	
  and	
  reviews	
  



Standard	
  Disclaimer	
  

IANAL	
  (Yet)	
  



THE	
  PROBLEM	
  



What’s	
  up	
  with	
  the	
  FCC?	
  
• Senator	
  Franken	
  became	
  alarmed	
  about	
  
CarrierIQ	
  (Thanks	
  to	
  all	
  the	
  hacking!)	
  	
  
• Requested	
  info	
  from	
  the	
  carriers	
  on	
  their	
  use	
  of	
  
this	
  technology.	
  
• Pe00oned	
  the	
  FCC	
  for	
  new	
  rules	
  to	
  stop.	
  
• FCC,	
  following	
  rulemaking	
  process,	
  issued	
  No0ce	
  
and	
  opened	
  up	
  for	
  comments.	
  



FCC’s	
  Interes0ng	
  Ques0ons	
  
•  “What	
  privacy	
  and	
  security	
  obliga0ons	
  should	
  apply	
  to	
  
customer	
  informa0on	
  that	
  service	
  providers	
  cause	
  to	
  be	
  
collected	
  by	
  and	
  stored	
  on	
  mobile	
  communica0ons	
  
devices?”	
  
•  “How	
  does	
  the	
  obliga0on	
  of	
  carriers	
  to	
  ‘take	
  reasonable	
  
measures	
  to	
  discover	
  and	
  protect	
  against	
  aWempts	
  to	
  gain	
  
unauthorized	
  access	
  to	
  CPNI’	
  apply	
  in	
  this	
  context?”	
  
•  “What	
  should	
  be	
  the	
  obliga0ons	
  when	
  service	
  providers	
  use	
  
a	
  third	
  party	
  to	
  collect,	
  store,	
  host,	
  or	
  analyze	
  such	
  data?”	
  
•  Many	
  more	
  good	
  ones!	
  	
  



What	
  IS	
  CPNI	
  anyway?	
  

•  Informa0on	
  
– Rela0ng	
  to	
  the	
  “quan0ty,	
  technical	
  configura0on,	
  type,	
  
des0na0on,	
  loca0on,	
  and	
  amount	
  of	
  use	
  of	
  a	
  
telecommunica0ons	
  service.”	
  
– Made	
  available	
  to	
  the	
  carrier	
  by	
  the	
  customer	
  solely	
  by	
  
virtue	
  of	
  the	
  carrier-­‐customer	
  rela0onship	
  

• Also	
  billing	
  informa0on.	
  
• Can	
  not	
  be	
  used	
  to	
  market	
  to	
  a	
  Telco’s	
  own	
  
customers.	
  

22	
  USC	
  §	
  47	
  (h)(1)	
  

Verizon	
  California,	
  Inc.	
  v.	
  F.C.C.,	
  555	
  F.3d	
  270	
  (D.C.	
  Cir.	
  2009)	
  



Oh,	
  and	
  by	
  the	
  way	
  

• CPNI	
  must	
  be	
  disclosed	
  to	
  the	
  customer	
  upon	
  
request.	
  
– Loca0on	
  data	
  is	
  currently	
  not	
  available	
  to	
  the	
  
consumer	
  from	
  any	
  telco.	
  

• Knowing	
  what	
  they	
  know	
  would	
  be	
  interes0ng,	
  
wouldn’t	
  it?	
  



AGAINST	
  REGULATION?	
  



Carriers’	
  Comments	
  

• The	
  industry	
  does	
  just	
  fine	
  regula0ng	
  itself.	
  	
  
• This	
  is	
  the	
  purview	
  of	
  the	
  Federal	
  Trade	
  
Commission	
  and	
  will	
  cause	
  conflicts.	
  
• The	
  FCC	
  does	
  not	
  have	
  the	
  authority	
  to	
  regulate	
  
handsets.	
  
• The	
  informa0on	
  the	
  industry	
  collects	
  is	
  necessary	
  
to	
  insure	
  good	
  service.	
  



Industry	
  Self-­‐Regula0on	
  

• Aier	
  people	
  objected,	
  CarrierIQ	
  was	
  “killed”	
  
– Industry	
  is	
  bringing	
  it	
  back	
  under	
  new	
  names	
  
– T-­‐Mobile	
  calls	
  the	
  app	
  “System	
  Administrator”	
  

• Some	
  carriers	
  are	
  now	
  openly	
  selling	
  user	
  data	
  
– Verizon	
  markets	
  user	
  data	
  online	
  	
  
– Suggests	
  adver0sers	
  “re-­‐correlate”.	
  

• How	
  is	
  this	
  even	
  pretending	
  there	
  is	
  self-­‐
regula0on?	
  



Federal	
  Trade	
  Commission’s	
  Role	
  
• FTC	
  is	
  deeply	
  involved	
  in	
  improving	
  mobile	
  
privacy,	
  par0cularly	
  with	
  applica0ons.	
  
• FTC	
  has	
  no	
  authority	
  over	
  carriers	
  and	
  their	
  
rela0onships	
  with	
  their	
  customers.	
  
• FTC	
  has	
  issued	
  a	
  statement	
  in	
  support	
  of	
  further	
  
CPNI	
  regula0on.	
  



Insuring	
  Good	
  Service	
  

• Anyone	
  remember	
  the	
  arguments	
  for	
  the	
  
Carterfone	
  Decision?	
  
• Similar	
  “quality”	
  argument	
  here.	
  
• Becomes	
  an	
  argument	
  for	
  including	
  data	
  
collected	
  in	
  CPNI:	
  
– Informa0on	
  “necessary	
  for	
  the	
  opera0on	
  of	
  the	
  
network.”	
  

13	
  F.C.C.2d	
  420	
  (1968)	
  



Alarm	
  Industry’s	
  Point	
  
• New	
  technologies	
  cross	
  boundaries	
  
• Embedded	
  devices	
  increasingly	
  include	
  cellular	
  
• Blurry	
  line	
  between	
  intrusive	
  data	
  collec0on	
  and	
  
advanced	
  loca0on	
  func0onality	
  
• Nuanced	
  approach	
  required	
  to	
  not	
  limit	
  to	
  
“handsets”	
  but	
  to	
  “devices”	
  
• Customer	
  knowledge	
  and	
  ability	
  to	
  control	
  key	
  



A	
  Workable	
  Solu0on?	
  



Two	
  Approaches	
  to	
  Regula0on	
  

1. 	
  Give	
  consumers	
  more	
  control	
  
– Consumers	
  oien	
  are	
  preWy	
  clueless	
  
– Many	
  don’t	
  care	
  about	
  that	
  control	
  

2. 	
  Hold	
  carriers	
  more	
  accountable	
  
– Consumer	
  choice	
  could	
  be	
  lei	
  behind	
  
– Poses	
  enforceability	
  issues	
  



What	
  Should	
  Regula0on	
  Look	
  Like?	
  

• Carriers	
  must	
  be	
  held	
  accountable	
  (under	
  CPNI	
  
order)	
  for	
  everything	
  the	
  consumer	
  cannot	
  control.	
  
– Opt-­‐in	
  schemes	
  with	
  opt-­‐out	
  available	
  any	
  0me	
  
– How	
  much	
  data	
  is	
  really	
  necessary	
  if	
  they	
  can’t	
  sell	
  it?	
  

• Carriers	
  need	
  incen0ve	
  to	
  grant	
  users	
  who	
  want	
  it	
  
control.	
  
– Carriers	
  become	
  responsible	
  for	
  any	
  data	
  breach	
  on	
  an	
  
unlocked	
  phone	
  



Added	
  Bonus	
  for	
  Loca0on	
  Privacy	
  

• Loca0on	
  should	
  be	
  included	
  in	
  CPNI.	
  
– Far	
  less	
  ambiguity	
  for	
  law	
  enforcement	
  requests	
  for	
  
loca0on	
  tracking	
  data.	
  
– Would	
  require	
  Pen/trap	
  (judicial)	
  order.	
  
– S0ll	
  easier	
  to	
  get	
  than	
  4th	
  Amendment	
  probable	
  cause	
  
search	
  warrant.	
  



Likeliness	
  of	
  Change	
  

• Poli0cs	
  are	
  in	
  a	
  pro-­‐privacy	
  upswing	
  now.	
  
– Many	
  Senators	
  are	
  making	
  a	
  stand	
  
– White	
  House	
  created	
  a	
  privacy	
  ini0a0ve	
  

• Even	
  the	
  GAO	
  has	
  signaled	
  the	
  need	
  for	
  greater	
  
privacy	
  controls.	
  
•  “Defense”	
  and	
  “law	
  enforcement”	
  arguments	
  are	
  
irrelevant	
  here.	
  



Conclusions-­‐Predic0ons	
  

• There	
  will	
  probably	
  be	
  new	
  regula0on	
  soon	
  
• The	
  Telcos	
  will	
  sue,	
  challenging	
  the	
  
statutory	
  basis	
  for	
  the	
  regula0on.	
  
– Telcos	
  will	
  try	
  to	
  keep	
  it	
  0ed	
  up	
  in	
  court.	
  
– They	
  will	
  not	
  win	
  (out	
  on	
  a	
  limb	
  here).	
  

• Enforcement	
  will	
  become	
  a	
  huge	
  mess.	
  
• Consumers	
  will	
  s0ll	
  benefit	
  from	
  regula0on	
  



Thank	
  You	
  



2007	
  Update	
  Process	
  

• March	
  15	
  2006	
  No0ce	
  issued.	
  
• Similar	
  comment	
  period.	
  (30	
  day	
  comment,	
  30	
  
day	
  reply)	
  
• 399	
  docs	
  logged	
  -­‐	
  only	
  37	
  here.	
  	
  Why?	
  
• Sunshine	
  Act	
  mee0ng	
  July	
  6,	
  2006	
  
• Rule	
  posted	
  June	
  8,	
  2007	
  



Complete	
  List	
  of	
  Ques0ons	
  
1.  How	
  have	
  [data	
  privacy]	
  prac0ces	
  evolved	
  since	
  we	
  collected	
  informa0on	
  on	
  this	
  issue	
  in	
  the	
  2007	
  Further	
  No0ce?	
  	
  
2.  Are	
  consumers	
  given	
  meaningful	
  no0ce	
  and	
  choice	
  with	
  respect	
  to	
  service	
  providers’	
  collec0on	
  of	
  usage-­‐related	
  informa0on	
  on	
  

their	
  devices?	
  	
  
3.  Do	
  current	
  prac0ces	
  serve	
  the	
  needs	
  of	
  service	
  providers	
  and	
  consumers,	
  and	
  in	
  what	
  ways?	
  	
  
4.  Do	
  current	
  prac0ces	
  raise	
  concerns	
  with	
  respect	
  to	
  consumer	
  privacy	
  and	
  data	
  security?	
  	
  
5.  How	
  are	
  the	
  risks	
  created	
  by	
  these	
  prac0ces	
  similar	
  to	
  or	
  different	
  from	
  those	
  that	
  historically	
  have	
  been	
  addressed	
  under	
  the	
  

Commission’s	
  CPNI	
  rules?	
  	
  
6.  Have	
  these	
  prac0ces	
  created	
  actual	
  data-­‐security	
  vulnerabili0es?	
  
7.  Should	
  privacy	
  and	
  data	
  security	
  be	
  greater	
  considera0ons	
  in	
  the	
  design	
  of	
  soiware	
  for	
  mobile	
  devices,	
  and,	
  if	
  so,	
  should	
  the	
  

Commission	
  take	
  any	
  steps	
  to	
  encourage	
  such	
  privacy	
  by	
  design?	
  	
  
8.  What	
  role	
  can	
  disclosure	
  of	
  service	
  providers’	
  prac0ces	
  to	
  wireless	
  consumers	
  play?	
  	
  
9.  To	
  what	
  extent	
  should	
  consumers	
  bear	
  responsibility	
  for	
  the	
  privacy	
  and	
  security	
  of	
  data	
  in	
  their	
  custody	
  or	
  control?	
  
1.  Whether	
  the	
  device	
  is	
  sold	
  by	
  the	
  service	
  provider;	
  
2.  Whether	
  the	
  device	
  is	
  locked	
  to	
  the	
  service	
  provider’s	
  network	
  so	
  that	
  it	
  would	
  not	
  work	
  with	
  a	
  different	
  service	
  provider;	
  	
  
3.  The	
  degree	
  of	
  control	
  that	
  the	
  service	
  provider	
  exercises	
  over	
  the	
  design,	
  integra0on,	
  installa0on,	
  or	
  use	
  of	
  the	
  soiware	
  that	
  collects	
  and	
  stores	
  

informa0on;	
  
4.  The	
  service	
  provider’s	
  role	
  in	
  selec0ng,	
  integra0ng,	
  and	
  upda0ng	
  the	
  device’s	
  opera0ng	
  system,	
  preinstalled	
  soiware,	
  and	
  security	
  capabili0es;	
  
5.  The	
  manner	
  in	
  which	
  the	
  collected	
  informa0on	
  is	
  used;	
  	
  
6.  Whether	
  the	
  informa0on	
  pertains	
  to	
  voice	
  service,	
  data	
  service,	
  or	
  both	
  
7.  The	
  role	
  of	
  third	
  par0es	
  in	
  collec0ng	
  and	
  storing	
  data.	
  

10. Are	
  any	
  other	
  factors	
  relevant?	
  	
  
11. If	
  so,	
  what	
  are	
  these	
  other	
  factors,	
  and	
  what	
  is	
  their	
  relevance?	
  	
  
12. What	
  privacy	
  and	
  security	
  obliga0ons	
  should	
  apply	
  to	
  customer	
  informa0on	
  that	
  service	
  providers	
  cause	
  to	
  be	
  collected	
  by	
  and	
  

stored	
  on	
  mobile	
  communica0ons	
  devices?	
  	
  
13. How	
  does	
  the	
  obliga0on	
  of	
  carriers	
  to	
  “take	
  reasonable	
  measures	
  to	
  discover	
  and	
  protect	
  against	
  aWempts	
  to	
  gain	
  unauthorized	
  

access	
  to	
  CPNI”	
  apply	
  in	
  this	
  context?	
  
14. What	
  should	
  be	
  the	
  obliga0ons	
  when	
  service	
  providers	
  use	
  a	
  third	
  party	
  to	
  collect,	
  store,	
  host,	
  or	
  analyze	
  such	
  data?	
  	
  
15. What	
  would	
  be	
  the	
  advantages	
  and	
  disadvantages	
  of	
  clarifying	
  mobile	
  service	
  providers’	
  obliga0ons,	
  if	
  any,	
  with	
  respect	
  to	
  

informa0on	
  stored	
  on	
  mobile	
  devices—for	
  instance	
  through	
  a	
  declaratory	
  ruling?	
  	
  
16. What	
  are	
  the	
  poten0al	
  costs	
  and	
  benefits	
  associated	
  with	
  such	
  clarifica0on?	
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FCC’s	
  Authority	
  to	
  Regulate	
  
• FCC	
  has	
  statutory	
  authority	
  to	
  regulate	
  telephone	
  
privacy	
  since	
  1934.	
  
• CPNI=Customer	
  Proprietary	
  Network	
  Informa0on	
  
• Mobile	
  privacy	
  has	
  been	
  included	
  since	
  2007	
  
• FCC	
  considered	
  Handsets	
  but	
  so	
  far	
  excluded	
  
them	
  from	
  CPNI	
  order	
  so	
  far.	
  



Arguing	
  for	
  Consumer	
  Protec0on	
  

•  The	
  EFF	
  (naturally)	
  
•  Electronic	
  Privacy	
  	
  Informa0on	
  Center	
  (Ini0ated	
  2007	
  CPNI	
  order	
  covering	
  mobile)	
  
•  Center	
  for	
  Democracy	
  and	
  Technology	
  
•  Center	
  for	
  Digital	
  Democracy	
  
•  Future	
  of	
  Privacy	
  Forum	
  

•  MA	
  AG	
  &	
  Dept.	
  of	
  Telecommunica0ons	
  
•  Catholic	
  Bishops	
  (with	
  other	
  clergy)	
  
•  Hispanic	
  Technology	
  &	
  Telecommunica0ons	
  Partnership	
  (HTTP)	
  
•  A	
  private	
  ci0zen	
  
•  Only	
  35	
  total	
  comments	
  
•  Most	
  discuss	
  need	
  for	
  regula0on	
  rather	
  than	
  the	
  form	
  it	
  should	
  take.	
  



Who	
  Owns	
  Malware?	
  

• Obviously	
  the	
  hacker	
  does.	
  
•  Just	
  a	
  bit	
  hard	
  to	
  regulate	
  hackers	
  
• Assignment	
  of	
  responsibility	
  could	
  be	
  used	
  as	
  
incen0ve	
  
– Incen0ve	
  to	
  accountable	
  carriers	
  to	
  provide	
  beWer	
  
security	
  
– Incen0ve	
  for	
  carriers	
  to	
  grant	
  users	
  control	
  	
  



Also	
  Against	
  Regula0on	
  

• The	
  usual	
  adver0sing	
  subjects:	
  
– Direct	
  Marke0ng	
  Associa0on	
  
– Interac0ve	
  Adver0sing	
  Bureau	
  

• Alarm	
  Industry	
  Communica0ons	
  CommiWee	
  
• Consumer	
  Banker	
  Associa0on	
  
• Nothing	
  much	
  new	
  to	
  offer	
  


