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» Forensic software needs a function
viewing file content

— Most commercial tools adopt the same
library

* e.g., EnCase, FTK, X-Ways, etc..
» Oracle Outside In Technology [1]

— analyze/extract/convert over 500 different
file types data

— also used by enterprise software

- e.g., Microsoft Exchange, Cisco Security Agent,
IBM OmniFind Enterprise Edition, McAfee
GroupShield, Symantec Enterprise Vault
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« Several bugs of Oracle Outside In were
reported last year 2!

« If still exploitable, lots of forensic
Investigators are exposed to risks when
viewing/processing crafted malicious files
— process hang-up
— malware infection with privilege
— other anti-forensic techniques

« e.g., data alternation or hiding, evidence deletion

« Researched about the exploitability
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« The fuzzer using EnCase
— MiniFuzz (3!
— EnCase EnScript
— kernel driver

call Outside In function _
EnCase EnScript &

mutate files & run EnCase

MiniFuzz
prevent
_ detection
black""at
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« EnScript methods calling Outside In

— DocumentClass

 GetDocView

— Returns a list containing one image for each page in
the document

« WriteTranscript
— Returns a text extracted from the document

« One pitfall
— EnScript can’t receive command-line
arguments
« Use 3rd party tool 4!
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Process to fuzz:

Command line args:

Shutdown method:

|O:¥Prngram Files¥EnCasef] J6¥EnTaze cxe

Browse I

|—r C¥work¥minifuzz¥fuzz_Outgideln EnScript ¥1

Allow process to run forlzD-D E secs,
| Thread Thjsction x| Shutdown delay: IU.5 = secs. N

kodaira=Tem01 keiljzxuppt
| zakyateiti-ikux 5.2 d jtd

353 KB JTD ZF.

201211407 1208

2012146 802

—Settings

Template files:
Temporary files:
Log files:

Crazh files:

fEgressiveness:

|O:¥w0rk¥minifuzz¥templates¥

C¥work¥minifuzz¥te mp¥
Crfmork¥minifuzziélog=i

Crfmork¥minifuzzorazhes¥

1

Birowse I

V¥ Always on Top

Start Fuzzing I stop) Fuzzine: | Yiew Log Dir TES Settines... |

Help | Bbout

—Progress

100505342 s

# Fuzzed files: 170827 # Failures: 2

1308 5370 EnCaze.cxe
a0z 5285 EnCaseexe

00000024 first chance address=0x18b2bcd
00000005 unhandled address=0x7-968c0b

781 KB
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« Two examples

— Process hang-up using infinite loop DoS
vulnerability

— Arbitrary code execution using heap overflow
vulnerability
« Tested versions
— 8.3.5 (too old!) on EnCase 6
« To tell the truth, most EnCase users prefer 6 to 7 ©

— 8.3.7 on X-Ways Forensics

« X-Ways recommends 8.3.7 instead of 8.4.1 for web
history examination

— 8.4.0 on EnCase 7
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« Included in the function parsing Hangul Word
Processor format document

— A malicious file can cause infinite loop in
vshwp2.dll

« JVN#68663052 [°] (CVE-2013-3776 16))
— Affected version: 8.4.1 and earlier

108, [edi+OCh] = o




« 8.4.0 on EnCase 7/
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; converting endian?

:I:I: - ar_:Jr ructl.field 0_buffer_len], -1 ° I n C I u d e d I n t h e

function parsing
Ichitaro format
document

— A malicious file can

overwrite heap
chunks

« JVN#07497769 L8]
(CVE-2013-3781 [3))
ot Lesordtheustr_len — Affected version:
8.3.7 and earlier

— Resolved on July
16th, 2013 7]
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» Vista or later Windows OS adopt various
mitigation techniques to Prevent an
exploitation of heap overflow [10]

— Look-aside lists have been replaced by the Low
Fragmentation Heap (LFH)

— heap entry metadata randomization

— randomized heap base address
— eftc...

« One promising method is overwriting function
pointers in heap chunks

— But the offset values to them are not constant
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. Heap spraying is a payload delivery
technique

— It allows us toCFut our shellcodes at a
predictable address (e.g., 0x0c0c0c0c)

« We need to fill chunks of memory in the
heap before gaining control over EIP

 How?
— Javascript or vbscript in web browsers

— Javascript or ActionScript in Adobe Reader
— ? in forensic software

black b
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» Bitmap heap spraying (1] is an effective
technique because forensic investigators
often examine image files

» Most forensic software supports
displaying several images at the same

time

— EnCase
- “Bookmark Page as Image” in Doc view
« Make the bookmarked images “set-included”

— X-Ways Forensics
« Double-click image files
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Heap Spraying with Bitmap
Images: Example on EnCase 6

rl22CE2a SEHZ 83610860
T122CE2C 2SBS0 AC
r122CE2F 237E BC Bo
Tl122CE33 =)

Tl22CE34 =T

Tl22CE35|~ 74 BB
T122CE3V SB43 @C
T122CE3A SEE3

Tl22CE3C =1t

Tlz22CE30 FFO1

Tl122CE3F F2c4 84
rl22CE42 2B43 28
T122CE45 25Cca

T122CE47 SB35 QEEODSF]
Tlz2z2CE4D ZE30
T122CEE3|~ 74 BE

Mol EBFP, OWORD PTR OS5: CERX+183]
Mol EB, OWARD PTR S5: CEBF+C]
CHF DWORD FTR DZ:[EE<+CI. 8
FUSH ESI

FUSH EOI

Mol ER:, OWARD PTR OS5: CEBR+C]
Mol ECH, OWAORD PTR O5: [EAx]
FUSH ER

CALL ECH

AOO ESF, 4

Mol ERE, OWaRD FTR OS5: CERR+281
TEST ER=,ERX

Mol EST, DWORD PTR DS: [<&%KERMELZZ.H
HOL EOI,OWORD PTR DS: [<&KERMELZZ.15

kernel22.HeapFres
kerne 22, GetProcessHeap

EE
ESF
EEF
ESI
EDI

EIF

OO WMo
VEE G0 S B )

ACACACAC
Ba120FA4
ACECAECAC
HEZ9EESS
FrCiF198 kernel32.HeapFree

BCECACEC

ES BEZ22 ZIZbit BIFFFFFFFF]
CS BElE 2Zbit BIFFFFFFFF)
S5 BE22 3Z2bit BIFFFFFFFF)
0S5 BEz22 22bit BIFFFFFFFF)
FS BE3E 32bit FFFOEQEBELFFF)

71Z2CEEE| G@ FUSH EAX

7iZ2CEEG|  6A o FUSH & 55 BEag MULL

plzecEssl  EEDY ELEH B LastErr ERROR_SUCCESS (@008

7iZ2CEEE| FFODE CALL EZI EFL B@RBEZA6 (MO, HE,HE,H, NS, PE, GE

71Z2CEED| G2 FUSH EE

71ZZCEEE| 220E “0R EEX, EEX 1§ gnetw 8.8

F122CEGE| 53 FUSH EEX a1 Empt” Al

F122CE&1| FFO7 CALL EOI a1s Emgtﬂ Al

71Z2CEE3| ©@ FUSH EAX o1 ot B

7iZ2CEE4| FFOE CALL EZI e bt B g

7iZ2CEEE| SECE G4 MO EDH, OWORD FTR S5:[EBF+4] ST ot B a

TizEtEes B2 Fhan E ST7 empty 139837, 35335454352540

SRR EE— FST @126 Cond @ 8 @ 1 Err @ @ 1
FCW B27F Frec HEAR,S52  Hask 1

Oddre=z | Hex dump F122CE3F| RETUREH tao sccch.@7122CE3F

BCECACHC aLacacac

BCACACLC YrC1F193 BETURH to kernel232.HeapFree

BCECACEC Q= LSS

BCECACED QaEagal 4

BCECACAL AEARAGAG

BrerarC BA120FEC| 71221100 RETURN to scoch.71221100 from scc
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« 8.3.5 0n EnCase 6
« 8.3.7 on X-Ways Forensics
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* Not necessarily succeed

— Function pointers called in a short time
should be included in overwritten area

« e.g., sccch/sccut/sccvw, ole32, etc..

— current success probability
« EnCase 6
— 40-50%
« X-Ways
~ 10-20%
— To improve the probability, we need to
manipulate heap chunk layout before
causing overflow ®

black b
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Prevention of Arbitrary Code
Execution using Heap Overflow

« Developers should
— check buffer boundary to prevent overflow

— enable “HeapEnableTerminateOnCorruption”
« Use HeapSetInformation [12] API

- If a heap corruption detected, the process terminates
Immediately

— 0xc0000374 (STATUS_HEAP_CORRUPTION)

[8l o0 - main thr3ad, mOdule EnCase
FF15 Coz4B480 | CALL DWoRD F'T_H O5: Lo KERMEL 22 HeapSet Il kerne 132 HeapSet Informat Lon

BOACEIGZ| 950 FC MO DWORD PTR S5:CEEFP-41,EEX Er BOEREEAS
BOAEEIEE| E41A1 18@PAEEE[HMOU EAX, DWORD FTR FS:[ 18] B e
BOAEEIEC| EETE 69 MO ESI.DWORD PTR DOS: CEAX+4] ECh Baaaaaeg
BOASEIEF| 950 OC MO\ OWORD PTR SS:[EEF-241,EEX EE Soenann
BEASE1GZ| EF 2COZF28@ | MOU EDI, EnCasze, BEFS922C
ESF GZEAFEZ24
BOASELEY| 53 PUSH EBH
EEF GZEAFEE®
BOACEIES| E6 PUSH EST
EZ] GEDABGES
BAASE1SS) &7 PUSH EDI ED] ©A481068 EnCase.B@04810608
BAAEE1EA| FFLE 2824B48@ |CALL DWORD FTR DS:[<&KERMELZZ. Inter lock| kerne 132, Inter lockedCompareEs .
BOAEE17A| ZECE CHF EAM, EEX EIF BAASE140 EnCaze.B@BASE14D

HEASELYZ| -~ 74 19

C B ES BE@22 32bit BIFFFFFFFF]
BOFEEIZE | 2t 6a Me SHORT b F 1 CS @8@lE 32bit B(FFFFFFFF)
GEFSELTE|  Z3FA wnF ESI.ESI A B 55 @EzZ2 232bit @IFFFFFFFEF]
GEASELTAl A& TAC ES1' £ 1 DS @Ez2 22bit BLFFFFFFFE)
. _ 5 B FS BRSE 2Zbit YFFOFGEE(FFF
BBHSELYE| 8975 OC ML OWORD PTR 55: CEEF-241,ESI TE G5 @eEd HOLL
HARSELVE| - EE 1H JMP SHORT EnCase. AHHSELSE ]
05: [BEE4234C21=FCE39499 (kerne l22.HeapSet Informat ion 0 B LasztErr ERROF_SUCCESS (GGE
EFL @@@oEz4s (MO, MNE,E,BE,HS,.FE,
STA _emoty —UINOBM OABS ATACATRL

Oddress " BZCAFE=2+ Pt T T T T T T

BDE43E0E | £D 4 S0l e , (W | ooeepeal| | Araz = BEOEAEEL
Ahb4aaze| b5 sl Thad-Sh gggé%gég LArg4 = GEEEREEE
BaE 3540 B2 Pt IS ] BE461008 | EnCase . 0A401066
PB4 3850 | 53 BTt ot bl BEARAAES




Disable the operation for bitmap heap spray
— EnCase 6

« [Tools] -> [Options] -> [Global]

« uncheck “Enable Pictures in Doc View”

— X-Ways Forensics
« [Options] -> [Viewer Programs]
« uncheck “For pictures, too”

Picture Oplions

Iv Enable Picture Viewer Viewer Proerams

Iv Enable ART image display
& separate viewer comparent | For pictures, oo

Invalid picture timeout (seconds) o

| 1 3 [ Wiew multiple pictures simultaneously

| Enable Pictures in Doc View
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 Use the latest version

— 8.4.0 or later seems to fix most bugs
discovered by my fuzzer

« Do not use EnCase 6 / X-Ways with 8.3.7
« Do not install file viewer

— We can install EnCase/X-Ways without
Outside In

« Configure for exploit mitigation [13!
—e.qg., EMET, AppLocker, etc...
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» Know the risk when examining unknown
files acquired in forensic investigation

— The file viewer component is fragile

« The two bugs may be just a little bit of the
problem

— Investigators should pay attention to the
security settings of their workstations
- Forensic software vendors tend to use an
old version of the component

— They should update their products as soon
as the latest version is released
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Questions?
(twitter: @cci_forensics)

Please complete the Speaker
Feedback Surveys

bl?ck hat
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[1] Oracle Outside In Technology _
<http://www.oracle.com/us/technologies/embedded/025613.htm>

[2] Oracle Outside In contains multiple exploitable vulnerabilities
<https://www.kb.cert.org/vuls/id/118913>

[3] SDL MiniFuzz File Fuzzer
<http://www.microsoft.com/en-us/download/details.aspx?id=21769>
[4] Command Line DLL.zip <http://www.swiftforensics.com/p/downloads.html|>

[5] JVN#68663052 Oracle Outside In vulnerable to denial-of-service (DoS)
<http://jvn.jp/en/jp/IVN68663052/index.html|>

[6] CVE-2013-3776 <https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2013-3776>

[7] Oracle Critical Patch Update Advisory - July 2013 _
<http://www.oracle.com/technetwork/topics/security/cpujuly2013-1899826.html|>

[8] JVN#07497769 Oracle Outside In vulnerable to buffer overflow
<http://jvn.jp/en/jp/IVNO7497769/index.html>

[9] CVE-2013-3781 <https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2013-3781>

[10] Preventing the exploitation of user mode heag corruption vulnerabilities
<http://blogs.technet.com/b/srd/archive/2009/08/04/preventing-the-exploitation-of-user-
mode-heap-corruption-vulnerabilities.aspx>

[11] Exploit writing tutorial part 11 : Heap spraying Demystified
<https://www.corelan.be/index.php/2011/12/31/exploit-writing-tutorial-part-11-heap-
spraying-demystified/>

[12] HeapSetinformation function
<http://msdn.microsoft.com/en-us/library/windows/desktop/aa366705(v=vs.85).aspx>
[13] Forensics Software and Oracle Outside In
<https://www.cert.org/blogs/certcc/2013/07/forensics_software_and_oracle.html>
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