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What	
  we	
  used	
  to	
  know	
  



What	
  we	
  used	
  to	
  know	
  

•  Malicious	
  content	
  distribuDon	
  network	
  
•  Layer	
  of	
  Proxy	
  	
  
•  Rate	
  of	
  change:	
  fast	
  
•  LocaDon	
  of	
  change:	
  various	
  

•  AKacker’s	
  	
  raDonale	
  
– Disposable	
  frontend	
  nodes	
  
– Long	
  live	
  core	
  backend	
  server	
  (bullet-­‐proof	
  
hosDng)	
  



What	
  we	
  know	
  now	
  

•  Slower	
  change	
  rate	
  
•  Sharing	
  of	
  IP	
  addresses,	
  name	
  servers	
  
•  Double-­‐flux	
  OR	
  n-­‐flux	
  
•  One	
  IP	
  address	
  at	
  a	
  Dme	
  
•  Clustering	
  



Slower	
  Change	
  Rate	
  

•  “Fast-­‐flux	
  domains’	
  changing	
  rate:	
  <	
  10	
  
minutes/IP”	
  [1]	
  

•  80%	
  Fast-­‐flux	
  domains	
  >	
  30	
  minutes/IP	
  
•  Average:	
  73.55	
  minutes/IP	
  

[1]	
  Holz	
  et.al	
  ,“Measuring	
  and	
  detecDng	
  fast-­‐flux	
  service	
  networks”,	
  NDSS’08	
  



Why	
  Slower?	
  

•  It’s	
  always	
  about	
  money!	
  
–  Infected	
  hosts	
  are	
  becoming	
  more	
  valuable	
  

•  Valuable	
  assets	
  for	
  bad	
  guys	
  
•  Returned	
  IP	
  can	
  be	
  detected	
  and	
  neutralized	
  

– Domains	
  are	
  becoming	
  disposable	
  
•  now:	
  $10	
  per	
  year,	
  1995:	
  $100	
  per	
  year	
  
•  short	
  lifeDme	
  

•  Therefore	
  
– No	
  need	
  to	
  change	
  so	
  fast	
  
– Only	
  expose	
  a	
  small	
  part	
  of	
  a	
  botnet	
  
– Avoid	
  detecDon	
  (based	
  on	
  changing	
  rate)	
  



Sharing	
  of	
  IP	
  and	
  Name	
  Servers	
  

•  Sharing	
  is	
  everywhere	
  
–  Inter-­‐domains,	
  inter-­‐families,	
  intra-­‐families,	
  etc.	
  
– Shared	
  IP	
  addresses	
  
– Shared	
  authority	
  name	
  servers	
  
– Fast-­‐flux	
  domains	
  do	
  NOT	
  share	
  name	
  servers	
  



Why	
  Sharing?	
  

•  If	
  an	
  asset	
  is	
  valuable,	
  it	
  is	
  shared	
  
– Authority	
  name	
  servers	
  are	
  for	
  rent	
  

•  Bullet-­‐proof	
  hosDng	
  	
  
–  IP	
  addresses	
  (botnets)	
  are	
  for	
  rent	
  

•  Costs	
  to	
  infect,	
  maintain	
  and	
  operate	
  botnets	
  [2]	
  

•  Name	
  servers	
  are	
  no	
  use	
  
– >	
  70%	
  name	
  servers	
  share	
  IP	
  with	
  the	
  domain	
  

[2]	
  Max	
  Goncharov	
  ,“Russian	
  Underground	
  101”,	
  Trend	
  Micro	
  TR’12	
  



How	
  to	
  share?	
  
•  Shared	
  IP	
  addresses	
  
– 1st	
  level:	
  
•  IP	
  addresses	
  are	
  shared	
  among	
  different	
  fast-­‐flux	
  
domains	
  using	
  the	
  same	
  authority	
  name	
  server	
  
“Control	
  point”	
  

– 2nd	
  level	
  
•  Among	
  different	
  authority	
  name	
  servers	
  
•  E.g.,	
  76.27%	
  shared	
  IP	
  between	
  “biocacces.ru”	
  and	
  
“biwcacecca.ru”	
  



Two	
  levels	
  of	
  sharing	
  

•  “biocacces.ru”	
  &	
  “biwcacecca.ru”	
  



Inter-­‐malware-­‐family	
  IP	
  sharing	
  

•  Trojan:	
  10%	
  ~	
  20%	
  shared	
  IP	
  addresses	
  
– Trojans	
  serve	
  very	
  different	
  purposes	
  

•  Spam:	
  45%	
  shared	
  IP	
  addresses	
  
–  focus	
  on	
  similar	
  topics	
  

•  E.g.,	
  pharmaceuDcals,	
  daDng,	
  financial,	
  etc.	
  



N-­‐Flux?	
  

•  Double	
  Flux	
  
– Both	
  A	
  and	
  NS	
  records	
  change	
  

•  “N-­‐Flux”	
  
– The	
  level	
  of	
  NS	
  records	
  appears	
  to	
  be	
  “endless”	
  

•  E.g.,	
  “larstor.com”	
  =>	
  “ns*.	
  larstor.com”	
  =>	
  “ns*.ns*.	
  
larstor.com”	
  =>	
  and	
  so	
  on	
  

– Higher	
  levels	
  of	
  name	
  servers	
  are	
  resolved	
  to	
  the	
  
same	
  set	
  of	
  IPs	
  as	
  low	
  levels	
  of	
  name	
  servers	
  

– Wildcard	
  name	
  server,	
  programmed	
  DNS	
  
response	
  



One	
  IP	
  at	
  A	
  Time	
  

•  Return	
  one	
  IP	
  address	
  w/	
  TTL=0	
  
– Seems	
  like	
  more	
  IPs,	
  right?	
  

•  In	
  fact,	
  NO	
  
– The	
  total	
  number	
  of	
  IP	
  is	
  less	
  than	
  the	
  case	
  where	
  
a	
  list	
  of	
  IPs	
  are	
  returned	
  

•  Why?	
  
– Nullify	
  the	
  local	
  DNS	
  cache	
  
– Give	
  aKackers	
  more	
  control	
  	
  
– Avoid	
  detecDon	
  



Clustering	
  

•  Bad	
  domains	
  like	
  to	
  hang	
  out	
  together,	
  like	
  
this	
  



How	
  the	
  domains	
  are	
  connected	
  

•  Content	
  similarity	
  
•  Shared	
  IP	
  address	
  
•  Shared	
  name	
  server	
  
•  Name	
  similarity	
  



Inter-­‐cluster	
  connecDons	
  



What	
  can	
  we	
  learn	
  from	
  cluster?	
  

•  Discover	
  the	
  purpose	
  	
  
– Same	
  cluster	
  serves	
  the	
  similar	
  purpose	
  

•  Learn	
  the	
  underground	
  structure	
  
– E.g.,	
  botnet,	
  bullet-­‐proof	
  servers,	
  etc.	
  

•  Track	
  family	
  	
  
•  Build	
  reputaDon	
  on	
  enDDes	
  
– E.g.,	
  IP,	
  name	
  servers	
  

•  Find	
  new	
  fast-­‐flux	
  domains	
  



What	
  looks	
  like	
  Fast-­‐Flux,	
  but	
  NOT	
  

•  Distributed	
  Service	
  
– NTP	
  pool	
  

•  use	
  DNS	
  round	
  robin	
  to	
  select	
  NTP	
  server.	
  	
  
E.g.,	
  “pool.ntp.org”	
  	
  

– BitCoin	
  DNS	
  seed	
  
•  use	
  DNS	
  service	
  to	
  discover	
  peer	
  nodes	
  

E.g.,	
  “dnsseed.bluemaK.me”	
  =>	
  7747	
  IP	
  addresses	
  

•  Censorship	
  Bypass	
  
•  Leverage	
  DNS	
  to	
  prevent	
  itself	
  from	
  being	
  blocked	
  

E.g.,	
  Dynamic	
  Internet	
  Technology,	
  “*.ziyouforever.com”	
  



CharacterisDcs	
  of	
  benign	
  “Fast-­‐Flux”	
  

•  Faster	
  Change	
  Rate	
  
•  HA	
  

•  What	
  we	
  can	
  learn	
  from	
  this?	
  
– “Fast”	
  is	
  no	
  longer	
  the	
  keyword	
  in	
  fast-­‐flux	
  

	
  



How	
  do	
  we	
  collect	
  the	
  data?	
  

•  Fast-­‐flux	
  domain	
  candidates	
  
– Malware	
  samples	
  
– Public	
  sources	
  
– Recent	
  domains	
  

•  AcDve	
  monitoring	
  
•  AggregaDon	
  



What	
  About	
  Defense?	
  

•  Do	
  not	
  rely	
  on	
  changing	
  rate	
  
•  Name	
  server	
  reputaDon	
  score	
  
•  Find	
  the	
  connecDons	
  (via	
  shared	
  IP)	
  among	
  
fast-­‐flux	
  domains	
  

•  Appeared	
  “N-­‐Flux”	
  structure	
  



Take	
  Away	
  

•  Smarter,	
  smaller,	
  slower	
  Fast-­‐flux	
  networks	
  
•  Avoid	
  exisDng	
  detecDon	
  approaches	
  



Thank	
  you!	
  
Q	
  &	
  A	
  


