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Bitcoin: A Peer-to-Peer Electronic Cash System

LI |

II

Satoshi Nakamoto
satoshin@gmx.com
www.bitcoin.org

Abstract. A purely peer-to-peer version of electronic cash would allow online
payments to be sent directly from one party to another without going through a
financial institution. Digital signatures provide part of the solution, but the main
benefits are lost if a trusted third party is still required to prevent double-spending.
‘We propose a solution to the double-spending problem using a peer-to-peer network.
The network timestamps transactions by hashing them into an ongoing chain of
hash-based proof-of-work, forming a record that cannot be changed without redoing
the proof-of-work. The longest chain not only serves as proof of the sequence of
events witnessed, but proof that it came from the largest pool of CPU power. As
long as a majority of CPU power is controlled by nodes that are not cooperating to
attack the network, they'll generate the longest chain and outpace attackers. The
network itself requires minimal structure. Messages are broadcast on a best effort
basis, and nodes can leave and rejoin the network at will, accepting the longest
proof-of-work chain as proof of what happened while they were gone.
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ETHEREUM: A SECURE DECENTRALISED GENERALISED TRANSACTION LEDGER
EIP-150 REVISION

DR. GAVIN WOOD

FOUNDER, ETHEREU:

& ETHCORE

GAVINGETHCORE.IO

ApsTracT. The blockchain paradigm when coupled with cryptographically-
utility through a number of projects, not least Bitcoin.
We can

a decentral
share tat,

Ethereum implements t
each with a distin

1, but singleton, compute resour

1. INTRODUCTION

With ubiguitous internet connections in most places
of the world, global information transmission has become
incredibly cheap. Technology-rooted movements like Bit-
coin have demonstrated, through the power of the default,
consensus mechanisms and voluntary respect of the social
contract that it is possible to use the internet to make
a decentralised value-transfer system, shared across the
world and virtually free to use. T id
to be a very specialised version of a cryptographically se-
cure, transaction-based state machine. Follow-up systems
such as Namecoin adapted this original “currency appli-
cation” of the tec hnologv into other applications albeit
rather simpli

Ethereum is a pr o_](\rt which attempts to build the gen-
eralised technology: technology on which all transaction-
based state machine concepts may be built. Moreover it
aims to provide to the end-developer a tightly integrated
end-to-end system for building software on a hitherto un-

stem can be s

BY

@xplcm_d [ omputc_ paradlgm in the mainstream: a trustful

Each su
call this paradigm a tran

i= paradigm in a generalised manner. Furthermore it provic
state and operating code but able to interact through a message-pa
We discuss its design. implementation issues, the opportunities it provides and the future

ured transactions has demonstrated its
can be + as a simple application on
‘tional singleton machine with

h projec

a plurality of such resources,
ng framework with others.
wrdles we envisage.

information is often lacking, and plain old prejudices are
difficult to shake.

Overall, I wish to provide a system such that us can
be gunaranteed that no matter with which other individ-
uals, systems or organisations they interact, they can do
so with absolute confidence in the possible outecomes and
how those outcomes might come about.

1.2. Previous Work. Buterin [2013a] first proposed the
kernel of this work in late November, 2013. Though now
evolved in many ways, the key functionality of a block-
chain with a Turing-complete language and an effectively
unlimited inter-transaction storage capability remains un-
changed.

Dwork and Naor [1992] provided the first work into the
usage of a eryptographic proof of computational expendi-
ture (“proof-of-work™) as a means of transmitting a value
signal over the Internet. The value-signal was utilised here
as a spam deterrence mechanism rather than any kind
of currency, but critically demonstrated the potential for
a basic data channel to carry a strong economic signal,
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