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— Accountability and non-frameability are QO 97 A é %
two reasons that identity management is a End_userh @ 5

Ledger

critical component \

— Transaction Privacy User registration

Ledger

. . Anonymous =8 Mominal i : i -
« Transaction anonymity, where the owner of a credentials credential ﬁgﬁq’i;z?'s”a“m =5
. . i ) =)
transaction is hidden among the so called anonymity credential Q)
: C
set, which in the fabric, is the set of users. i l
\4

« Transaction unlinkability, where two or more

transactions of the same user should not be linked as

such.

— Audit support
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Transaction #N

Block #N

o TN — PKIHERRYZERS S EBlockChaindRAY L
e enum Type | FR{RPEER N Peer EEURAYTTEEM:

- - UNDEFINED = 0;
google.protobuf.Timestamp timestamp = 2;

CHAINCODE_DEPLOY = 1; L=k ~%
bytes transactionsHash = 3; CHAINCODE_INVOKE ) 21 L éﬁ%g
bytes stateHash = 4; - ’
= CHAINCODE] QUERY = 3; — A~NA
bytes previousBlockHash = 5; CHAINCODELTERMINATE e Z__.H:m ] BE%EQ
bytes consensusMetadata = 6; } ° HaSh
NonHashData nonHailData =7; Type type = 1;

} @ string uuid = 5; ° bn%ﬂl‘
bytes chaincodelD = 2;
message BlockTransactions { }l§ [ bytes payloadHash = 3; ] - E%B:%\*A{%F
repeated Transaction transactions = 1; _ ?ﬁlﬁiﬁl‘ﬁﬁf"éﬁu

} [ ConfidentialitylLevel confidentialitylLevel = 7;]

optas cort 57 — HRHHI K BlockChainZiz o1t |

Cores s ) BILIBSIER MPeeritsfB , ARIRES
2N

bytes metadata = 4;
google.protobuf.Timestamp timestamp = 6; A

}

message TransactionPayload {
bytes payload = 1; -wwr
} o

enum Confidentialitylevel {

PUBLIC = ©;
L CONFIDENTIAL = 1;
k= l
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i== Reconciling transactional privacy with identity management Open by design..

— Add certificates to transactions to implement a “permissioned” blockchain utilize

— A two-level system:
« (Relatively) static enrollment certificates (ECerts), acquired via registration with an enrollment certificate authority (CA).
« Transaction certificates (TCerts) that faithfully but pseudonymously represent enrolled users, acquired via a transaction CA.

— Offer mechanisms to conceal the content of transactions to unauthorized members of the system.

User Enrollment Process Requesting Transaction Certificates (TCerts) — Invocation time

: 1. register({%), proof of id) -

-
User 2. username, password, TLS-CA Cert

4. requestTCertsBatch(count)
»

-

l 3. enroll(username, password)

5. Teerts batch, TCA-Cert,

4. registerClient(regRequest) KeyDF_Key

5. Ecert, ECA-Cent 1. retrieve

Teert()

-

)
7. requestTLSCert(tisRequest)

»

i TZ. Teert ls. store Tcerts batch and KeyDF_Key

8. TLScert, TLSCA-Cert

10. store(Ecert, ECA-Cert,
TLScert, TLSCA-Cert)

— BN SER— T Cert
' — TCernthF AREBRETRZEEENER
— TCertfIECertfyX XA PafFIR

17



IIIA

=N

SANILE

Open by design..

18

HEEH
HESRE

HENZSMAETRENAENE &4, (160AIECCS1024MHIRSAEGHENZEEH )

BIHERRE

ﬁg

RAIIES

S

Mt
)ﬁﬂb‘m

XIFRINERELE
AL

THERE
PEKE

BIRKE/AMEBRRE

53

ETHhEIZe
e =t

BRSAEERERFLAL
R

H T BRI ENAIRECDLPE R

TR EH
TSR

855

12

AES (Advanced Encryption Standard)

—hR

BETHHERBHAINER

“ — s

FER KRN A RKEE A ZHoHINE

RUNDAELE L
10/12/14%

128/192/256fi
128{37/112fi
B, BEASCINERRIR

ERNRENNE | 2IFEME

324
12841

128117/128(z

BR{%. BEFSCIRERERIR

ERNENEEZFIZEIEE | 5T
B e , FSIFLk iR

16*3%
64111

1281\7/112{3z

RS, BEHR o <
/s
/ \///




Open by design..

19

ST

— HyperLedge Fabric Protocol Specification #Security
« http://openblockchain.readthedocs.io/en/latest/protocol-spec/#4-security_1
« https://github.com/hyperledger/fabric/blob/master/docs/source/protocol-spec.rst
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