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 What is Hyperledger Fabric SDK
« Fabric SDK Deep Dive
* Play with SDK

« E2E Demo using Fabric NodeSDK




What is Hyperledger Fabric SDK

» SDK (Software Development Kit)

« Java SDK, Android SDK, etc...

 Hyperledger Fabric SDK:

Node : https://github.com/hyperledger/fabric-sdk-node

Python : https://github.com/hyperledger/fabric-sdk-py

Java : https://github.com/hyperledger/fabric-sdk-java

Go : https://github.com/hyperledger/fabric-sdk-go
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https://github.com/hyperledger/fabric-sdk-node
https://github.com/hyperledger/fabric-sdk-py
https://github.com/hyperledger/fabric-sdk-java
https://github.com/hyperledger/fabric-sdk-go
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Fabric SDK Design

Chaincode Development

» Coding
> UT

Application Development

> Fabric-ca-client
> Fabric-client
> Extension




Fabric-ca-client

- CA

 Fabric-ca or Extenal CA

e« Common API:

-
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" Fabric-client
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Extension

* CryptoSuite
« A suite of crypto algorithms used by the SDK to perform encryption decryption and secure hashing
for Asymmetric keys (such as ECDSA or RSA) ,Symmetric keys (such as AES) and Secure hash
(such as SHA2/3)....

« KeyValueStore

* FileKeyValueStore

« DatabaseKeyValueStore o
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‘Scenario 1: Chain Construction

hent Application Responsibility SDK Classes Responsibility Participating Members and Peers Ordering Service
3t Application Data SOK Chent K KeyVal SDK Chain SDK Peer External Peer | | External CSCC | | External Peer ESCC Orderer Node
] new cPLanane) | ] | | | | 1 |
| =2 N I | | | | | |
I etreeO 1 : ! l l l : :
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| | | I | 1 1 1 L |
I | | | | Note - Channel creation interactions behind the SOK with the Ordering System and |
I | | I @ | Committer Peers are currently being redesigned. As they are behind the SDK this is |
| I | I | not a useability issue, but as the interaction is currently in design we are not |
: : : : : induding it here. :
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ansaction confirmation

« EventHub

s Block Event
%+ Transaction Event

+» Chaincode Event

New
eventHub

g setPeerAddr

v

connect

unregisterxXX
event

registerXXeve
nt

Disconnect




Endorsement Policy

« Build Policy

e Endorsement validation
* Are the certificate in the endorsor field valid
(signed by trusted CAs)

* Are the signatures in the endorsements valid
(matches the payload hash)

* Are the writesets in all the responses consistent
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identities: [

{role: { name: "member", mspld: "peerOrgl" }},
{role: { name: "member", mspld: "peerOrg2" }},

{role: { name: “member", mspld: “peerOrg3" }}

1,

policy: {

}

“1-of": [
{ "signed-by": 2},
{"1-of": [{ "signed-by": 0}, { "signed-by": 11}]}

]
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lication & Cert Management
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Bob authenticate to the
server using Twitter ID and
adds her identity to her
identity store.

P
< »

Bob authenticate to the
REST server using Twitter ID.

The server persists Bob’s
enrollmentld into stor

The server looks up
Bob’s identity and
enrollment certificate
from the data store

The server requests an
enrollment certificate using
the identity that Bob supplied

»
|

—
»

Bob requests an enroliment
certificate using identity that
Bob Supplied

v

Bob submits transactions to
Hyperledger Fabric using Bob’s
enrollment

The server submits
transactions to Hyperledger
Fabric using Bob’s enrollment
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Demo
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