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“区块链和HyperLedger”系列列公开课


• 每周四晚8点档	
1.  区块链商⽤用之道	
2.  HyperLedger项⽬目与社区概览	
3.  HyperLedger	Fabric架构解读	
4.  ChainCode实战	
5.  HyperLedger	中的共享账本	
6.   HyperLedger中的共识机制	
7.  HyperLedger中的隐私与安全	
8.  HyperLedger应⽤用案例例赏析	
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Q&A环节	
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讲师介绍	
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• Blockchain	-	Hyperledger	
• Distributed	system	and	its	related	issues	
• Consensus	

• Permissioned	(voUng)	consensus	
• BFT	in	details	
• Constraints	related	to	(Vanilla)	BFT	
• Consensus	mechanism	in	Hyperledger	v1.0	

• Summary	
• Q&A	
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议程	
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Blockchain	-	
Hyperledger	



• CAPM	

•  Temporal	Orders	
•  SynchronizaUon	
•  …	

• …	
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Distributed	Systems	
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Permissioned	(vo@ng)	Consensus	
•  Classical	Distributed	CompuUng	protocols	(since	‘80s)	

•  VoUng	based	
•  Consensus	despite	machine	faults	and	(temporary)	network	parUUons	

What	machine	faults?	
•  Crash	faults	(CFT):	A	machine	simply	stops	execuUon	and	halts	

•  Paxos,	RAFT,	Zookeeper	AB,…	
•  Non-crash	(a.k.a.	ByzanUne)	faults	(BFT)	

	

#234 …	 #235 #236 

#237
A 

#237 
B 

#238
B 

#239
B 

No	forks!	

Some	cryptocurrencies	cases:	
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Growing	Permissioned	Blockchains			

Party F
 Party B


Party E
 Party C


Party D


Party A




Distributed

Consensus


 

Client A


Client E


Client B


txA	

txB	

txE	

#234 …	 #235 #236 

#237
A 

#237 
B 

#238
B 

#239
B 

No	forks!	
(finality)	
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Permissioned	consensus	guarantees	
•  (Vanilla)	BFT:	Up	to	n/3	ParUes	can	be	malicious,	not	follow	protocol	
•  CFT	–	Up	to	n/2	ParUes	can	fail	by	crashing	

•  New	models	–	XFT	[OSDI	2016]	
•  Consensus	with	up	to	n/2	corrupt,	ByzanUne	ParUes	(with	certain	

assumpUons	on	network	parUUons)		

Fault	model	 CFT	 XFT	 BFT	
Number	of	Nodes	 2f+1	 2f+1	 3f+1	

Tolera@ng	Byzan@ne	
Nodes	

no	 yes	 yes	

Performance	 Good	 PracUcally	as	good	as	CFT	 Worse	than	CFT	
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BFT	Consensus	(example	of	PBFT	[TOCS2002])	
Blockchain		
Operator	

configures,	
operates	

Smart	
Contract	

ApplicaUon	

deployed	to	and	
executes	on	
peer	nodes	

invoke	SC	

peer	

Exact	network	structure	depends	
on	consensus	mechanism.	e.g.	
PBFT	has	leader,	validaUng	and	

non-validaUng	peers	

Consensus	
Network	

O	

consensus	msg	

consensus	messages	flow	
between	appropriate	peers	to	

ensure	the	Blockchain	SC	
transacUons	are	kept	in	
order;	world	state	is	kept	
consistent	through	local	

transacUon	replay	

…	
…	

sc	sc	sc	

…	

…	

sc	sc	sc	

…	

…	

…	

sc	sc	sc	

…	

sc	sc	sc	
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How	a	PBFT	Network	Works	(1/4)	–	Submission	

V	
VL	

V	

V	

N	

N	

N	

N	

N	 Non-validaUng	peer	

V	 ValidaUng	peer	

VL	 ValidaUng	Leader	

456	

TransacUon	
submi,ed	to	
network	 123	

TransacUon	
submi,ed	to	
network	

789	

TransacUon	
submi,ed	to	
network	

…	
789	 123	 456	

…	
456	 789	 123	

…	
456	 123	 789	

…	
123	 456	 789	
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How	a	PBFT	Network	Works	(2/4)	–	Ordering	

V	
VL	

V	

V	

N	

N	

N	

N	

N	 Non-validaUng	peer	

V	 ValidaUng	peer	

VL	 ValidaUng	Leader	

456	 123	

789	…	
123	 456	 789	

…	
123	 456	 789	

…	
123	 456	 789	

…	
123	 456	 789	

…	
123	 456	 789	

Consensus	network	
establishes	order	as	
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How	a	PBFT	Network	Works	(3/4)	–	Execu@on	

V	
VL	

V	

V	

N	

N	

N	

N	

N	 Non-validaUng	peer	

V	 ValidaUng	peer	

VL	 ValidaUng	Leader	

…	
123	 456	 789	

…	
123	 456	 789	

…	
123	 456	 789	

…	
123	 456	 789	

…	
123	 456	 789	

Consensus	network	
establishes	order	as	

Δ	

Δ	

Δ	

Δ	
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How	a	PBFT	Network	Works	(4/4)	–	Distribu@on	

V	
VL	

V	

V	

N	

N	

N	

N	

N	 Non-validaUng	peer	

V	 ValidaUng	peer	

VL	 ValidaUng	Leader	

…	
123	 456	 789	

…	
123	 456	 789	

…	
123	 456	 789	

…	
123	 456	 789	

…	
123	 456	 789	

Consensus	network	
establishes	order	as	



15	

BFT	Consensus	(example	of	PBFT	[TOCS2002])	

Node A (leader) 

Node B 

Node C 

Node D 

Tx1 

Execute	tx	in	the	block	and		
Commit	the	block	to	the		
local	copy	of	blockchain	
(if	2f+1	out	of	3f+1	agree)	

Many	other	things	burden	the	implementaUon	(it	is	not	simple	as	it	might	look)	
•  Non-determinisUc	value	
•  Leader	elecUon	
•  State	transfer	(new,	slow	Party)	
•  ReconfiguraUon		

Tx2 
Tx3 
Tx4 

Seq	#24	
View	no	

…	 #21 #22 #23 Tx1 
Tx2 

Tx3 
Tx4 

Seq	#24	
View	no	
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Nodes	and	roles	

	
	
	
	
	

Peer:	Commits	transacUons,	maintains	ledger	and	state	

	
	
	
	

Endorsing	peer:	Specialised	peer	that	receives	a	transacUon	
proposal	for	endorsement,	responds	granUng	or	denying	
endorsement	

	
	
	
	

Ordering	peer:	Approves	the	inclusion	of	transacUon	blocks	
into	the	ledger	and	communicates	with	peer	and	endorsing	
peer	nodes	
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An	endorsement	policy	describes	the	condiUons	by	which	a	transacUon	
can	be	endorsed.	A	transacUon	can	only	be	considered	valid	if	it	has	
been	endorsed	according	to	the	policy.	

•  Peers	maintain	a	set	of	endorsement	policies	
•  An	endorsement	policy	is	specified	on	deployment	of	chaincode	

Peer	

Endorsement	Policy	
Endorsement	Policy	
Endorsement	Policy	Chaincode	

Endorsement	Policies	
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Channels	

Nodes	send/receive	messages	to	the	ordering-service	via	
channels.	

 

– Enables chaincode privacy 
•  Chaincode deployed to certain nodes 

– Messages partitioned into separate channels 
•  Transactions stored depending on node and 

channel 
– Nodes can connect to one or more channels 

Ordering-Service	

O	O	

O	 O	

E1	

E0	
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Ordering	Services	
The	ordering	service	packages	transacUons	into	
blocks	to	be	delivered	to	peers.	CommunicaUon	
with	the	service	is	via	channels.	

Different configuration options for the ordering service 
include: 
– SOLO 

•  Single node for development 
– Kafka / Zookeeper 

•  1:n nodes providing Crash Fault Tolerance 
•  Odd number of nodes recommended 

– SBFT 
•  1:n nodes providing Byzantine Fault Tolerance 

Ordering-Service	

O	O	

O	 O	
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