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Team specific processes often come with downsides
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P 7\ 7\ P 7\ .
o \J \J ./ \J/ ./ E Duplication of tasks and
DevOps team Customer operation
+
4ESD IE Little/no knowledge
ATE™D C C O O O sharing and learning
DevOps team Customer
y Often not fully
“." automated
N \ -y N - N X
DevOps team Customer E Maintenance of own
' tools takes time
oo e d £\ g 7\ £\ 7\ il
diEay 9, 9, 9, 9, 9, Less agile
DevOps team Customer
L | Focus on processes
L1 )] ~ ~ ~ ~ ~ X | instead of value creation
DevOps team Customer
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By using a shared Continuous Delivery pipeline,
ING gains significant benefits
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Build - Continuous Integration

. ) . sonarqQube ,
GitHub Q Jenklns me Q £z Nexus
g +Bamboo ﬁ radle FORTIFY artifactory
© Bitbucket 0 ci ) ‘A JUnit
A Py
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Code Orchestrate Build Check Store
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Deploy - Continuous Deployments

A

ANSIBLE

| puppet

== Nexus ANPUPPE;
. 2\ NEDI A
artifactory &PELO

CHEF

22

— —
— —
— —
— —
O o
— —
— —
— —
— —
o o
— —
— —
— —
(——| —
O O

ING




lINGﬁ*—‘Bﬁ%%@U

Artifactory

Numbers Artifact types
#artifacts 3.500.000 .
#binaries 2.500.000 % ' b
docker - P
#local repos 1800 ke e uGe fpm
#remote repos 39 )
#users 4000 ™
o = aven
#permissions 900 ,
#storage 11578 ‘
#growth 1TB / month 85 A
npm

i

N——

Generic
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Cript buildserver

« Deploy trigger
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One Portal to rule them all

C snerol v fectures ¥ News v Mowtos v tes v 1 oo Dn .

Continuous Delivery as a Service
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METRICS, ANALYTICS & MONITORING
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Considerable reliability improvements
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Process
. £
Planning>> Rr:g:': >> Design >> Development >> Dez:’tvm >> Operation >
L
.. . Continuous
Disciplined Agile . ITSM
Delivery
Size of Task Process automation
DoD, CI Pattern of deployment Business continuity
Iteration (Time Box) Automated testing

Lean / TPS
ZaN

Just-In-Time (JIT), Autonomous (ANDON system)
Ji-Koutei-Kanketsu (JKK)
One-piece flow (Leveling workload)
Learning organization (Reflection, KAIZEN)

From TPS — Success with Enterprise DevOps



MR

2z DevOps &HHRIRZ

Y
*
o
it
Hp

g

2
By

= TFS / ALM Octane = Sonarcube & Fortify L] JFrog Xray & BlackDuck & Weblnspect & AppScan ] pDefender & JFrog Xray }

| A AT papm (" maze )
" N Software Tools:
. mpem . HREBAE - ERILET rare ook . BWrE/EE
mELE . mEEE - ERAREXE © EREA : OpenStack - WEAS
. EmEE x - SMERIRERH : cos * Docker/ Kubemetes / Openshi .- g
. ;,g:ﬁ.s:q@ . REBBITMGEZEZR - BILEFHILIR *  Deviced2 . REGE
. ufEEm % . R * Jenkins - BREH
. gﬂr‘ﬁg:ﬁﬁ . MmE/ATA +  Ansible/ Chef / Puppet . BESH
EREE . gg%ﬁr%i@ ' . Eg%@ﬂ - HE
. o HIE . o
. hewit . SEGEE — — — -:l-= — .
o R « HIREESE = = = = = ——
st - RETHEWE Dev Env FT SIT UAT Prod
SR ( e = sie/ l \ Software Tools:
—) *  Kubemetes /
Software Tools: Software Tools: . DhEEMRE Software Tools: Openshift
« lira/ W5E * Intelli, Eclipse, VS o REREM = UFT *  Zabbix
. CoanQénce *+  Gitlab / SUN . J"*H#,m,ﬂ,uht = AppScan e Spring Cloud
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. . .
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[ Jenkins ]
[ Sonarqube ] DisConf Jmeter ]-

FlywayDb

Spring Cloud Config Selenium ]

Gitlab Consul

Spring Boot

[
[ Confluence
[

Jira Spring Cloud

[
[
[ Kubernetes
[
[
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Openshift ] [ Confluence ][
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Transformational
Leadership

Personal recognition

Test and deployment automation

Supportive leadership

Continuous integration

Intellectual stimulation

Trunk-based development

Inspirational communication

Shifting left on security

Vision

Loosely-coupled architecture

Lean Product
Management

sl

“1

Team experimentation |

N|
“1

Working in small batches |

A4

Gathering and
implementing
customer feedback

Empowered teams

 Structured equation model (SEM)
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Continuous Delivery

From Puppet Lab2017-Status-of-DevOps-Report

IT
performance

Organizational
performance

Non-commercial
performance

Deployment
pain
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The First Way:
Systems Thinking

zev w OPS

From Gene Kim - <<JX J&l 1l H >> <<DevOps Handbook>>1F#
http://itrevolution.com/the-three-ways-principles-underpinning-devops/




¥JIRA Dashboards ~ Projects ~ lssues ~ Agile ~ Create Search

4 Kanban board . . Board~ A
Agile Estimates for JIRA panel

QUICK FILTERS:  Only My Issues Recently Updated

0 3 Backlog 4 Selected for Development 1 In Progress Max 1 2 Done Release... 4 Sample Kanljgn Project / SKP-1 e X
) Kanban cards sent work items >> Click the
== ~ Expedite 2 lssues "SKP-1" link at th f this card to show the
_ _ ® Detail view - ther: e on Kanban in the
(i SKP-2 g SKP-1 g ‘Description’ section
4 Kanban boards 4 Kanban cards
= are often divided represent work _ 0 Estimate: 5
into streams of 2 items >> Clickthe @y . =
estimated values R
Your Vote: No vote ¥
<% ~ Everything Else 8 issues on Kanban Board o
1
(8] SKP-3 B (8] SKP-4 g (0 SKP-9 g (8] SKP-5 g B
Add work items Work items are As teams develop Work items flow
with "+ Create ranked in priority with Kanban they through different ¥
Issue” at the top order (from top to get better at stages from left to 0 @ 10s (D 60s Show votes
@ SKP-10 (@) SKP-6 ® skre ™
. . Details
Instructions for Work In Progress Filters at the top of 0
deleting this (WIP) limits the board allow
sample board and 1 highlight delays. you to quickly cut Status: SELECTED FOR DEVE...
Component/s:
(@) SKP-7 g
... S0 2 work items Labels:
violate the limit
and cause the Affects Version/s:

Fix Version/s:




Development / / Continuous Integration / Continuous Delivery Deployment

Automation Server

Jenkins }
! ! !
y 2 @ |0 &£

Ready to ship tests . Post

- Regression tests Staging deployment tests
- Performance

- Compatibility

. ) p— —
Unit Tests Packaging Test Production

environment

A
Developer : al) ° l
- : § s s 5
¥ E £
& “-mmmm- : v v v
Developer @ .......... $ ............. .Q ................... $ .................. .Q@
«

Artifactory Repository ¥,
N .~
N .
--------- N
(G v

_________________ Sys Admin

- @- » Manual Feedback Automated Feedback Artifact Repository Static Pega7 system

Legend

- - - = >» Manual Step ——>» Automated Step




Stage View
Checkout Build Checkout Build testing
MAVEN Maven Docker Resolve and app Promotions distribute deployment
Deploy
4s 11s 3s 453ms 10s 20s 10s 541ms 1min 8s
s 5s 28s 6s 662ms  30s 23s 34s 609ms  1min 9s
20:46
S 5s 8s 3s 376ms 7s 19s 6s 542ms  1min 12s
20:40
C 5s 10s 3s 529ms  15s 23s 10s 533ms 2min 45s
17:15
@
B0 4s 17s 3s 407ms | 11s
20:45
J failed
Jan 04 7s 12s 4s 640ms  9s 20s 7s 539ms 1min 16s




Git + Jira F1 Jenkins £k

- Jira BUER(ESS
- Git
—Git commit-m “#JIRA-101 add fix for login form”

« Jira Jenkins Plugin

Q JFrog Artifactory Q
i Build Browser

All Builds > mvn-jira-test > 6

« ChangeSets in Jenkins

Build #6
General Build Info Published Modules Environment Issues Licenses
) Builds
J. ID 1 Issue
Ira

00000y  Changes

] 1. PLUG-1 TEST 2015-10-01-01:46:17 (cetail — e e

-1 > 5-10-01-01:46:17 ( al

= - = { at) DEV-1 OB

40 Some issue to be done \ ——

Started bl . el s

Revision: 5e537067e5c4b6281a4ffaa779a0a326c246603c

¢ git

« refs/remotes/origin/master
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JFrog

~~ ARTIFACTORY
piALilIN ‘ Gitlab »l lenkins I: [ @
T — SALTSTACK
FREB T Gitlab >l Jenkins docker
:_t 4
TFRER T Gitlab I-—> Jenkins maven %—ﬂﬁﬁ
f S A
‘ . ANSIBLE
FF 5 H A SVN >l Jenkins m )
—— .e
FFRER T Gitlab >l Jenkins L\> nUQEt Je
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I C— / |
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@ admin |logout

Jenkins svn-test Artifactory Release Staging ENABLE AUTO REFRESH

Artifactory Pro Release Staging

Last built version [ 6.8-SNAPSHOT ]

Module Version Configuration

© One version for all modules
Release version 6.8
Next development version 6.9-SNAPSHOT .q:)\
Version per module .i)w
Use existing module versions .q:)\
VCS Confiquration
Create VCS tag ®

Tag name/URL

svn://svnbucket.com/yonggiang/project_examples/tags/multi-6.8

Tag comment [artifactory-release] Release version 6.8

Next development version comment [artifactory-release] Next development version




[aa—mmuaztza _ ETTRRunit/ TestNG

- {5 TestNG #fTERTTL
+  RFZEL30%HIA EHTURAGINGS | 817058341 AfES
- BIR Ci MEEw7mg UT
«  UT KMBENMZ LRk &

* 1%% SO nar i&?i-{‘%ﬁg E| j:-éﬁ B Quality Gate
° ZEM}— % B u g é&% U méu A g&% I-] erabilities started 9 months ago
. . 29 8¢ ” 29 7"
° 1’bﬁgig}%m ﬁéu A g&%u % Bugs & Vulnerabitiss & Now Bugs & New Vulnsrabiltes
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[EE)J%;‘EUECIE ~UI i, Selenium/Appnium

{EEFSelenium/Appnium LI Ui BaGIAE
M ARGERS Selenium BY case , LLAIEEFHRIE
NEHARXBENTTREEEN fi— IdiapBFEE |, 4t Selenium xpathi@f ,
RIETUERREENASFIR Selenium B case,

£k Selenium By case Fl| Jenkins 77K

https://github.com/postmanlabs/newman
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The Second Way:
Amplify Feedback Loops
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Pipeline must have |6 gates

Source code version control SEFCTEER A
Optimum branching strategy RAKED STESHR
Static analysis BASH
R N > 80% Code coverage 9 2
25K 2 " KT 80%HEMEER
Vulnerability scan @i

- ERAEHR

Open source scan ;Fﬁﬂﬁ

« 16MNREXF Artifact version control  &jmup Aotz
Auto provision EEhYSECEE
- BIMERTEIE Immutable servers ZREJZSIRSSEE
Integration testing £EREMIRE
EE @’ §|3 Z.-E Performance testing {4-gEK

Build, Deploy, Testing automated for every commit /R3S THIER 3828, BTG
Automated Rollback  Bzh{4rollback
Automated Change Order B¢ IE TS
Zero downtime release RENR (BENE, SURRHE)
Feature Toggle THEEFFE
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v & B 3 £S5l
A AL 78 M5

UATIIR o/ VAT,

Promo_Status Promo_Status Promo_Status Promo_Status
= Pre Staging = Staging = Pre-Release = Released
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A RER A AT RFIRE K

THHE AR EREICRAVEN

Artifact Repository Browser &7 SetMe Up {t Deploy
Tree Simple Q ¥ 8 multi3-6.6.war o, Download ~~ Actions
@ maven-releases-local
General Effective Permissions Xray Properties »
77 orgljfrog/test —
& multi build.number 3
77 multi
build.timestamp 1524099883702
£7 multi2
7 multi3 project.issues
77 6.4.3 project.issues.link1 http://123.56.13.128:8888/redmine/issues/1
£ 6.5.1
ga.approved true
77 6.6
m multi3-6.6.pom qa.gate.sonarlssue 6
[ 8 multi3-6.6.war ] ga.gate.sonarUrl http://47.93.114.82:9000/dashboard/index/jfrog:multi3
7 6.204
source.type svn
&7 6.214
£ 6.216 test.passRate 1
& 6217 test.platform -
77 6.218
test.type [jmeler ] [ sonar ] [ unitTest ]
7 6.219
£ 6.221 vcs.author developer1
& 6.222 vcs.branch features/devops
F7 6.225
ves.revision 1
77 6.230
7 6.231 xray.scan scanned
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DevRepo 1

Synchronous Dev Initiated
Promotion —Tagging

/.

Multiple Times a Day

N\

Synchronous Dev Initiated
Promotion —Tagging T

) Publish to
Build Artifactory

PreProd

PreFlight

Continuous Builds in Hudson

Asynchronous RM
Initiated
Promotion —Stages

Publish to

DevRepon Multiple Times a Day




LEHER B ot &

items.find(
{

"repo": {"$eq": "maven-releases-local"},
"name": {"$match": "multi3-6.*.war"},
"@test.type": {"$eq": "unitTest,sonar"},
"@test.passRate": {"$eq": "1"},

- Artifactory AQL "@qulity.gate.sonarIssue": {"$1t": "7"},
"@test.status": {"%$eq": "done"},
« Ansible Playbook "@qa.approved”: {"$eq": "true"}

"$asc" : [ "name"1}).limit(1)

[root@iZ2ze5cznrx@4hfon@2wn6Z ansible]# cat deploy-war.yml
- hosts: production
vars:
- warRemotePath: /root/tools/apache-tomcat-8.5.29/webapps

tasks:

- name: Download WAR to server
shell: /root/tools/jfrog rt dl maven-releases-local/org/jfrog/test/multi3/*.war /root/webinar.war --sort-by=created --props test.
status=done --sort-order=desc --limit=1
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The Third Way:
Culture Of Continual Experimentation And
Learning
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WBEHE
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O adminf 7T —RRKERTT
=3 BRA BIE— AT BE— SR 8 B
test-v6 admin FAILURE 2017 0 adminl{ T — iRk G GT

admir UNEXECUTED 201

852 admir SUCCESS 2017-12-09 09:34:45
ZRBAFER () o= MKEBRIERSIRTops 0O (ST RS FHEILL
230]

20135 W2f'*

w\qu reviewNotify
I maven
VIS

sonar

505308

l xunit 334208
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1231 devdlift ‘“ﬁenu legl BEARdemo test new scm .
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@ . JFrog
= nki
Jenkins ~~ ARTIFACTORY
IF4R FBA I Giao > I ) [ @
I ' ' ‘* SALTSTACK
FREAR "=l Gitlab |—b Jenkins docker
I ‘ ' Slave agent
ﬂ:ﬁlﬂﬁ)\ P Gitlab > Slave agent maven
T " Slave agent
}F‘jiBjB}\ pe SVN > Slave agent m ) ANSIBLE
I Slave agent » .
FRBB T Gitlab - . Onuget |}
SRR .l . ~ " C) kubernetes
1 sonarqQube .
FEB Gitlab E .
| - JUnit @ python
: =l sw  }b—> -
FRE ‘ SVN A > APACHE N )fL(
FFRER T ‘ Gitlab | : - g}ﬁ_‘ﬁﬁ!ﬁ]}ﬁj?ﬁ
| " FREREER, Bzl ] o P A 5 — e
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