
Because you can’t fix what 
you don’t know is broken…



About me
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• Initiator of the Automated Error Reporting Initiative 
• Project Lead of Eclipse Code Recommenders 
• Eclipse Committer since 2010 
• Plug-in Developer for 10+ years (Eclipse 2.1) 
• Member of the Eclipse Architecture Council 
• Co-Lead of Java User Group Darmstadt 
• CEO of Codetrails 

• Passion to improve developers day-to-day work with 
intelligent and practical tools - mostly using Data 
Mining on Big (Software Engineering) Data.

@marcelbruch
marcelbruch



Adding a new character to the plot
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Software 
User

{  —  —   –}
Application 
Developer

Product 
Manager



Imagine the following situation…
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But when the user starts the app…
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In the logs you’d find…
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✘ ✘ ✘

The tragedy of manual error reports
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✘ ✘

!

maintenance

✘ ✘ ✘

Release SR 2

production

SR 1



✘

!

The tragedy of manual error reports
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maintenance

Release SR 2

production

SR 1

✘ ✘ ✘



What can we do?
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Application Developer

?
{  —  —   –}



The Automated  
Error Reporting Initiative
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Live Demo
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About server responses, 
Bugzilla, and immediate feedback

„Keep users informed about your progress…“
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Not yet tracked problems…
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Committers needinfo…

14

Status: – – –

Resolution: – – –

Bug 442500 – ….



Fixed…
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Status: – – –

Resolution: – – –

Bug 442500 – ….



Won’t Fix…
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Status: – – –

Resolution: – – –

Bug 442500 – ….



Invalid (aka log messages)
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Status: – – –

Resolution: – – –

Bug 442500 – ….



Do we send all errors to Eclipse…?
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really



The error reporting funnel
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✘

structural filter



#1: Structural Filtering
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java.net.UnknownHostException: marketplace.eclipse.org 
   at java.net.AbstractPlainSocketImpl.connect(AbstractPlainSocketImpl.java:184) 
   at java.net.Socket.connect(Socket.java:538) 
   at com.example.HttpClient.openServer(HttpClient.java:527) 
   at com.example.http.HttpClient.<init>(HttpClient.java:211) 
   at com.example.HttpURLConnection.connect(HttpURLConnection.java:932) 
   at org.eclipse.recommenders.internal.news.rcp.PollFeedJob.run(PollFeedJob.java:69) 
   at org.eclipse.core.internal.jobs.Worker.run(Worker.java:55) 

Error connecting to ‘http://marketplace.eclipse.org/rss.xml’.



#2: Did I already sent this?
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✘

structural filter

personal filter



#3: Did anyone else sent this?
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✘

structural filter

personal filter

global  hist.



structural filter

personal filter

If you hit a known issue…

23

✘

global  hist.



#4: Review
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review

✘

structural filter

personal filter

global  hist.



#4: Review
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The server side
Walkthrough through the committer front-end
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The core concepts
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The committer front-end
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Creating bug reports

29



Creating bug reports

30



Notifying committers
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Project Alerts
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Weekly or daily email digests

33



Some fun facts
e = mc2  —>  errors = (more code)2

34



Disclaimer
Don’t draw preliminary conclusions!

Please consult your personal statistican… 



How many Mars users?

450 simrel committers 1200 eclipse committers Mars Users?~150.000 error reporters



Error reporters per week
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When do they report?
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What kinds of errors do users report?
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3rd Party 
18 %

UI Freezes 
3 %

Logged Errors 
and Exceptions 

79 %

765,959 
reports

29
,00

1

170,689 

reports



How hard do they suffer?
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300 - 7000 reports 
140 users

50-300 reports 
2,200 users

3-50 reports 
64,000 users

1-2 reports 
83,000 users



The suffering top 100
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Excursion on duplicate detection 
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✘
✘

✘ ✘
✘✘
✘
✘✘

Incoming  
Error Reports

Problems

Projects

grouped into

assigned to



Effect of grouping errors by location
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✘
✘

✘
✘ ✘

✘
✘

✘

1,067,422  error reports
29,489  problems

group by location 
and exception type

16,577  
exceptions

3,851 
ui freezes

other



First-time appearance of a problem
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What are the most ‚popular‘ exceptions?
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39 %

8 %

29 %

4 %

8 %

4 %

9 %



What are the most ‚popular‘ exceptions?
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Other 
39 %

No{XYZ}DefFoundError 
8 % NullPointerException 

29 %

IndexOutOfBoundsException 
4 %

IllegalArgumentException 
8 %

ClassCastException 
4 %

{File} IOException  
9 %

by unique location in source code



0
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375

500

NullPointerExceptions by Projects
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Code Recommenders

Statisticians, note: Projects automatically marked as „being responsible“ fixing these 
NullPointerExceptions but does not mean the NPE happened in their code.



Tip: Enable null analysis
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@Override
protected void run(@Nullable List<Incident> slice) 
{

   for (Incident incident : slice) {

            
            



JDT offers a lot…
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Tip: Never return null
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@Override
public Optional<String> getReason() {
    return Optional.ofNullable(cause);
}

Use java.util.Optional or com.google.common.base.Optional instead



Oh Class, Were Art Thou?
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Use proper import ranges and define uses on your exports to get rid of  
{Class | Method | Field} DefNotFoundErrors, LinkageErrors, and some 
ClassCastExceptions. OSGI needs that information to work properly…

Export-Package: org.eclipse.recommenders.utils;
  uses:="org.osgi.framework,
   org.eclipse.core.runtime,
   com.google.common.base,
   com.google.common.collect"

Import-Package: 
 com.google.common.annotations;version="[15.0.0,16.0.0)",



Index out of bounds?
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a  b  c  d  e

-1 and array.length do not work. No matter how often you try…

There is no tool support for this. Just unit tests and code that tries to fail gracefully.



Tip: If error messages are not helpful…
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try {
   // …
} catch (Exception e) {
log(„An error occurred“, e);

}

10% of all logged errors do not contain stack traces.

try {
   // …
} catch (Exception e) {
log(„Invalid argument {}“, value, e);

}



Are your users ready for Java 8?
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both 
1,7%

Java 1.7
25%

Java 1,8  
73%

Java 1.9
0,1%

Which VM do users run the Eclipse IDE with?



Do people anonymize their messages?
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Sometimes 
2 %

No 
80 %

Yes 
18 %

Are you concerned that your exception message may reveal sensitive data?



Bugfixing Rates
Speak plain: Does it work?
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Overall Bugzilla Statistic
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INVALID 
2 %DUPLICATE 

12 %
WONT FIX 

1 %
WORKS FOR ME 

4 %
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1 %
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50 %

FIXED 
28 %

512

913

224

81



Fixed bugs by projects
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More (50) 
214

Platform 
13

JSDT 
21

JDT 
25

Papyrus 
28

Recommenders 
58

Xtext 
69

Oomph 
81

Bugzilla

https://bugs.eclipse.org/bugs/report.cgi?x_axis_field=resolution&y_axis_field=product&z_axis_field=&no_redirect=1&query_format=report-table&short_desc_type=allwordssubstr&short_desc=&product=4Diac&product=Acceleo&product=ACTF&product=Aether&product=AJDT&product=Amalgam&product=AMP&product=andmore&product=App4mc&product=Apricot&product=AspectJ&product=ATF&product=Babel&product=BIRT&product=BPEL&product=BPMN2Modeler&product=Buckminster&product=Buildship&product=Californium&product=Camf&product=CBI&product=CDT&product=CFT&product=Che&product=Chemclipse&product=Community&product=Concierge&product=Dali+JPA+Tools&product=Damos&product=Dash&product=Data+Tools&product=DAWNsci&product=Dirigible&product=DLTK&product=Drupal&product=e4&product=Ease&product=EATop&product=eBAM&product=eBPM&product=EBR&product=ECF&product=EclipseLink&product=Ecoretools&product=ECP&product=Edapt&product=EDT&product=Efxclipse&product=Egerrit&product=EGit&product=Elk&product=EMF&product=EMF.Diffmerge&product=EMF.EGF&product=EMF.Parsley&product=EMFCompare&product=EMFStore&product=EMFT&product=EMFT.b3&product=EMFT.Doc2Model&product=EMFT.facet&product=EMFT.Featuremodel&product=EMFT.Henshin&product=EMFT.js4emf&product=EMFT.Refactor&product=EMFT.Wazaabi&product=EPF&product=EPP&product=Epsilon&product=Equinox&product=ERCP&product=eTrice&product=Flux&product=FMC&product=Franca&product=GEF&product=GEF3D&product=Gemini&product=Gemini.Blueprint&product=Gemini.DBaccess&product=Gemini.JPA&product=Gemini.Management&product=Gemini.Naming&product=Gemini.Web&product=Gendoc&product=GMF-Notation&product=GMF-Runtime&product=GMF-Tooling&product=GMP&product=GMT&product=Golo&product=Graphiti&product=Gyrex&product=Handly&product=Higgins&product=Hudson&product=Ice&product=Incquery&product=Incubator&product=Java+EE+Config&product=Java+Server+Faces&product=JDT&product=Jetty&product=JGit&product=JSDT&product=Jubula&product=JWT&product=Krikkit&product=Kura&product=LDT&product=Leshan&product=Libra&product=Linux+Tools&product=Lyo&product=m2e&product=M2E-WTP&product=M2T&product=Mangrove&product=MAT&product=Mbeddr&product=MDHT&product=MDMBL&product=MDMWeb&product=MDT&product=MDT.BPMN2&product=MDT.MoDisco&product=MDT.RMF&product=MDT.UML2&product=MDT.XSD&product=Mihini&product=MMT&product=MMT.ATL&product=Modeling&product=Mosquitto&product=MPC&product=MTJ&product=Mylyn&product=Mylyn+Builds&product=Mylyn+Commons&product=Mylyn+Context&product=Mylyn+Context+MFT&product=Mylyn+Docs&product=Mylyn+Docs+Intent&product=Mylyn+Docs+Vex&product=Mylyn+Incubator&product=Mylyn+Reviews&product=Mylyn+Reviews+R4E&product=Mylyn+Tasks&product=Mylyn+Versions&product=NatTable&product=Nebula&product=Nebula.incubator&product=Objectteams&product=OCL&product=OGEE&product=OM2M&product=Oomph&product=OpenK-platform&product=Orbit&product=Orion&product=OSEE&product=Package-Drone&product=Paho&product=Paho.incubator&product=Papyrus&product=Papyrus-rt&product=PDE&product=PDT&product=PDT.Incubator&product=Platform&product=PMF&product=Ponte&product=PTP&product=QVTd&product=QVTo&product=RAP&product=RCPTT&product=RDF4J&product=Recommenders&product=Recommenders.Incubator&product=Remus&product=Riena&product=Risev2g&product=RTP&product=RTSC&product=Sapphire&product=SCA&product=Scada&product=Score&product=Scout&product=Sequoyah&product=Simultaneous+Release&product=Sirius&product=Sisu&product=Skalli&product=SmartHome&product=Smila&product=SOA&product=SOA+Platform&product=Sphinx&product=Stardust&product=STEM&product=Subversive&product=SWTBot&product=Target+Management&product=TCF&product=Technology+top-level+bugs+and+issues&product=Thym&product=Tiaki&product=Tigerstripe&product=Tinydtls&product=Titan&product=TMF&product=TMW&product=Tools&product=TPTP+Agent+Controller&product=TPTP+ASF&product=TPTP+Build+to+Manage&product=TPTP+Common+Logging&product=TPTP+GLA&product=TPTP+Line+Coverage&product=TPTP+Log+Analyzer&product=TPTP+Probe+Instrumentation&product=TPTP+Profiling&product=TPTP+Release+Engineering&product=TPTP+Resource+Monitoring&product=TPTP+Static+Analysis&product=TPTP+Testing&product=Tracecompass&product=Triquetrum&product=Tycho&product=UMLGen&product=UOMo&product=UPR&product=Vertx&product=Viatra&product=Virgo&product=Vjet&product=Vorto&product=VTP&product=Wakaama&product=Web+Tools&product=WindowBuilder&product=Winery&product=Woolsey&product=Working+Groups&product=WTP+Common+Tools&product=WTP+EJB+Tools&product=WTP+Incubator&product=WTP+Java+EE+Tools&product=WTP+Releng&product=WTP+ServerTools&product=WTP+Source+Editing&product=WTP+Webservices&product=WTP+Website&product=Xtend&product=XWT&longdesc_type=allwordssubstr&longdesc=&bug_file_loc_type=allwordssubstr&bug_file_loc=&status_whiteboard_type=allwordssubstr&status_whiteboard=&keywords_type=allwords&keywords=&bug_id=&bug_id_type=anyexact&votes=&votes_type=greaterthaneq&emailreporter1=1&emailtype1=exact&email1=error-reports-inbox@eclipse.org&emailtype2=substring&email2=&emailtype3=substring&email3=&chfieldvalue=&chfieldfrom=&chfieldto=Now&j_top=AND&f1=noop&o1=noop&v1=&format=table&action=wrap
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https://bugs.eclipse.org/bugs/report.cgi?x_axis_field=resolution&y_axis_field=product&z_axis_field=&no_redirect=1&query_format=report-table&short_desc_type=allwordssubstr&short_desc=&product=4Diac&product=Acceleo&product=ACTF&product=Aether&product=AJDT&product=Amalgam&product=AMP&product=andmore&product=App4mc&product=Apricot&product=AspectJ&product=ATF&product=Babel&product=BIRT&product=BPEL&product=BPMN2Modeler&product=Buckminster&product=Buildship&product=Californium&product=Camf&product=CBI&product=CDT&product=CFT&product=Che&product=Chemclipse&product=Community&product=Concierge&product=Dali+JPA+Tools&product=Damos&product=Dash&product=Data+Tools&product=DAWNsci&product=Dirigible&product=DLTK&product=Drupal&product=e4&product=Ease&product=EATop&product=eBAM&product=eBPM&product=EBR&product=ECF&product=EclipseLink&product=Ecoretools&product=ECP&product=Edapt&product=EDT&product=Efxclipse&product=Egerrit&product=EGit&product=Elk&product=EMF&product=EMF.Diffmerge&product=EMF.EGF&product=EMF.Parsley&product=EMFCompare&product=EMFStore&product=EMFT&product=EMFT.b3&product=EMFT.Doc2Model&product=EMFT.facet&product=EMFT.Featuremodel&product=EMFT.Henshin&product=EMFT.js4emf&product=EMFT.Refactor&product=EMFT.Wazaabi&product=EPF&product=EPP&product=Epsilon&product=Equinox&product=ERCP&product=eTrice&product=Flux&product=FMC&product=Franca&product=GEF&product=GEF3D&product=Gemini&product=Gemini.Blueprint&product=Gemini.DBaccess&product=Gemini.JPA&product=Gemini.Management&product=Gemini.Naming&product=Gemini.Web&product=Gendoc&product=GMF-Notation&product=GMF-Runtime&product=GMF-Tooling&product=GMP&product=GMT&product=Golo&product=Graphiti&product=Gyrex&product=Handly&product=Higgins&product=Hudson&product=Ice&product=Incquery&product=Incubator&product=Java+EE+Config&product=Java+Server+Faces&product=JDT&product=Jetty&product=JGit&product=JSDT&product=Jubula&product=JWT&product=Krikkit&product=Kura&product=LDT&product=Leshan&product=Libra&product=Linux+Tools&product=Lyo&product=m2e&product=M2E-WTP&product=M2T&product=Mangrove&product=MAT&product=Mbeddr&product=MDHT&product=MDMBL&product=MDMWeb&product=MDT&product=MDT.BPMN2&product=MDT.MoDisco&product=MDT.RMF&product=MDT.UML2&product=MDT.XSD&product=Mihini&product=MMT&product=MMT.ATL&product=Modeling&product=Mosquitto&product=MPC&product=MTJ&product=Mylyn&product=Mylyn+Builds&product=Mylyn+Commons&product=Mylyn+Context&product=Mylyn+Context+MFT&product=Mylyn+Docs&product=Mylyn+Docs+Intent&product=Mylyn+Docs+Vex&product=Mylyn+Incubator&product=Mylyn+Reviews&product=Mylyn+Reviews+R4E&product=Mylyn+Tasks&product=Mylyn+Versions&product=NatTable&product=Nebula&product=Nebula.incubator&product=Objectteams&product=OCL&product=OGEE&product=OM2M&product=Oomph&product=OpenK-platform&product=Orbit&product=Orion&product=OSEE&product=Package-Drone&product=Paho&product=Paho.incubator&product=Papyrus&product=Papyrus-rt&product=PDE&product=PDT&product=PDT.Incubator&product=Platform&product=PMF&product=Ponte&product=PTP&product=QVTd&product=QVTo&product=RAP&product=RCPTT&product=RDF4J&product=Recommenders&product=Recommenders.Incubator&product=Remus&product=Riena&product=Risev2g&product=RTP&product=RTSC&product=Sapphire&product=SCA&product=Scada&product=Score&product=Scout&product=Sequoyah&product=Simultaneous+Release&product=Sirius&product=Sisu&product=Skalli&product=SmartHome&product=Smila&product=SOA&product=SOA+Platform&product=Sphinx&product=Stardust&product=STEM&product=Subversive&product=SWTBot&product=Target+Management&product=TCF&product=Technology+top-level+bugs+and+issues&product=Thym&product=Tiaki&product=Tigerstripe&product=Tinydtls&product=Titan&product=TMF&product=TMW&product=Tools&product=TPTP+Agent+Controller&product=TPTP+ASF&product=TPTP+Build+to+Manage&product=TPTP+Common+Logging&product=TPTP+GLA&product=TPTP+Line+Coverage&product=TPTP+Log+Analyzer&product=TPTP+Probe+Instrumentation&product=TPTP+Profiling&product=TPTP+Release+Engineering&product=TPTP+Resource+Monitoring&product=TPTP+Static+Analysis&product=TPTP+Testing&product=Tracecompass&product=Triquetrum&product=Tycho&product=UMLGen&product=UOMo&product=UPR&product=Vertx&product=Viatra&product=Virgo&product=Vjet&product=Vorto&product=VTP&product=Wakaama&product=Web+Tools&product=WindowBuilder&product=Winery&product=Woolsey&product=Working+Groups&product=WTP+Common+Tools&product=WTP+EJB+Tools&product=WTP+Incubator&product=WTP+Java+EE+Tools&product=WTP+Releng&product=WTP+ServerTools&product=WTP+Source+Editing&product=WTP+Webservices&product=WTP+Website&product=Xtend&product=XWT&longdesc_type=allwordssubstr&longdesc=&bug_file_loc_type=allwordssubstr&bug_file_loc=&status_whiteboard_type=allwordssubstr&status_whiteboard=&keywords_type=allwords&keywords=&bug_id=&bug_id_type=anyexact&votes=&votes_type=greaterthaneq&emailreporter1=1&emailtype1=exact&email1=error-reports-inbox@eclipse.org&emailtype2=substring&email2=&emailtype3=substring&email3=&chfieldvalue=&chfieldfrom=&chfieldto=Now&j_top=AND&f1=noop&o1=noop&v1=&format=table&action=wrap


TL;DR

60

Since January 2015 149,115 users
reported 1,067,422 logged errors

with 526,942 unique stack traces
which dupe detection grouped into 16,577 problems in Eclipse code

and 3,851 ui freezes
of which committers created 1,913 Bugzilla bugs

and fixed 512 to date.

But we are not quite done yet…



Future Work?
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To be decided tonight. 

Join the AERI BoF tonight at 20:00  
in Seminarraum 5, Ground Floor. 

The BoF session will have a walk-through 
through the committer UI. 

Committer discussions how error reporting 
should evolve for Neon. 

BoF
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How to reach EPP Logging
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• Code: Check out the EPP Logging Oomph profile  
• Wiki : https://wiki.eclipse.org/EPP/Logging 
• Manual: https://dev.eclipse.org/recommenders/community/confess/#/about 
• Forum: https://www.eclipse.org/forums/index.php/f/69/ 
• Bugzilla: https://bugs.eclipse.org/bugs/buglist.cgi?component=logging&product=EPP 
• Mail: error-reports-inbox@eclipse.org

mailto:error-reports-inbox@eclipse.org


Credits

• Daniel Haftstein, Codetrails – Eclipse client conception and implementation 
• Marcel Bruch, Codetrails – Server-side conception and implementation 

• Webmasters, Eclipse Foundation – Eclipse server infrastructure & integration 
• Thanks to many early adopters and committers providing feedback
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https://git.eclipse.org/r/#/q/owner:%22Daniel+Haftstein%22


Contact Us
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Codetrails GmbH 
Robert-Bosch-Str. 7 
64293 Darmstadt, Germany 

www:  codetrails.com  
phone:  06151 / 2767 092 
email:  info@codetrails.com

Dr. Marcel Bruch 
CEO 

mobile: 0179 / 1317 721 
email:  marcel.bruch@codetrails.com

mailto:info@codetrails.com
mailto:marcel.bruch@codetrails.com

