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“Immigration” on the Social Web
Separate accounts, passwords, profiles, data on every site... leads to:

eFriction signing up for new services
...and lots of sparse and out-of-date profiles
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“Immigration” on the Social Web
Separate accounts, passwords, profiles, data on every site... leads to:

eFriction signing up for new services
...and lots of sparse and out-of-date profiles

ePoor security (same password used on many sites)
...and still lots of “lost password” problems!
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“Immigration” on the Social Web
Separate accounts, passwords, profiles, data on every site... leads to:

eFriction signing up for new services
...and lots of sparse and out-of-date profiles

ePoor security (same password used on many sites)
...and still lots of “lost password” problems!

elLack of integration and sharing between services
...and biased towards working with a few big services

Google Hi(e)
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Good news!




You can let users sign up for new services
using their existing accounts!
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You can let users sign up for new services
using their existing accounts!

eSolves two related problems
- Who is this user? (identity)
- What data do they already have? (authorization)
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You can let users sign up for new services
using their existing accounts!

eSolves two related problems

- Who is this user? (identity)

- What data do they already have? (authorization)
eSupported by most major services today

- And increasingly based on open standards (OpenID + OAuth)
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You can let users sign up for new services
using their existing accounts!
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You can let users sign up for new services
using their existing accounts!

eHow do you determine which services a user is already on?
- Just ask them (buttons for common services)
- Look where they’re coming from (email address, site referer)
- Let the user tell you (webfinger)
- Let the browser tell you (XAuth)

Google (e}
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How do you build this?
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Adding identity + authorization to your site
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Adding identity + authorization to your site

¢“Do the dance”
- Browser redirect / popup to get user’s consent on other site
- Response contains user identifier and access tokens

Google (e}
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Adding identity + authorization to your site

‘Do the dance”
- Browser redirect / popup to get user’s consent on other site
- Response contains user identifier and access tokens
eStore external identifier linked to local user account
- Can also link via e-mail address if provided
- Add a local password, or just rely on external sites!

Google (e}
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Adding identity + authorization to your site

‘Do the dance”
- Browser redirect / popup to get user’s consent on other site
- Response contains user identifier and access tokens
eStore external identifier linked to local user account
- Can also link via e-mail address if provided
- Add a local password, or just rely on external sites!
eStore access tokens with user to fetch external data
- Keep fetching data over time so it stays up-to-date

Google Hi(e)
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Adding identity + authorization to your site

‘Do the dance”
- Browser redirect / popup to get user’s consent on other site
- Response contains user identifier and access tokens
eStore external identifier linked to local user account
- Can also link via e-mail address if provided
- Add a local password, or just rely on external sites!
eStore access tokens with user to fetch external data
- Keep fetching data over time so it stays up-to-date
ePublish / consume session state via XAuth:
- Personalize Ul based on preferred services of each user

Google Hi(e)
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“Forwarding Addresses” on the Social Web
Separate ids, user names, friend lists on every site... leads to:
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“Forwarding Addresses” on the Social Web
Separate ids, user names, friend lists on every site... leads to:

eHard to find which of your friends are on a new service
...and hard to control how “findable” you are
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“Forwarding Addresses” on the Social Web
Separate ids, user names, friend lists on every site... leads to:

eHard to find which of your friends are on a new service
...and hard to control how “findable” you are

eToo many places to check to see what friends are up to
...and hard to try new services without your friends
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“Forwarding Addresses” on the Social Web
Separate ids, user names, friend lists on every site... leads to:

eHard to find which of your friends are on a new service
...and hard to control how “findable” you are

eToo many places to check to see what friends are up to
...and hard to try new services without your friends

eFragmented messaging systems and social “inboxes”
...and too hard to control how others contact you

Google Hi(e)
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Good news!




You can let users link their profiles together
and bring their friends with them!
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You can let users link their profiles together
and bring their friends with them!

eMake it easy for users to control how “findable” they are
- Let them link to their other profiles (rel=me, Social Graph API)
- Look up their preferred services on other sites (webfinger)
- Let them pull in their existing contacts/ friends-lists via APIs
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You can let users link their profiles together
and bring their friends with them!

eMake it easy for users to control how “findable” they are
- Let them link to their other profiles (rel=me, Social Graph API)
- Look up their preferred services on other sites (webfinger)
- Let them pull in their existing contacts/ friends-lists via APIs

eSupported by most major services today

- And increasingly based on open standards (microformats,
Portable Contacts, OpenSocial)

Google (e}
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You can let users link their profiles together
and bring their friends with them!
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You can let users link their profiles together
and bring their friends with them!

eWhat if users want to keep separate profiles / friends?

- That’s fine, just let them control their “discoverable
identifiers”

- Can use existing friends as suggestions, or auto-follow/
friend

- Same goes for sharing content to/from users’ other sites

Google (e}

Tuesday, June 1, 2010



Demo

00000000 0000000000000 B - 000000000000
Tuesday, June 1, 2010




How do you build this?

Google (e}




Adding rich friend-finding to your web site
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Adding rich friend-finding to your web site

elet users claim (and verify) multiple e-mail addresses,
URLs, and account profiles

- Use Social Graph API (fme=1) and webfinger to expand
the list with existing public profile links on the web

- Link each external identifier to the local user account

- Give users a “i’'m findable by this identifier” box for each
one

Google (e}
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Adding rich friend-finding to your web site

el et users claim (and verify) multiple e-mail addresses,
URLs, and account profiles

- Use Social Graph API (fme=1) and webfinger to expand
the list with existing public profile links on the web

- Link each external identifier to the local user account

- Give users a “i’'m findable by this identifier” box for each
one

eAccess user’s contacts / friend-lists via OAuth APlIs

- For each friend’s identifier (email, username, etc.), look
up up against all the discoverable identifiers for your
users

- Repeat regularly so users have an up-to-date list

Google Hi(e)
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Chapter 3:
Keeping in touch and sharing
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“Staying in touch” on the Social Web
Polling of RSS-encoded activities from every site... leads to:
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“Staying in touch” on the Social Web
Polling of RSS-encoded activities from every site... leads to:

‘Dumbing down” of rich content to fit “blog” standards
...and every site does it a bit differently (if at all)
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“Staying in touch” on the Social Web
Polling of RSS-encoded activities from every site... leads to:

‘Dumbing down” of rich content to fit “blog” standards
...and every site does it a bit differently (if at all)

eSlow propagation of shared activity across sites
...and lots of wasted effort polling for updates

Google (e}
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“Staying in touch” on the Social Web
Polling of RSS-encoded activities from every site... leads to:

‘Dumbing down” of rich content to fit “blog” standards
...and every site does it a bit differently (if at all)

eSlow propagation of shared activity across sites
...and lots of wasted effort polling for updates

eFragmented conversations around shared content
...hard to keep track of what your friends are saying

Google Hi(e)
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Good news!




You can share and consume rich activity data
in real-time!
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You can share and consume rich activity data
in real-time!

eAnnotate your feeds with rich, glorious metadata
(ActivityStrea.ms)

- Separate “verbs” and “objects” for links, photos, reviews, etc.
- Better “echo cancellation” for re-syndicating content

Google (e}
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You can share and consume rich activity data

in real-time!

eAnnotate your feeds with rich, glorious metadata

(ActivityStrea.ms)

- Separate “verbs” and “objects” for links, photos, reviews, etc.

- Better “echo cance

ePing a hub with upc
(PubSubHubbub)

lation” for re-syndicating content
ates and subscribe to streams

- Use existing public hubs, or run your own

- Hubs call you when feeds have new data
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You can share and consume rich activity data
in real-time!

eAnnotate your feeds with rich, glorious metadata
(ActivityStrea.ms)

- Separate “verbs” and “objects” for links, photos, reviews, etc.
- Better “echo cancellation” for re-syndicating content

ePing a hub with updates and subscribe to streams
(PubSubHubbub)

- Use existing public hubs, or run your own
- Hubs call you when feeds have new data
eMake users’ activities and replies “swim upstream” (Salmon)
- Post replies back to original source (with permission)
- Cross-site mentions pushed to mentionees

Google Hi(e)
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How do you build this?
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Providing Webfinger
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Providing Webfinger

ePublish a /.well-known/host-meta file to point
at per-user XRDs

Google (e}
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Providing Webfinger
ePublish a /.well-known/host-meta file to point
at per-user XRDs

ePublish per-user XRDs with links to per-user
services and public data

- Bootstraps other protocols by providing
starting points

Google (e}
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Providing Webfinger
ePublish a /.well-known/host-meta file to point
at per-user XRDs

ePublish per-user XRDs with links to per-user
services and public data

- Bootstraps other protocols by providing
starting points

eUse acct: (or http:) URLs for machine-readable
user |IDs

- Universally unique and discoverable

Google Hi(e)
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Producing activities
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Producing activities

e Add activity:verb and activity:object-type in
feeds

- And use Cligset’s “feed proxy” for many pre-AS
feeds

Google (e}
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Producing activities
e Add activity:verb and activity:object-type in
feeds

- And use Cligset’s “feed proxy” for many pre-AS
feeds

eMap to existing verbs where possible
- Can augment with site-specific verbs too

Google (e}
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Producing activities
e Add activity:verb and activity:object-type in
feeds

- And use Cligset’s “feed proxy” for many pre-AS
feeds

eMap to existing verbs where possible
- Can augment with site-specific verbs too

eKeep unstructured content as well for
compatibility

Google Hi(e)
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Producing activities
e Add activity:verb and activity:object-type in
feeds

- And use Cligset’s “feed proxy” for many pre-AS
feeds

eMap to existing verbs where possible
- Can augment with site-specific verbs too

eKeep unstructured content as well for
compatibility

eInclude activity:generator for activities your site
generates

Google Hi(e)
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Producing activities
e Add activity:verb and activity:object-type in
feeds

- And use Cligset’s “feed proxy” for many pre-AS
feeds

eMap to existing verbs where possible
- Can augment with site-specific verbs too

eKeep unstructured content as well for
compatibility

eInclude activity:generator for activities your site
generates

eUse Webfinger discoverable user IDs

Google Hi(e)
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Consuming activities

eMap activity:verb and activity:object to your own
site’s concepts

Google (e}
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Consuming activities

eMap activity:verb and activity:object to your own
site’s concepts

eProvide rich UX based on known semantics

- If sharing a set of photos, display the
thumbnails

Google (e}
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Consuming activities

eMap activity:verb and activity:object to your own
site’s concepts

eProvide rich UX based on known semantics

- If sharing a set of photos, display the
thumbnails

elUse unstructured content or summaries as a
fallback (be prepared for unknown verbs)

Google Hi(e)
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Consuming activities

eMap activity:verb and activity:object to your own
site’s concepts

eProvide rich UX based on known semantics

- If sharing a set of photos, display the
thumbnails

eUse unstructured content or summaries as a
fallback (be prepared for unknown verbs)

eDisplay the activity:generator for attribution

Google Hi(e)
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Consuming activities

eMap activity:verb and activity:object to your own
site’s concepts

eProvide rich UX based on known semantics

- If sharing a set of photos, display the
thumbnails

eUse unstructured content or summaries as a
fallback (be prepared for unknown verbs)

eDisplay the activity:generator for attribution

eUse Webfinger to discover additional information
about actors

Google Hi(e)
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Going real-time: PubSubHubbub
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Going real-time: PubSubHubbub

eAdd <link rel="hub’> to the feeds you produce

Google (e}
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Going real-time: PubSubHubbub

eAdd <link rel="hub’> to the feeds you produce
ePOST a ping to your chosen hub on changes

Google (e}
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Going real-time: PubSubHubbub

eAdd <link rel="hub’> to the feeds you produce
ePOST a ping to your chosen hub on changes
eRun your own hub, or use an existing one

Google (e}

Tuesday, June 1, 2010



Going real-time: PubSubHubbub

eAdd <link rel="hub’> to the feeds you produce
ePOST a ping to your chosen hub on changes
eRun your own hub, or use an existing one

eUse the rel="hub” link to subscribe to the feeds
you consume

Google (e}
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Going real-time: PubSubHubbub

eAdd <link rel="hub’> to the feeds you produce
ePOST a ping to your chosen hub on changes
eRun your own hub, or use an existing one

eUse the rel="hub” link to subscribe to the feeds
you consume

eGet updates pushed to you immediately instead
of polling

Google Hi(e)

Tuesday, June 1, 2010



Being a Salmon Stream
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Being a Salmon Stream

eFOor comments:

- Add a <link rel="salmon’> in feeds you
produce

- Point at a Salmon endpoint that accepts POSTs
- Add a comment when you see a salmon

Google (e}
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Being a Salmon Stream

eFOor comments:

- Add a <link rel="salmon’> in feeds you
produce

- Point at a Salmon endpoint that accepts POSTs
- Add a comment when you see a salmon
eFOr mentions:

- Add a <link rel="salmon’> to each user’s
Webfinger data pointing to your endpoint

- Tell user when you see a salmon mention

Google Hi(e)
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Sending Salmon Comments Upstream
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Sending Salmon Comments Upstream

elLook for link rel="salmon’ in feeds you consume,
remember for later

Google (e}
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Sending Salmon Comments Upstream

el ook for link rel="salmon’ in feeds you consume,
remember for later

eWhen users comment, POST the comment back
to the Salmon endpoint

Google (e}
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Sending Salmon Comments Upstream

el ook for link rel="salmon’ in feeds you consume,
remember for later

eWhen users comment, POST the comment back
to the Salmon endpoint

eSign comments via Salmon’s Magic Signatures
- Publish public keys for users via Webfinger

Google (e}
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Sending Salmon Comments Upstream

el ook for link rel="salmon’ in feeds you consume,
remember for later

eWhen users comment, POST the comment back
to the Salmon endpoint

eSign comments via Salmon’s Magic Signatures
- Publish public keys for users via Webfinger

eEnsure users understand where their comments
are going

Google Hi(e)
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Sending Salmon Mentions
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Sending Salmon Mentions

eWhen you see a mention, perform Webfinger
discovery on the ID

Google (e}
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Sending Salmon Mentions

eWhen you see a mention, perform Webfinger
discovery on the ID

olf there’s a <rel=‘salmon’> link in the XRD, POST
the mention there

Google (e}
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Salmon Activity Example

Google (e}



http://salmon-playground.appspot.com/magicsigdemo
http://salmon-playground.appspot.com/magicsigdemo
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...happily ever after
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L earn more...

e Signing up with an existing account (OpenlID + OAuth)

- http://googleblog.blogspot.com/2009/11/cutting—back-on-your-
ong-list-of.html

- http://www.puffypoodles.com/ (demo / code)

e XAuth
- http://xauth.org/info/

- http://meebo.com/xauth (demo)
e Social Graph API

- http://code.google.com/apis/socialgraph
e Webfinger

- http://webfingerclient-dclinton.appspot.com/ (demo)

- http://code.google.com/p/webfinger/ (spec)

e Portable Contacts

- http://portablecontacts.net
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Learn [even] more...

e Activity Streams

- http://activitystrea.ms/ (main site)
e PubSubHubbub
- http://code.google.com/p/pubsubhubbub/ (main site / code / spec)

- http://pubsubhubbub.appspot.com/ (open hub / demo)

e Salmon and Magic Signatures

nttp://www.salmon-protocol.org/ (main site)

nttp://salmon-playground.appspot.com/magicsigdemo (demo)

http://atollia.appspot.com/ (demo)

e Extensible Resource Discovery

- http://bit.ly/xrdspec (spec)
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