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In-app billing!
Implement ALL the billing!
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In-qpp billing!
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PREVIOUSLY IN

IN-APP BILLING




Easy

O

Monday, May 20,



mBillingService.requestPurchase(mSku,
Easy Consts.ITEM TYPE INAPP, mPayloadContents)
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mBillingService.requestPurchase(mSku,
Easy Consts.ITEM TYPE INAPP, mPayloadContents)

public void onPurchaseStateChange(PurchaseState purchaseState, String itemld,
int quantity, long purchaseTime, String developerPayload) {
if (Consts.DEBUG) {

Log.i(TAG, "onPurchaseStateChange() itemlId: " + itemId + " " + purchaseState);
b

if (developerPayload == null) {
LogProductActivity(itemIld, purchaseState.toString());
} else {

LogProductActivity(itemld, purchaseState + "\n\t" + developerPayload);
b

if (purchaseState == PurchaseState.PURCHASED) {
mOwnedItems.add(itemId);

// If this is a subscription, then enable the "Edit
// Subscriptions" button.
for (CatalogEntry e : CATALOG) {
if (e.sku.equals(itemld) &&
e.managed.equals(Managed.SUBSCRIPTION)) {
mEditSubscriptionsButton.setVisibility(View.VISIBLE);

3
b
mCatalogAdapter.setOwnedItems(mOwnedItems);
mOwnedItemsCursor.requery();

O
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change. The signedData parameter is a plaintext JSON string that is
signed by the server with the developer's private key. The signature
for the signed data is passed in the sijgityre iirqmeter.

§E§%EmE%gXB&EQ}?E%@&;?E“>tfasiggéé]SSta ingService.requestPurchase(mSku,
. wEASY CShSES  TTEM, TYPE INAPP, mPayloadContents)

private void purchaseStateChanged(Context context, String signe ing=signature
Intent intent = new Intent(Consts.ACTION_PURCHASE STATE CHANGED);
intent.setClass(context,- BilitingService cliass);
intent.putExtra(Consts.INAPP_STIGNED DATA, signedData);
intent.putExtra(Consts /INAPP_SIGNATURE, “signature);

context/ startServicelfintent);

k sk ok ok ok ok

3

/**

* This is called when Android Market sends a "notify" message indicating that transaction
* information-is |available.] Thelrequest,;|includes a nonce (random number used once) that
* we generate and Android Market, signs and sends back to-us with, the purchase- state and
* other transaction details. This- /BroadcastReceiver cannot bind to the

* MarketBilUingService directly so it starts the {@link BillingService}, which does the
* actual work,eof sending/the message.

*

* @pardm context the context

* @param notifyId the notification ID

*/

private void notify(Context context, String notifyId) {
Intent intent ="new Intent(Consts.ACTION_GET PURCHASE_ INFORMATION);
intent.setClass(context, BillingService.class);
intent.putExtra(Consts .NOTEFICATLON 1 ID, notifyId);
context.startService(intent);

by

/**

This is called when Android Market sends a server response, code -The-BillingService can
then report the status of the response if ‘desired.

@param context the context
@param requestId the request ID that corresponds to a previous request
@param responseCodeIndex the ResponseCode ordinal value for the request

k% sk ok ok ok ok

*/
privatepvoid checkResponseCode(Context eontext,(Long requestld, int responseCodelndex) {
Intent intent = new Intent(Consts.ACTION RESPONSE_CODE);
intent.setClass(context, BillingSerwvice.class);
intent.putExtra(Consts.INAPP_REQUEST ID, requestId);
inte@ QutExtra(Consts.INAPP_RESPONSE_CODE, responseCodelndex);
cont&tistartService(intent);

b
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*¥ change. The signedData parameter is a plaintext JSON string that is al = request.g ’
* signed by the server with the deveLoper s private key. The signature L}
* for the signed data is passed in the signature rameter } else ﬂ1 h d cart it Not chis L
: gaanente teconctrt © T BT TTngService . reddes AR EHESE (MSIAT 1™
* paraEﬁe Data the (unencrypted) g %o%llﬂ% 1111 erv1ce Y 9
*
@para the signature fC the 51gIthata
* g? ITEM . LYPE INAPP", mP yL dC )
private void purc aseStateChanged(Contex contex trlrlw:[I 51I\rﬂadﬂa Y T NA { ’ m a Oa Ontents

Intent intent new Intent(Consts. ACTION_PURCHASE_STATE_CHANGED)
intent.setClass(context,- BilitingService cliass);
intent.putExtra(Consts.INAPP_STIGNED DATA, signedData);
intent.putExtra(Consts /INAPP_SIGNATURE, “signature);

contextl startServicelfintent);

ing —Slgpature

If maxStartld
SO we can

// Ifiwe-get  here-then all the requests ran successfully.
// is-not -1, then one of the requests started the service,
/7 stop it now.

if (maxStartId >= @) {

3 if ((Consts.DEBUG), {
Log.i(TAG, "stopping service, startld: " + maxStartId);
/** 3
* This is called when Android Market sends a "notify" message indicating that rans 3RS Gh{maxstartld);
* information-is |available.! The]request;|includes a nonce (random number useg_on e) that
* we generate and Android Market, signs and sends back to-us with, the purchase- state and
* other transaction details. This- /BroadcastReceiver cannot bind to the *%
* MarketBillingService directly so it starts the {@link BillingService}, whiehTHPE£SstB&lled when we are connected to the MarketBillingService.
* actual work,of sending/theimessage. * This cruns;dnthe ‘main UI thread.
* */
* @pardm context the context @Override
* @param notifyId the notification ID public void onServiceConnected(ComponentName name, IBinder service) {
%/ if (Consts.DEBUG) {

private void notify(Context context, String notifyId) {
Intent intent new Intent(Consts.ACTION GET PURCHASE_INFORMATIO
intent.setClass(context, BillingService.class);
intent.putExtra(Consts .NOTEFICATLON 1 ID, notifyId);
context.startService(intent);

by

/**

This is called when Android Market sends. a server response, code;
then report the status of the response if ‘desired.

@param context the context
@param requestId the request ID that corresponds to a previous re
@param responseCodeIndex the ResponseCode ordinal value for the r

k% sk ok ok ok ok

*/

privatepvoid checkResponseCode(ContextTeontext,)Long requestld,
Intent intent new Intent(Consts.ACTION_ RESPONSE_CODE);
intent.setClass(context, BillingSerwvice.class);
intent.putExtra(Consts.INAPP_REQUEST ID, requestId);
inte@ QutExtra(Consts.INAPP_RESPONSE_CODE, responseCodelndex);

cont&tistartService(intent);

h;

int

Log.d(TAG, "Billing service connected");
N); )
) mService = IMarketBillingService.Stub.asInterface(service);
runPendingRequests();
by
/**

* This is called when we are disconnected from the MarketBillingService.

*
The BiLL%ﬂé@gﬁMﬁge can

public void onServiceDisconnected(ComponentName name) {

Log.w(TAG, "Billing service disconnected");
mService = null;
quest 3
equest
/**
resrxmwse(kxi@l?kﬂﬂ%% xom the MarketBillingService. Call this when the application
terminates to avoid leaking a ServiceConnection.
*/
public void unbind() {

try {
unbindService(this);

} catch (IllegalArgumentException e) {

// This miaht hannen if the service was disconnected
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* changex n t maXostar = Trequest.getotlar ’
+ Sianeck iy ShE Sener e o Gy T M G R M R e ms of {
* for th,e/ 51gned data 1s passed 1n t e si nature parameter. Serv ashed restart it g‘kcms Leaves
© @ParapBEIt et EBE GOBEGAT Purch 11 § (ﬁ C’
: gggig?hE %&Mx‘c as §1‘g Aol N Aélf.rllgc QDIEOYU% nul C, re IJT?'%\I% 1111 erv1ce al%e m
(b
*/
private ;}/01d purc aseStateChanged(Contex contex St:rl;r:gl; gg!\rﬂed&aIYE_ﬂln 41:g|g:§1ﬁuééﬁp ’ mPay.L Oadcontent S )

Inte intent = new Intent(Consts. ACTION_PURCHASE_STATE_CHANGED)

1nten;t tass{C Ll ingS i 1 : // If+we get here-then all the requests ran successfully. If maxStartId
1nten.)t Fgﬁ%%xﬁ:a C%?%ﬁ&%%%ﬂ’%% %y%ﬁﬁgﬁﬁ%%% %%%J)ng the HadiGhises // is-not -1, then one of the requests started the service, so we can
1“teaﬁlvg€§ E@éQO@é@ébJ LSEENATUR s SSONEtEEsiHe Lper { //-stop 1t mow.

) contextl ST FYLRLIEENSr (Context context) { it (?zxigiigg.gégé){{

. super(context, DATABASE_NAME nul Ll DATABASE VERSION); Log.i(TAG, "stopping service, startId: " + maxStartId);

/** .

* This is c \}ggrr@gn Android Market sends a "notify" message indicating that rarts§RRagimaxstartld);

* informatinhy it ayas oF g@@f@ﬁaeéd\gé%e&bz once (random number useil} once) that

* we generate %@g and sends back to us with, the, purchase- state and

* other tra sactlon detalls 15 oadcastReceiver cannot blnd to the Vo

* actual woglygfypgrding/the message. * This cruns/inithe main-UI thread.

: % ublic 01d onUp rade(SQtheDatabase db, int oldVersion, int newVerélong {

, gparam co texk, grade code should modify the tables pprriae

lLit
@param notify ;1 @ @9@3—};&§ %@%‘sﬁgﬁpchanges instead of dropping the tablell &ﬁ@ void onServiceConnected(ComponentName name, IBinder service) {
(Consts.DEBUG) {

private void not req: Creatlg:%) th%%AT Log.d(TAG, "Billing service connected");
Intent 1ntent = n QA: % ‘JrEp %&%k@sg INFORMATIOND 0 + " tosan . .
(0]

*

intent.. setCLass(c ? :LE g eerce N e Eiiﬁggin;Rizizzig%u1ngServ1ce.Stub.asInterface(service);
intent. putExtra(gg § IONg P 1 POEREYES )i PURCHASE HISTORY TAB}EE NAME) ;

context. Startserd‘t}c WBROP TABLE-IF EXISTS " + PURCHASED ITEMS TABLE NAME):
3 createPurchaseTable(db); VA
e return, * ThlS is called when we are disconnected from the MarketBillingService.
* This is c LLéé when Android Market sends a server response, code, -The Blll%ﬁgggﬁﬂkge can
* then report the status of the response if desired. public void onServiceDisconnected(ComponentName name) {
: private v01d createPurchaseTabLe(SQtheDatabase db) ¢ Log.w(TAG, "Billing service disconnected");
., @param conte %8§GL TABL.E " + PURCHASE HISTORY TABLE NAME + "(!' +MmService =null;
@param requestId t Fp COBIL €S PONEISY FOP RT WA request 3
* @param responseCodeI T T@@@Qgenqﬂgf@@éRvaiug or thée request
*/ n n /*¥
privatevoid -checkRespo HI TORY PRODUCT ID _COL + TE)g'gqm E)?fl, ing responseConI‘ﬁH@ﬁg rom the MarketBillingService. Call this when the application
Intent intent = new% fW OE@E ” _ * terminates to avoid leaking a ServiceConnection.
E ER) * /
intent. setClgss g% X %,5 LIS, PORCHASED D ITENS _TABLE_NAME + "("bgblic void unbind() {
intent. putEXtra ons R D %E€E§Bu§51 R %BY KEY no4 try {
inte ( tEXtraCCC.mSmR B + resﬂ@ﬂ?@ %M ex); unbindService(this);
cont tartService(intent); } catch (IllegalArgumentException e) {
} [/ This miaht hannen if the service was disconnected
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* h t axostar = requ .g ar ,
¢ Clanecy e RE I SR R e e patnd R Ed L R Rl ing feotumns of )

ep&fEP(£§eéi’ S F } else {
* for thfa signed data is passed in the si nature parameter. Serv ashed restart it g]{chls Leaves
* @parag, CONTetEhE COBEGAT purch 11 § (g{ C’
: gggiggh ﬁﬁ)s% tu?:;i a%& §1g Bl N AJEHQC QDIECMJ% nuU. re 1%‘0%111% 1LL1 erv1ce ); al(%e m

L

*/ ’
private ;}/01d purchaseStateChanged(Context contex t:rl;r:glg:l gmd&aIYE:m 41:g|g:§1§1éﬁp ’ mPay.L Oadcontent S )

Inte intent = new Intent(Consts.ACTION PURCHASE _STATE_CHANGED) ;

1nten,t 1. s{ C // Ifrwe- get here-then all the requests ran successfully. If maxStartId
1nten; F’E‘ﬁ% xﬁa C%?%ﬁ&%%%ﬂ’%% ﬁyﬁiﬁ&éﬁ%ﬁ% %.gcgbhg Hee pabiabyises // is-not -1, then one of the requests started the service, so we can
1nteafl\PélE§ 2880550 TARELSIENATEE 4 SSPNEteBsrHe Lper ¢ /77 stop 1t now.
) contextl ST FYLRLIEENSr (Context context) { it (?zxﬁgiigggégé){{
. super(context DATABASE ‘NAME.," null, DATABASE VERSION); Log.i(TAG, "stopping service, startId: " + maxStartId):
/**
* This is c &é%&f@gn Android Ma t sends a ”notlfy” ssage indicating that ﬁ PR maxstartld);
* informatinhy it ayas g
* we generate qﬁ%e
* other tragyisaction det ceiv *%
* actual wqagvgﬁrf&@dlng the message * ThlS:mHB in lﬂ:thread
*
% pu ublic yoid onUp rade(SQLiteDatabase db, int oldVersion, int newVerélon
. @param contexk, the, §Q ualltﬁgﬁpgrade code should modify the tables W?rrl 4 ons c dcc N IBind ,
@param notify ;1 £ @%&.ﬁ&g Sh¥oTAN changes instead of dropping ible‘%u &ﬁg void onServiceConnected(ComponentName name, inder service) {

*

creatln them.
private void not 5%
Intent intent =

i
intent. setCLass(cdﬁ

intent. putExtraQ§8C§§§§¥®E§ T i pPURC

(Cons
context. starkSeryy UBROP TABLE,IF EXISTS " + PURC

ts EBUG){ ?
i ng cted");
i I i .otub.asInterface(service);
RYETA ;
ED ITEMS TABL. NAME)
J createPurchaseTable(db);

return, * ThlS is called when we are disconnected from the MarketBillingService.

/**

* This is c LLéﬁ when Android Market sends a server response, code, -The BlLL¥ﬂg§§§ﬂﬁ;e can
* then report the status of the response if desired. public void onServiceDisconnected(Compe
: private v01d createPurchaseTabLe(SQtheDatabase db) { Log.W(TAG, "Billing service disce
., @param conte %E%L TABL.E " + PURCHASE HISTORY TABLE NAME + "(!' +MmService =null;
@param request t D COBIT S PONEISY EOPRT M, request }
* @param responseCodeI T@@@QﬂGnQﬂ@f@@éRvaiug or thée request
*/ ] ] /**
+ +
prlvate void checkRespo HI TORY DUCT ID COL % TE)]?‘:I?QM §)¥'f1, ll_n_p responsecodgmmg m the MaI‘ketBlllll:\goc:J.'VJ.t.c. Cadll UIIl> Wil ulie applicaciun
Intent intent = new fWE OE@E ER)” ) */termlna es to avoid leaking ¢
intent. SGtCl Xk T Ee#csﬁﬁﬁihﬁs ITEMS ]y“gLE NAME + "(" . . .
intent. putExtra(%ons g D%ﬁ %E@EﬁﬂuﬁS' ARY REY, " + C mﬂﬂigyvzuilmblndC){
inte ( CExtra(Consggr pf ’+resﬂ@ﬂ§@%@9‘e§m ex); unbindService(this);
cont tartService(intent); } catch (IllegalArgumentException e) {
} [/ This miaht hannen if the service was disconnected
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Billing V2

asynchronous /
. Qm

Google Play
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Billing V2

asynchronous /
. Qm

Google Play

Billing V3
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Billing V2

asynchronous

Billing V3

-

N

Google Pla
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Billing V3
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Billing V3 is synchronous

- e —
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Billing V3 is synchronous

buy 50 gold coins

- e —
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Billing V3 is synchronous

buy 50 gold coins
. e —
OK




In v2, restoring purchases was expensive

My App
123 SD Card Folder

John’s Phone, 12345 CPU Cycles: /)7@/7}/ X 10
Pay to the order of:

3/‘////73 \/ 7 coo Traffic: /otS LmE

J 0/7/7 D . \/e/ oper

for: res Z‘or/ng paI‘C/%&S eSS

:A5320934d: $096300143: A5ai3adn::

O
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In v3, Google Play maintains a client-side cache

Google Play

restore purchases

ACtiVity e

purchases

S0...

O
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...In V3, restoring purchases is pretty cheap

ON ANY GET-PURCHASES CALL w/ *

IN-APP BILLING

L b/ZY VERSION 3

(THROUGH CLIENT-SIDE CACHING)

0 rr AVAILABLE ON PARTICIPATING

DEVICES.

CPU & NETWORK

=

MMMMMMMMMMMMM



ENOUGH SALES.

SHOW ME THE
CODE.
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</sales>

MMMMMMMMMMMMM



Selling Stuff
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Is V3 Is supported?
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public void onServiceConnected(
ComponentName name, IBinder service) {

mService = IInAppBillingService.Stub.asInterface(service);
int response = mService.1sBillingSupported(3,
getPackageName(), “inapp”);
i1f (response == BILLING_RESPONSE_RESULT_OK) {
// has billing!

)
else {

// no billing V3...
)

O
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public void onServiceConnected(
ComponentName name, IBinder service) {

mService = IInAppBillingService.Stub.asInterface(service);
int response = mService.1sBillingSupported(3,
getPackageName(), “inapp”);
i1f (response == BILLING_RESPONSE_RESULT_OK) {
// has billing!

)
else { A

// no billing V3... | ‘
) | Y .

3.9.16+

O 90%+ of active devices
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What does the user own?
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o CHEAP
Bundle bundle = mService.getPurchases( " °
3, mContext.getPackageName(), “inapp”);

1f (bundle.getInt (RESPONSE_CODE) == BILLING_RESPONSE_RESULT_OK) {
ArrayList mySkus, myPurchases, mySignatures;
mySkus = bundle.getStringArrayList(RESPONSE_INAPP_ITEM_LIST);
myPurchases bundle.getStringArraylList(
RESPONSE _INAPP_PURCHASE_DATA_LIST);
mySignatures = bundle.getStringArraylList(
RESPONSE _INAPP_PURCHASE _SIGNATURE_LIST);

// handle items here

o SYNCHRONOUS!

Monday, May 20,
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EEEEE TS
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REPLAY
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PROBABILITY THAT THIS USER TI5...

THRILLED

AN
INFLUENTIAL
BLOGGER

877 OF ALL PERCENTAGES IN THIS
SLIPE MAY BE MADE LP.




managed items
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Launch the purchase flow

O
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Launch the purchase flow

Bundle bundle = mService.getBuyIntent(3, "com.example.myapp”,
MY_SKU, “inapp”, developerPayload);

PendingIntent pendinglIntent =
bundle.getParcelable (RESPONSE_BUY_INTENT) ;

1f (bundle.getInt (RESPONSE_CODE) ==
BILLING_RESPONSE_RESULT_OK) {
startIntentSenderForResult(pendingIntent, RC_BUY,

new Intent(), Integer.valueOf(0), Integer.valueOf(0),
Integer.valueOf(0));

RESULT COMES BACK ON
onActivityResult()

O
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1,000 coins (Nostalgic Racer)




onActivityResult()

public void onActivityResult(int requestCode,
int resultCode, Intent data) {

1f (requestCode == RC_BUY) {
int responseCode = data.getIntExtra(RESPONSE_CODE ) ;
String purchaseData = data.getStringExtra(
RESPONSE_INAPP_PURCHASE_DATA) ;
String sighature = data.getStringExtra(
RESPONSE_INAPP_SIGNATURE) ;

/] ...

O
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Purchase data

{

“orderId”: ...,
“packageName”: ...,
“productId”: ...,
“purchaseTime”: ...,
“purchaseState”: ...,
“developerPayload”,
“purchaseToken”:

O
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HARD TO LOSE

THE PLIRCHASE on startup:
X \ getPurchases()

when user wants to purchase:
getBuylntent(), launch the
Intent.

That's it.... right?

onActivityResult:
handle purchase

MMMMMMMMMMMMM
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* not to scale.
O ;
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A purchase is forever... [not]

O
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A purchase is forever... [not]

Premium

upgrade

O
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A purchase is forever... [not]

Premium

Ad-free
upgrade

O
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A purchase is forever... [not]

Premium Special

Ad-free .
upgrade items

O
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A purchase is forever... [not]

Premium Special

Ad-free Levels

upgrade items

O
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So how do you implement:

O
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So how do you implement:

Health

potions

O
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So how do you implement:

Health
potions

O
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So how do you implement:

Health
potions

O
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Consumption

O
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Consumable items?

O
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Consumable items?

O




Consumable items?

1. Bruno buys COOL ITEM.

BRUNOQO'S STUFF
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Consumable items?

1. Bruno buys COOL ITEM.

O

BRUNO'S STUFF
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Consumable items?

1. Bruno buys COOL ITEM.

2. What items does Bruno own?

O

BRUNO'S STUFF




Consumable items?

1. Bruno buys COOL ITEM.

2. What items does Bruno own?
{ COOLITEM }

BRUNO'S STUFF

MMMMMMMMMMMMM



Consumable items?

1. Bruno buys COOL ITEM.

2. What items does Bruno own?
{ COOLITEM }

3. Bruno consumes COOQOL ITEM

BRUNO'S STUFF

MMMMMMMMMMMMM



Consumable items?

1. Bruno buys COOL ITEM.

2. What items does Bruno own?
{ COOLITEM }

3. Bruno consumes COOQOL ITEM

BRUNO'S STUFF
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Consumable items?

1. Bruno buys COOL ITEM.

2. What items does Bruno own?
{ COOL ITEM }

3. Bruno consumes COOQOL ITEM

4. What items does Bruno own?

BRUNO'S STUFF

MMMMMMMMMMMMM



Consumable items?

1. Bruno buys COOL ITEM.

2. What items does Bruno own?
{ COOL ITEM }

3. Bruno consumes COOQOL ITEM

4. What items does Bruno own?

1}

BRUNO'S STUFF

MMMMMMMMMMMMM



Consumable items?

Bundle b = mService.consumePurchase(

3, // API version
“com.example.xyz”, // package name
token // purchase token

O
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When should | consume?

O
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When should | consume?

Method 1
on item'’s actual usage

Method 2
immediately upon purchase

MMMMMMMMMMMMM



Method 1: On actual usage

O
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Method 1: On actual usage

Monday, May 20,




Method 1: On actual usage

BRUNOQO'S STUFF

O




Method 1: On actual usage

BRUNOQO'S STUFF

O




Method 1: On actual usage

BRUNO'S STUFF

O




Method 1: On actual usage

BRUNO'S STUFF

O




Method 1: On actual usage

BRUNO'S STUFF

O




Method 1: On actual usage

BRUNOQO'S STUFF

O




Limitations?

| want a potion!

O
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Limitations?

| want a potion!
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Limitations?

| find your
request illogical, user.

| want a potion!

O
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Method 2: Consume upon purchase

BRUNOQO'S STUFF
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Method 2: Consume upon purchase

BRUNO'S STUFF

O




Method 2: Consume upon purchase

BRUNOQO'S STUFF
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Method 2: Consume upon purchase

BRUNO'S STUFF
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Method 2: Consume upon purchase

BRUNOQO'S STUFF
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Also:

Method 2
immediately upon purchase
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Also:

Method 2
immediately upon purchase
...and also on startup.

AN

IMPORTANT!
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Method 2: Consume upon purchase and startup

O
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Method 2: Consume upon purchase and startup
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Method 2: Consume upon purchase and startup

BRUNOQO'S STUFF

MMMMMMMMMMMMM



Summarizing

on startup: onActivityResult:
getPurchases() if purchase successful,

if has potion, consume() consume()

when user wants to consume();

purchase: If consume successful,
getBuylIntent(), launch the add potion to inventory.
Intent.

O
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Get product detalls
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Query SKU details

Bundle getSkuDetails(
1nt apiVersion,
String packageName,
String type,

Bundle skusBundle

) ;
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“productId”: “xyz123”
“type”: “inapp” | “subs”,
“price”: “$1.99”

“title”: “100 coins”
“description”: “...”

O
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“productId”: “xyz123”
“type”: “inapp” ‘ “SUbS”,

“price”: “$1.99” h

“title”: “100 coins”
“description”: “...”

O
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Subscriptions

MMMMMMMMMMMMM



Are subscriptions supported?

MMMMMMMMMMMMM



public void onServiceConnected(
ComponentName name, IBinder service) {

mService = IInAppBillingService.Stub.asInterface(service);
int response = mService.1sBillingSupported(3,
getPackageName(), );
i1f (response == BILLING_RESPONSE_RESULT_OK) {
// has V3 subscriptions!

)
else {

// no V3 subscriptions...
)

O
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Launch the purchase flow (subscription)

O
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Launch the purchase flow (subscription)

Bundle bundle = mService.getBuyIntent(3, "com.example.myapp”,
MY_SKU, , developerPayload);

PendingIntent pendinglIntent =
bundle.getParcelable (RESPONSE_BUY_INTENT) ;

1f (bundle.getInt (RESPONSE_CODE) ==
BILLING_RESPONSE_RESULT_OK) {
startIntentSenderForResult(pendingIntent, RC_BUY,

new Intent(), Integer.valueOf(0), Integer.valueOf(0),
Integer.valueOf(0));

RESULT COMES BACK ON
onActivityResult()

O
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Bundle b = mService.consumePur
3, //
“com.example. x // package name
token // purchase token

A subscription can’t be consumed.

O
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Active Subcriptions?

O
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Active Subcriptions?

Bundle bundle = mService.getPurchases(
3, mContext.getPackageName(), ITEM_TYPE_SUBS);

1f (bundle.getInt(RESPONSE_CODE) == BILLING_RESPONSE_RESULT_OK) {

// same as before...

O
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trial subscriptions

active subscriptions

expired subscriptions

O
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trial subscriptions

appear in

active subscriptions getPurchases()

expired subscriptions

O
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trial subscriptions

appear in

active subscriptions getPurchases()

expired subscriptions ont appear in

getPurchases()

MMMMMMMMMMMMM



trial subscriptions

appear in

active subscriptions getPurchases()

cancelled subscriptions
*until end of paid billing period

I ‘ . t :
expired subscriptions don't appear in

getPurchases()

O
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Local cache?

MMMMMMMMMMMMM



Local cache?

Google Play app
Refresh: 24h (normally)

MMMMMMMMMMMMM



Careful with the Ul thread!

MMMMMMMMMMMMM



This slide isn't responding.

ad

Ca

Do you want to close 1t?

ETL

O
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Safe for Ul thread

1sBillingSupported

getBuylIntent

O
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Safe for Ul thread Don’t call on Ul thread

isBillingSupported getPurchases
getBuyIntent consumePurchase
getSkuDetails

O
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Server side subscription API




Is it valid?

subscription When does it expire?

Will it auto-renew?

Cancel it

O
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“orderId”: ...,
“packageName”: ...,
“productId”: ...,
“purchaseTime”: ...,
“purchaseState”: ...,
“developerPayload”,
“purchaseToken”:

O
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GET https://www.googleapis.com/
androidpublisher/v1/applications/

{packageName}/subscriptions/{subscriptionId}/
purchases/{token}

O
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"kind" :
"androidpublisher#subscriptionPurchase”,

"initiationTimestampMsec”: ....,
"validUntilTimestampMsec”: ....,
"autoRenewing”:

More at:
https://developers.google.com/android-publisher/v1/
O
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https://developers.google.com/android-publisher/v1/
https://developers.google.com/android-publisher/v1/

Security

MMMMMMMMMMMMM



O
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s this purchase
legitimate?

MMMMMMMMMMMMM



s this purchase
legitimate?

arrrrrr!
of courrrse!

MMMMMMMMMMMMM



O
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Risk Model

MMMMMMMMMMMMM



audience

ikelihood of piracy item value

. total legitimat
+ Risk Model "5
purchases

observed #
fake purchases

technical
total purchases difficulty

MMMMMMMMMMMMM



Making life hard for pirates

Your defenses:

1. developer payload
2. signature verification
3. server-side validation

MMMMMMMMMMMMM



Developer Payload

BRUNO'S STUFF

O




Developer Payload

BRUNO'S STUFF

O




Bruno

MMMMMMMMMMMMM



Bruno Onurb

MMMMMMMMMMMMM



ONUREB'S STUFF

Developer Payload

O




Developer Payload

MMMMMMMMMMMMM



Signature Verification

Your app has a public key
Google Play signs purchases

Always check signature!

MMMMMMMMMMMMM



Signature Verification

PublicKey publicKey = ...;
String signedData = ...;
String signature = ...;

Signature sig = Signature.getInstance(“SHATwithRSA”);
sig.initVerify(publicKey);
sig.update(signedData.getBytes());
if (!sig.verify(Base64.decode(signature))) {

// failed!
)

return true;

O
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Is client-side security enough?

MMMMMMMMMMMMM



Server-Side Validation

check signature
don't trust the client

check order number
valid? duplicate?

secure the handshake

MMMMMMMMMMMMM



Purchase Framework

Summary MITM replay compromise

(\ 70
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Purchase Framework
replay compromise

Wishing really hard X X X

Summary MITM

O
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Purchase Framework

summary VTV replay compromise
Wishing really hard X x x
Client-side signature '

verification X x

O
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Purchase Framework
replay compromise

Wishing really hard X X X
Client-side signature X x

verification

Summary MITM

+ unique developer
payload

O
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Summary

Wishing really hard

Client-side signature
verification

+ unique developer
payload

O

MITM

X

+ Server-side verification '

Purchase Framework
replay compromise

X X

X X
Y X
9 U
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KEEP
CALM

AND

USE BEST
PRACTICES




KEEP developer payload
CALM

AND signature verification

USE BEST
PRACTICES

server-side validation




Sandbox

MMMMMMMMMMMMM



O

Before

Now (Sandbox)

73
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Before Now (Sandbox)

mock product
mock purchase flow
mock result

O
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Before Now (Sandbox)

mock product
mock purchase flow
mock result

real product

real credit card
real purchase flow
real charge

O
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Before Now (Sandbox)

mock product

mock purchase flow
real product

mock result .
real credit card
real purchase flow
real product real result
real credit card no charge
real purchase flow
real charge
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purchase
test accounts

O

(S( '

Google play | Developer Console @

SETTINGS

I Account details

User accounts & rights

ACCOUNT DETAILS  [SEE

DEVELOPER PROFILE

Developer name *

Email address *

Website

Phone Number *

Email updates

LICENSE TESTING

s‘gnmn € . 5 1eeqgbac

Fields marked with * need to be filled before saving.

Example Store

13 of 50 characters
The developer name will appear to users under the name of your application.

example@example.com

www.example.com

+16505555555

Include plus sign, country code and area code. For example, +1-650-253-0000.
Why do we ask for your phone number?

o I'd like to get occasional emails about development and Google Play
opportunities.

In addition to the owner of this console the following users will get the License test response from the application. They can also
make in-app purchases from APKs that have been uploaded but not been published yet.

Gmail accounts with testing access

bob@gmail.com, ann@gmail.com, ted@gmail.com|

7
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1,000 coins (Nostalgic Racer)




1,000 coins (Nostalgic Racer)




Sample: TrivalDrive

SDK manager

code.google.com/p/
marketbilling

MMMMMMMMMMMMM
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IAB IAB V3

MMMMMMMMMMMMM



subscriptions

MMMMMMMMMMMMM



subscriptions

consumption

MMMMMMMMMMMMM



subscriptions
consumption

product details

MMMMMMMMMMMMM



subscriptions

server AP consumption

product details

MMMMMMMMMMMMM



ABVZ  |AB V3

subscriptions

Server A consumption

secy rity product details

MMMMMMMMMMMMM



ABVZ  |AB V3

subscriptions

Server A consumption

secy rity product details

sandbox

MMMMMMMMMMMMM
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developer experience

MMMMMMMMMMMMM



developer experience

user experience

MMMMMMMMMMMMM
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<Thank You!>

plus.google.com/+BrunoOliveira

Bruno Oliveira
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Google

# Developers
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