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C++ Code, the Web, and Native Client



Background

 

http://security.arizona.edu/sites/default/files/id%20theft.jpg

http://www.nw-cpa.com/wp-content/uploads/2013/03/man-in-prison-behind-bars-jail.jpg



Native Client

 

x86 in 

Chrome 14 ARM in Chrome 25



A Few Native Client Applications

AirMech

From Dust



Building a Native Client Application

 

C++ Source Code

gcc/g++

.nexe
● Native executable
● Portable across operating systems
● Specific to x86, ARM, etc.



Building a Native Client Application

 

C++ Source Code

gcc/g++

.nexe
.nexe

.nmf file (manifest) <embed name="nacl_module"
            id="air_mech"
            src="air_mech.nmf"
            type="application/x-nacl" />

HTML

.nexe



 

{

  "files": {},

  "program": {

    "x86-64": { "url": "air_mech_x86_64.nexe" },

    "x86-32": { "url": "air_mech_x86_32.nexe" },

         "arm": { "url": "air_mech_arm.nexe" }

        }

}

.nmf

Instruction Set Architecture (ISA) Dependency
NaCl Manifest File

Every supported ISA needs an 
entry here

Which ISA
Where to find its executable



Running a Native Client Application

 

<embed name="nacl_module"
            id="air_mech"
            src="air_mech.nmf"
            type="application/x-nacl" />

Native Client Process

air_mech_x86_64.nexe

Loads correct
.nexe

HTML

{

  "files": {},

  "program": {

    "x86-64": { "url": "air_mech_x86_64.nexe" },

    "x86-32": { "url": "air_mech_x86_32.nexe" },

    "arm": { "url": "air_mech_arm.nexe" }

  }

}

air_mech.nmf

embed 
reads

manifest

.nmf



Running a Native Client Application

 

Native Client Process

validator

air_mech_x86_64.nexe



Running a Native Client Application

 

Native Client Process

NaCl runtime

air_mech_x86_64.nexe



Running a Native Client Application

 

Native Client Process

air_mech_x86_64.nexe

NaCl runtime

.nexes are Out-of-Process Plugins

PPAPIair_mech.postMessage(...); instance_->PostMessage(pp::Var(...));

JavaScript C++



Native Client Limitations

"No ISAs in the web platform"



So We're Done, Right?

● C++ executables
● Run in the browser
● Distributed in the web store
● Native ISA code is not right for the open web
● We need a way to upload device-independent code, then translate to the client's ISA...



Portable Native Client



Portable Native Client

Developer UserDistribution



Portable Native Client

● C/C++
● ILP32 (sizeof(int) == sizeof(long) == sizeof(void*) == 4)
● Little endian
● IEEE fp

● One executable runs on
○ Windows, OS X, Linux, ChromeOS
○ x86-32, x86-64, ARM, ...



Developing a Portable Native Client Application

 

C++ Source Code

pnacl-clang

.pexe

.nmf file (manifest) <embed name="nacl_module"
            id="ssh"
            src="ssh.nmf"
            type="application/x-nacl" />

HTML



{
  "files": {},
  "program": {
    "portable": {
      "pnacl-translate": {
        "url": "ssh.pexe",
        "-O": "2"
      }
    }
  }
}

 

.nmf

Manifest for a PNaCl Application
Just One Portable Executable

One "portable" rather than one entry per ISA

Where to find the portable executable

Translated code performance requested



Running a PNaCl Application

 

<embed name="nacl_module"
            id="ssh"
            src="ssh.nmf"
            type="application/x-nacl" />

HTML

embed
starts

translation

PNaCl Translator

ssh.pexe

ssh_x86_64.nexe

Starts
execution

Native Client Process

ssh_x86_64.nexe



The PNaCl Translator

 

"ssh.pexe" no translation exists

Native Client Process

llc.nexe

Send .nexe
from cache

Native Client Process

ssh_x86_64.nexe

Translation
Cache

Stream .pexe
from URL

ssh_x86_64.nexe

Write .nexe

Save ssh_x86_64.nexe



How Do I Use It?



● In Chrome 29 (canary, dev channel)
● Enable the flag
● Try the PNaCl Examples extension

Developer Preview in Chrome

We want your feedback 
at http://gonacl.com

http://gonacl.com


PNaCl SDK

● Compiler, debugger, libraries
● NaClPorts
● Examples, demos



PPAPI
Writing a Secure Plugin



Porting an Application to NaCl

1. Build as an out-of-process plugin
2. Convert browser interaction to PPAPI

a. 2D, audio, mouse/keyboard, files
b. Convert 3D graphics to OpenGL ES2.0
c. Convert Windows threads to pthreads

3. Convert to newlib and static linking

http://www.youtube.com/watch?v=1zvhs5FR0X8


Porting an Application to PNaCl

1. Build as an out-of-process plugin
2. Convert browser interaction to PPAPI

a. 2D, audio, mouse/keyboard, files
b. Convert 3D graphics to OpenGL ES2.0
c. Convert Windows threads to pthreads

3. Convert to newlib and static linking
4. Remove assembly code



“40% of people abandon a website that takes more 
than 3 seconds to load”

Sean Work

KISSmetrics



PNaCl Progress Events

 

Native Client Process

llc.nexe

Stream .pexe
from URL

ssh.nexe

Write .nexe

"progress" events

function moduleLoadProgress(event) {
    var loadPercent = 0.0;
    var loadPercentString;

    if (event.lengthComputable && event.total > 0) {
      loadPercent = event.loaded / event.total * 100.0;
        loadPercentString = loadPercent + '%';
    } else {
        // The total length is not yet known.
        loadPercent = -1.0;
        loadPercentString = 'Computing...';
    }

    appendToEventLog('progress: ' + loadPercentString +
    ' (' + event.loaded + ' of ' + event.total + ' bytes)');
}

JavaScript



Translation Time and Application Architecture

Download .pexe

Download assets

Translate .pexe

Time

.pexe requests assets

Application runs

Download assets

Application runs

JavaScript requests assets

Download .pexe

Translate .pexe
pig.jpg
slingshot.jpg
redbird.jpg
bluebird.jpg
yellowbird.jpg
...

filelist.txt



HTML{
  "files": {},
  "program": {
    "portable": {
      "pnacl-translate": {
        "url": "ssh.pexe",
        "-O": level
      }
    }
  }
}

Translation Options for PNaCl Applications

 

Translate Speed and Execution Speed

.nmf level translation time perf vs. native

0 1x ~50%

2 ~2-3x ~80+%



Translation Rate

 

O0
x86 (high-end) ~750 KB/s
ARM (Chromebook) ~130 KB/s



Translation Rate

 

O0 O2
x86 (high-end) ~750 KB/s ~250 KB/s
ARM (Chromebook) ~130 KB/s ~70 KB/s



Performance

 

O0 vs. native O2 vs. native

Box2D 55% 85%

SPEC 45 - 50% 85 - 95%



Portable Native Client Distribution

Developer UserDistribution



A Taste of Things to Come
PNaCl in Chrome



PNaCl Roadmap

 

Developer Features

Launch

x86-32, x86-64, ARM yes

pthreads, atomics yes

SIMD no

C++ Exception 
Handling

no

Tools, Examples, 
Libraries, Debugger

yes

Dynamic Linking no

JIT Support no



PNaCl Roadmap

 

Developer Features

Launch First update

x86-32, x86-64, ARM yes

pthreads, atomics yes

SIMD no yes

C++ Exception 
Handling

no no

Tools, Examples, 
Libraries, Debugger

yes

Dynamic Linking no no

JIT Support no no



PNaCl Roadmap

 

Developer Features

Launch First update Second update

x86-32, x86-64, ARM yes

pthreads, atomics yes

SIMD no yes

C++ Exception 
Handling

no no yes

Tools, Examples, 
Libraries, Debugger

yes

Dynamic Linking no no ???

JIT Support no no ???



PNaCl Roadmap

 

User Features

Launch

Translation Cache yes

Developer Choice of 
Optimization Level

yes

Streaming 
Translation

yes

Multicore Translation no

Custom Fast 
Translator

no



PNaCl Roadmap

 

User Features

Launch First update

Translation Cache yes

Developer Choice of 
Optimization Level

yes

Streaming 
Translation

yes

Multicore Translation no ???

Custom Fast 
Translator

no no



PNaCl Roadmap

 

User Features

Launch First update Second update

Translation Cache yes

Developer Choice of 
Optimization Level

yes

Streaming 
Translation

yes

Multicore Translation no ??? yes

Custom Fast 
Translator

no no ???



Portable Native Client

● C++ code
● Run securely in the open web
● 80+% of native performance
● Try it right now in Chrome 29 canary (dev channel soon)
● We are targeting launch in Chrome 30



Thank You!
http://gonacl.com
sehr@google.com
native-client-discuss@googlegroups.com
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